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Abstract

Electric Vehicles (EV) are recommended in many countries owing to its economic and environmental benefits.
The charging demands posed by EVs keep increasing day by day and the same could not be met by existing
charging infrastructures. Though shared charging schemes exist, it is crucial to ensure the trustworthiness of
the participating entities. Several systems employing advanced computing techniques were proposed in the
past for effective EV charging. This review paper will provide an overview of various electric vehicle charging
schemes, their characteristics, limitations and management. Further, this review will cover recent secure
computing and blockchain based approaches deployed in the arena of EV charging management.
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1. Introduction

Transportation is considered as one of the fastest
growing sectors in the world. It has played a major
role in the development of many nations over the past
few decades. Though vehicles aid transportation and
provide immense benefits to society, there exists a
severe problem of pollution associated with most of
the automobiles [2]. The world is united in the goal
of decarbonizing the transportation to tackle the
problem of pollution. There has been wide range of
efforts from governments, private organizations and
research establishments on reducing greenhouse
gases so as to preserve global climatic condition.
Electric vehicles have become a boon for the
mankind owing to its suitability in enabling
transportation with reduced environmental pollution
[8]. Reduced carbon emissions and lower fuel costs
make EVs becoming more popular day by day and
they are considered to be the most suitable choice of
the commuters of the modern world. While the
expectation for the adoption of electric vehicles is
very high, the key factor for realization of the same is
the availability of ample charging infrastructure.
Public may not wish to switch to electric vehicles as
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long as they feel that their driving comfort would get
affected because of the charging bottlenecks. In
reality, non-availability of public charging
infrastructure is a major hindrance to the deployment
of EVs in most of the places today [1]. Several
models of charging have been developed in the past
for dealing with the problem of lack of infrastructure.
Sharing of charging piles is one of the effective
solutions for dealing with the aforesaid problem. The
private charging piles are made available as shared
charging piles to meet the requirements of group of
electric vehicles. This enables better utilization of the
private charging piles and also provides better quality
of experience for the users of electric vehicles.
Nevertheless, the security and privacy issues are
more common in operations associated with any of
these cases [6]. The participating entities may lack
trust among themselves. Besides, there also exists a
possibility of security threat due to the malicious
users and compromised entities [16]. Figure 1 depicts
the modern computing technologies that aid
advancements in several fields. Emergence of
technologies such as distributed computing,
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cryptography, artificial intelligence, blockchain etc.
has paved way for alleviating the security and privacy
concerns associated with the process of electric
vehicle charge management. [1-10]

Extended
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Techniques

Cryptography

Figure 1 Modern Computing Techniques

1.1. Motivation
As per the forecast of International Energy Agency, a
stock of nearly one hundred and thirty million electric
vehicles is expected by the end of this decade [22].
However, the ideas on the means of rendering
charging services, the policies, the technological
framework and implementation schemes are still in
the stage of infancy. There has been a minimal
contribution in the literature pertaining to the
coverage of computing-based approaches deployed
for the improvisation of electric vehicle charging.
Therefore, this paper intends to review how
computing techniques are deployed for facilitating
operations of electric vehicle charging and
management. The holistic understanding could aid
design and development of novel models in this field
in the near future.
1.2. Paper Organization

This review paper is organized as given below.
Section 1 provides the introduction which includes
background of the study, motivation and purpose of
the review. This section will provide an overview of
electric vehicles, charging mechanisms and
associated characteristics. Also, the need for effective
computing methods for electric vehicle charging will
be discussed. The organization of paper and
contributions of the study will be provided. Section 2
discusses the common approaches for electric vehicle
charging. Section 3 elaborates various existing works
on computing based approaches for electric vehicle
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charge management. The diverse techniques
employed in existing literature for solving security
and trust related challenges in electric vehicle
charging will be highlighted. Section 4 provides a
comparison on the popular approaches and
architectures used for electric vehicle charging
management. Section 5 provides the challenges
associated with the implementation of the approaches
and Section 6, the conclusion, provides a summary of
the review paper in brief along with the inferences
obtained. Further, an outline of possible avenues for
further research is presented.

1.3. Contributions of the Review

The contribution of this review paper is to cover in
detail the vast subject of electric vehicle charging and
provide an indepth understanding of various
computing-based approaches deployed for electric
vehicle charge management. The review is novel in
its way as it collates the contributions of several
leading researches pertaining to the arena of electric
vehicle charging as a single article. This review is
unique as it focuses on various security and trust
based approaches along with corresponding
implementation methods, navigating through the
length and breadth of the computational models
deployed for management of electric vehicle
charging. This review covers different existing
methods for electric vehicle charging, the
computational architectures involved, the associated
methodologies, their shortcomings, comparison and
possible improvements. [11-20]

This paper intends to provide answer to the
following questions:

e What are the different mechanisms available
for charging the electric vehicles, and what
are their characteristics and limitations?

e What are the computing models that are
currently used for aiding development and
management of electric vehicle charging
infrastructure? What problems are addressed
by the schemes and what are the associated
benefits and limitations?

e How does the blockchain technology support
deployment of charging infrastructure, what
are the challenges involved and what are the
possible avenues for further exploration?
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2. Existing Methods of Electric Vehicle Charging
This section discusses in detail about the concept of
electric vehicle charging, recent advancements in
electric vehicle charging methods.
2.1 Types of Charging

Slow charging, slow to fast charging using AC and
DC Fast Charging are commonly adopted schemes.
Charging at home is the most common practice found
in many countries. Thanks to the provisions given by
the governments to install chargers at their home
many purchasers of electric vehicles seamlessly
prefer this option. Nonetheless this requires a vast
parking space. The various types of available
charging options are depicted in figure 2.

Public Charging Workplace
Types

Figure 2 Types of Charging

The charging needs of the user often demands
frequent charging events. It is however impractical
to reach home at all times. Hence there arises a need
for public charging. Places like hotels shopping,
malls, government offices and universities can
facilitate public charging by establishing suitable
infrastructure. Workplace charging is also found to
benefit most of charging needs.
2.2 Levels of Charging

Level 1 charging refers to 120 V 3.3 kW Single Phase
AC charging which is also called slow charging.
Level 2 charging refers to 240V 7.4 — 22 kW single
or three phase AC charging and 480-600V 50+ kW
DC charging is called as DC Fast charging. In order
to maximize the utilization of the infrastructure, it is
indeed critical to align the charging requirements of
the user with the charging facility.

L1

L2 Charging DCFC
Levels

Figure 3 Types of Charging
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The behavior and preference of the user also
contributes towards improved utilization of the
facility. The various levels of charging are depicted
in figure 3.

2.3 Charging Infrastructures and Concerns
The charging stations do not flourish in abundance
owing to the hardware expenditure, installation costs,
uncertainties in utilization, lack of standards, etc. The
operational costs such as maintenance purchase and
local tariff also needs to be considered. There is
concern of degradation of the batteries in case of fast
charging. The temperature and state of the charge
keeps varying rapidly in the battery due to the
charging and discharging process and there exists a
concern on lifetime and degradation of the batteries.
Despite the above, security and privacy concerns
needs to be addressed during the realization of the
charging models. [21-30]

2.4 Need for Advanced Charging Schemes

In the present scenario, level 2 charging at public
facilities play a major role in catering to the charging
needs of the electric vehicle users. The provision of
charging during the shopping time or during their
work hours enable users hassle free travels without
requirement of allocating a dedicated time and effort
for the purpose of charging. Shared charging is a
scheme in which the private charging piles are made
available to a group of electric vehicle users. This
enables better utilization and profit for the pile
owners whereas it provides better quality of
experience and availability to the electric vehicle
users. In case of the charging needs that a massive,
fast charging is found to be more apt. A typical
scenario of travel of hundreds of miles would be well
supported by the aforesaid mechanism as it would
alleviate the necessity of frequent charging. The
charging demand of the users keeps increasing at a
rapid rate and at the same the users also expect the
charging process to be quick. The quality of service
should be at its highest so as to enable more
commuters opt for electric vehicles. In order to
achieve the above, it is very essential to establish
sophisticated  charging  infrastructure.  The
technology needs to evolve further to attain a state
of charging of beyond 50 kW, by which even
massive charging needs can be catered in a time
quantum of few minutes. Nevertheless, the security
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and privacy concerns coexist with them and have to
be dealt with effectively.
3. Computing Based Approaches for EV
Charging Management
This section discusses in detail various computing
based approaches for electric vehicle charge
management. The diverse techniques employed for
solving security and trust related challenges in
electric vehicle shared charging are discussed below.
3.1 Block Chain based Approaches
Blockchain emerged as powerful technology for
providing effective electric vehicle charging
management. A Blockchain is a collection of data
blocks each possessing a header and body. The
details of transaction are held in the block and all the
blocks are linked together by means of pointer. The
transactions recorded are validated by all the
participating nodes. If the transaction is found to be
valid, then the same is added to the blockchain. The
transactions of the system are immutable as it is
impossible to revoke the same. Blockchain may be of
the type public or private or consortium. The features
of blockchain are presented in Figure 4.

Consensus Programmable
based

Decentralized Blockchain Immutable
Characteristics

Distributed
Ledger

Figure 4 Characteristics of Block Chain

‘ Secure

Investigations are carried out regarding the methods
for storing the EV charging and the payment related
data on blockchains. The deployment of smart
contracts, the feasibility and scalability of the
solution and the factors of trust and interoperability
were studied in Kirpes et al [18] et al. However,
transactions pertaining to vehicle to vehicle charging
were not taken into investigation and deployment of
electric vehicles as dynamic storehouse of energy
was not experimented. Interaction between untrusted
agents in EV charging ecosystem is secured by means
of a novel blockchain based approach proposed by
Christian Gorenflo et al. [19]. A chain code on the
blockchain handles all transactions and the smart
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contract facilitates verification of the bill of
payments. The mechanism facilitates direct
interaction between the property owner and the
customers. The work can be further extended by
delegating the task of managing the nodes by
property owners so that the charging service
providers can focus on better maintenance. Thus the
problem of lack of trust can be eradicated. Further,
wallets for the participating entities could be
maintained on the chain, wherein the vehicles could
better decide on the location of charging, identify the
one in the proximity and initiate secure payment.
Payments for bills of various smart vehicles are also
secured by means of using blockchains. Sensitive
information sharing is facilitated by the system
deploying a novel blockchain based strategy
proposed by Jamil et al. [20] whilst the privacy
preservation is completely effected in the system.
Yet, variety of consensus approaches can be
implemented in the system with the objective of
improving  throughput and response  time.
Blockchain based pile sharing system has been
designed and implemented by Jian Wang [32]. A
decentralized scheme  offering transparency,
reliability of transactions among multiple entities
such as charging station, maintenance and
supervising agents was proposed. Trust among pile
owners, operators and vehicle users are achieved by
means of blockchain aided systems. Yunhua et al.
[33] proposed a novel architecture for secure shared
charging in which reputation based incentive is used
for providing better quality of experience and
multiparty contracts are used for secure storage and
computations. The investigation may be extrapolated
further in the dimensions like consensus algorithm,
fair pricing, better authentication and efficiency.
Models for secure sharing of abundant electricity to
the charging stations are also facilitated by means of
blockchain based schemes. Khan et al. [5] have
proposed a model deploying hyperledger fabric for
facilitating automated payment mechanisms for
electric vehicle charging. The model is superior in its
functionality by providing higher level of security
and transparency, improved throughput and reduced
latency of transactions. The work could further be
enhanced by deploying crypto currencies for
charging payment process and machine learning
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approaches for better evaluation and prediction.
Distribution of charging load among stations is
managed in a fair manner by means of blockchain
based mechanisms. Jin et al [16] have proposed a
novel trading mechanism that considers multiple
factors of concerns to determine the charging
demands. Smart contracts based on ethereum
platform ensure right allocation ensuring fairness
while preserving transparency and security. Further
optimization is performed to achieve better
performance. However, the work has not modeled
process of coordination optimization and interaction
amongst different energy sources. Energy exchange
market is revamped by deploying blockchain at
different levels. Liu et al [17] have developed a
distributed system for energy exchange by deploying
advanced blockchain architecture. This facilitates
secure energy exchange among peers in real-time
without the intervention of competent central
authority. The work can further consider exhaustive
set of factors of the system to devise a more accurate
utility function. Variety of optimization approaches
can be explored. Methods for sharing charging
credits are also realized by means of blockchain
based approach. Firoozjaei et al. [15] have proposed
a model called EV Chain that ensures trust and
distributed operations along with  privacy
preservation during the process of charge credit
sharing. Their model maintains data at two levels and
makes uses of additional header in block to handle
credit sharing. Several entities are involved in the
process of electric vehicle charging makes it
ultimately complex, which leads to possibility of
active and passive attacks on the data being
exchanged. This may end up in compromise of
information confidentiality and integrity. Antoun et
al. [31] have presented in detail various security
concerns associated with the deployment of charging
infrastructures. The blockchain based reputation
schemes suffer from inefficient storage, sluggish
query and retrieval concerns. Multichain based
models emerged as solution for the aforesaid
problem. However, the information obtained from
this set up, involving different data stored over
different blockchains faces the problem of
unreliability. He et al [1] proposed a cross chain
based model which employs merkel proof to validate
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the authenticity of information. While computing the
reputation, the model employs multiple counting
bloom filters to aid filtration of non-real time
information. Further, the reliability of the information
is ensured by deploying hash mutexes during the
write operations across chains. The work can be
further investigated in terms of reducing the resource
consumption. One of the possible means of achieving
the same is to enable only the transfer of results
across blockchains so as to minimize the utility of the
resources. A Novel ethereum based charging
management framework was proposed by Zhengtang
et al. [3]. In their work, a custom solidity smart
contract is used for governing the charging process.
The model ensures accountability of the transactions
taking place in a network of untrusted peers.
Mechanisms for achieving high speed and reduced
cost operations were proposed and verified over a real
time scenario of private charging facility. The mobile
and web applications enable simplified operations
with highest level of ease to use. The work can be
further enhanced by focusing on minimization of
transaction costs, light weight consensus schemes.
Investigations may be carried out so as to evaluate
scalability, the robustness of the system in variety of
threat conditions. Secure models for energy trading is
well facilitated by means of blockchains. Atif et al [9]
proposed a novel model with smart contracts for
transaction among peers. The initial phse involves
registration and after successful completion of the
same, the authentication process will take place. This
enable only legitimate entities to take part in
transacting thereby ensuring security. The solution
also overcomes the problem of single point of failure
and tampering. The work can be further investigated
by deploying machine learning concepts for the
prediction of charging and discharging and artificial
intelligence techniques for improvising the process of
penalty on malicious participants. Selection of
electric vehicle charging station has been found to be
effective when blockchain based approaches are
employed. Danish et al. [13] proposed a model that
employs blockchain based protocol for selecting the
charging station. The model offers high level of
security and privacy by means of smart contracts and
trusted reservation. The scheme enforces penalties
for misbehaviors of participating entities and thereby
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ensures trust and availability. The process for
achieving full privacy preservation can further be
investigated in conjunction with the other capabilities
of the model. Powerful blockchain based approaches
aid the navigation of charging piles in realtime. Guo
etal. [22] have designed blockchain based framework
that employs incentive-based reputation mechanism.
The honest behavior and historical behavior of the
electric vehicles are taken in consideration in the
process of calculating reputation. Their approach
facilitates reliable and timely information exchange
on road conditions amongst users. Explorations on
complete mitigation of all types of attacks,
synchronization of transaction across chains and
other interoperation aspects can be carried out
further.  Deployment of blockchain along with
existing data stores for dealing with data mutation
and tampering have been investigated in the past.
Javed et al. [24] have proposed blockchain aided
scheme for P2P vehicle charging. The scheme
ensures reliable and timely exchange of messages and
uses for four components for computing total
charging cost. Location based privacy preservation is
also implemented in the model.

3.2 Cryptography Aided Block Chain Based

Approaches

The data exchanged over untrusted environment of
internet of electric vehicles is often prone to the
attacks. The data can be tapped by the attackers to
find the behavior of the legitimate user. Mere
anonymity of the communication will not suffice to
deal with the tracking intentions of the adversary.
Almuhaideb et al. [28] have proposed a novel ECQV
based approach for authentication. Their model
provides better security and privacy by means of
implicit certificates. Compliance of the novel
approach with other algorithms can be studied in
details and the mechanism for advanced
authentication pertaining to excess energy selling
entities can be investigated further. ECC based
approaches facilitates additional reliability and
integrity to the charging based transactions. Chen and
Zhang [23] proposed a novel electricity trading
scheme using ECC based digital signature in
conjunction with blockchain for higher level of
security. Further a byzantine algorithm for fault
tolerance is applied to ensure consistency of data as
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well as to enhance the throughput. Yet mechanism for
strict punitive action against malicious entities for
complete stability of the system is not dealt with in
this work Energy trading between charging station to
vehicle and vehicle to vehicle is also aided by means
of novel blockchain based mechanisms. Baza et al.
[21] proposed a model for secure and privacy
preserving trading amongst the aforesaid cases. An
efficient blockchain based payment method is also
encompassed in their scheme. Further the operations
are secured against Sybil and denial of service
attacks. Security of energy trading has been improved
by means of employing blockchain models. Wang et
al. [6] have proposed permissioned blockchain
architecture for enhancing security in the process of
energy trading. A novel architecture for private
charging pile sharing network is proposed and a
protocol for private charging pile sharing is
developed based on the reputation and BLS signature.
The model is found to improve the quality of
experience and also found to be effective against
wide range of security attacks. The aspect of
discharging may be considered to enhance the
investigation. [31-35]
3.3 Optimization Aided Block Chain Based
Approaches

Two-layer model for the process of charge and
discharge trading was proposed by Li and Hu [30].
The objective of minimizing the load variance under
various constraints was solved by mixed integer
programming. Further a novel algorithm and
decentralized model for electricity trading was
proposed using consortium blockchain. Their model
implemented on hyperledger fabric reveals better
security and privacy. Further, various types of
incentives can be considered for creation of advanced
system model. Blockchain approach has emerged as
only viable means for effective charging
management. Amrit et al. [34] have proposed a
decentralized model for charging management of
electric vehicles by taking into account both the
system and user perspectives. An iterative consensus
algorithm is implemented to facilitate the above
objective. The scheme enables higher level of user
satisfaction in addition to meeting the charging needs
of the wvehicles. Consortium blockchains have
alleviated the problems of lack of coordination
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among energy companies. Zhengtang et al. [11] have
proposed a novel model for EV charging that
involves wide range of energy companies to provide
hassle free charging for users. Their custom smart
contract facilitates balancing the charging operation
thereby ensures fair profit gain across network of
companies. A mixed Integer programming model
was developed along with a robust search algorithm
for aiding the operations of the smart contract so as
to provide better performance. The notion of
preference and explicit tokens were not studied in the
model. The mechanism of cross chain and novel
incentive schemes may be explored for better
performance. Charging management process not only
involves coordination with suppliers and customers
but also requires a secure payment method. Erdin et
al. [12] proposed a bitcoin based approach for
facilitating payment involved in electric vehicle
charging. A payment network in parallel to main
ledger is built with appropriate signatures and
security permissions so as to reduce the transaction
charges of bitcoin. An optimization model is built for
the network of charging stations by considering
various constraints. The process of registration is not
completely focused in the model. Better insights can
be obtained by evaluating the heuristics in case of
massive network formation.
3.4 Other Hybrid Approaches

Fog computing is wused in conjunction with
blockchain in the scheme proposed by Li et al. [4]. A
novel consortium blockchain model is designed and
employed across fog nodes. The custom services are
provided locally by the fog nodes with reduced delay
and latency. Further, the authentication process along
with smart contract and blockchain setup enables
greater level of security and privacy during the
process of electric vehicle charging. Sun et al. [29]
have designed a novel model in which consortium
blockchain is deployed in conjunction with fog
computing to facilitate secure energy trading. In their
work the byzantine fault tolerance algorithm is
enhanced to provide a more efficient consensus
algorithm. Their scheme is less resource intensive
and ensures better privacy protection. However,
mechanisms for automatic processing of the
transactions can be implemented using smart contract
as an extension of the model. Lightning networks are
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used along with blockchain to enable fool proof
security in electric vehicle charge management
process. Huang et al. [7] proposed a security model
involving integration of lighting network, custom
smart contracts and blockchain. The model defines
distinct phases of authentication, scheduling and
charging in addition to the initial registration phases
for enhancing the security of the energy trading
between the charging piles and electric vehicles.
Several procedures for achieving trusted EV charging
coordination without a central arbiter have been
proposed in the past. Ping et al. [10] proposed a two
phase process for electric vehicle charging. The
initial phase deals with the process of evaluating the
total charging demands and ensures if the same is
met. The second phase deals with the process of fair
allocation among entities. The model also employs a
privacy protection algorithm thus providing a trusted
fully autonomous coordination. Blockchain based
solutions have also come up to deal with the problem
of obtaining optimal charging schedule whilst
achieving zonal energy balance in vehicular energy
networks. Wang et al. [14] have proposed a novel
blockchain model using advanced ledgers and
cryptocurrencies for realizing a secure incentive
mechanism. A reputation-based consensus protocol
is deployed and local trust and credibility are
exploited for the process. Optimizations can be
considered at multiple levels to obtain better
modeling of real time scenario.

4. Comparison of Approaches

This section provides a comparison of the popular
technologies and approaches used for electric vehicle
charging management. In majority of the works,
combination of computing approaches such as
blockchain, cryptography, and optimization was used
to carry out operations such as charging coordination
and energy trading. In certain works, novel consensus
algorithms and new smart contracts were designed so
as to facilitate effective charge management. New
protocols and platforms for electric vehicle charging
management were proposed in some of the works.
Their model provides better security and privacy by
means of implicit certificates. Compliance of the
novel Table 1 shows the combination of technologies
involved in each of the works proposed by the author
for achieving effective charging management.
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Table 1 Combination of Technologies

Author Techniques Involved
Blockchain Cryptography | Optimization | Others
10, 14 % % <
11,12 * X
18,19,20,32,3
x x x
3
5 x x
6 [ x
7,29 <
16,17 x E”
23 x %
30,34 <
15,31 % X
1,3,13,22.24
4 x x
21,28 ) 1] x N
5. Challenges

This section discusses the common challenges faced
in the real-world while implementing the approaches.
Blockchain  based electric vehicle charging
management solutions are still in the stage of
development and hence their protocols suffer from
several issues. The capacity of these solutions to
handle huge volume of data, scalability of the
solution, throughput concerns, possibility of privacy
leaks, transaction loads, massive resource
requirements, legal and regulatory concerns are
commonly observed challenges in real time
implementations. The major concern associated with
cryptography-based schemes is that, they are
computationally complex and highly resource
intensive.

Conclusion and Future Directions

Electric vehicles have come up as a transformative
technology that enables transportation with less
pollution. Electric vehicle charge management is one
of the most critical aspects that ensure success of this
technology. Several researches have been carried out
in the past on this subject. Computing techniques
such as cryptography and blockchain facilitates
effective management of electric vehicle charging,
that involves a highly untrusted environment. This
review covers in detail the various approaches for
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electric vehicle charging and the associated
characteristics. Further, this paper discusses in detail
various computing based techniques employed in the
process of electric vehicle charging management.
Finally, the review provides various challenges
encountered in the real-world implementation. One
of the directions for future work is to study the
potential of electric vehicle charging management
solutions in handling massive real time data.
Effective mechanisms for reducing the storage
requirements may be proposed based on the study.
Yet another direction of investigation is to review the
existing consensus and incentive mechanisms used
and formulate better and more efficient approaches.
Also studies can be carried out to identify the
potential bottlenecks associated with the adaptability
of electric vehicle charging management solution in
a particular region. Thus, a context-based assessment
might provide more valuable insights.

References

[1]. Y. He, C. Zhang, B. Wu, Y. Yang, K. Xiao
and H. Li, 2022,"A Cross-Chain Trusted
Reputation Scheme for a Shared Charging
Platform Based on Blockchain®, IEEE
Internet of Things Journal, vol. 9, no. 11, pp.
7989-8000.

[2]. Zhengtang Fu, Peiwu Dong, Siyao Li,
Yanbing Ju, Hanbo Liu, 2021, “ How
blockchain renovate the electric vehicle
charging services in the urban area? A case
study of Shanghai, China”, Journal of
Cleaner Production,315, 128172.

[3]. Dorokhova, Marina, Jérémie Vianin, Jean-
Marie Alder, Christophe Ballif, Nicolas
Wyrsch, and David Wannier, 2021. "A
Blockchain-Supported ~ Framework  for
Charging  Management of  Electric
Vehicles", Energies 14, no. 21: 7144,

[4]. H. Li, D. Han and M. Tang, 2021, "A
Privacy-Preserving Charging Scheme for
Electric Vehicles Using Blockchain and Fog
Computing,” in IEEE Systems Journal, vol.
15, no. 3, pp. 3189-3200.

[5]. Khan, Prince Waqgas, and Yung-Cheol
Byun. 2021. "Blockchain-Based Peer-to-
Peer Energy Trading and Charging Payment

125


https://irjaeh.com/

IRJAEH

System for Electric Vehicles", Sustainability
13, no. 14: 7962.

[6]. Y. Wang, Z. Su and K. Zhang, "A Secure
Private Charging Pile Sharing Scheme with
Electric Vehicles in Energy Blockchain,"

2019, 18th IEEE International Conference
On Trust, Security And Privacy In
Computing And Communications, pp. 648- [13].
654.
[7]. X.Huang, C. Xu, P. Wang and H. Liu, 2018,
"LNSC: A Security Model for Electric
Vehicle and Charging Pile Management
Based on Blockchain Ecosystem,” IEEE
Access, vol. 6, pp. 13565-13574.

[8]. A. Alshaeri and M. Younis, "A Blockchain- [14].
based Energy Trading Scheme for Dynamic
Charging of Electric Vehicles,"” 2021 IEEE
Global  Communications  Conference
(GLOBECOM), Madrid, Spain, 2021, pp.

01-06, doi: 10.1109/ GLOBECOMA46510.
2021.9685296.

[9]. A.lIgbal, A. S. Rajasekaran, G. S. Nikhil and [15].
M. Azees, "A Secure and Decentralized
Blockchain Based EV Energy Trading
Model Using Smart Contract in V2G
Network," in IEEE Access, vol. 9, pp.
75761-75777, 2021, doi:  10.1109/
ACCESS.2021.3081506.

[10].J. Ping, Z. Yan and S. Chen, "A Two-stage [16].
Autonomous EV Charging Coordination
Method Enabled by Blockchain," in Journal
of Modern Power Systems and Clean
Energy, vol. 9, no. 1, pp. 104-113, January
2021, doi: 10.35833/MPCE.2019.000139.

[11].Zhengtang Fu, Peiwu Dong, Yanbing Ju, [17].

“An intelligent electric vehicle
charging system for new energy companies
based on  consortium  blockchain”,
Journal of Cleaner Production, VVolume 261,
2020, 121219, ISSN  0959-6526,
https://doi.org/10.1016/j.jclepro.2020.1212
19.

[12].E. Erdin, M. Cebe, K. Akkaya, S. Solak, E.

Bulut and S. Uluagac, "Building a Private
Bitcoin-Based Payment Network Among
Electric Vehicles and Charging Stations,"
2018 IEEE International Conference on [18].

International Research Journal on Advanced Engineering Hub (IRJAEH)

International Research Journal on Advanced Engineering Hub (IRJAEH)

e ISSN: 2584-2137
Vol. 03 Issue: 02 February 2025
Page No: 118-128

https://irjaeh.com
https://doi.org/10.47392/IRJAEH.2025.0016

Internet of Things (iThings) and IEEE Green
Computing and Communications
(GreenCom) and IEEE Cyber, Physical and
Social Computing (CPSCom) and IEEE
Smart Data (SmartData), Halifax, NS,
Canada, 2018, pp. 1609-1615, doi:
10.1109/Cybermatics_2018.2018.00269.
S. M. Danish, K. Zhang, H. -A. Jacobsen, N.
Ashraf and H. K. Qureshi, "BlockEV:
Efficient and Secure Charging Station
Selection for Electric Vehicles," in IEEE
Transactions on Intelligent Transportation
Systems, vol. 22, no. 7, pp. 4194-4211, July
2021, doi: 10.1109/T1TS.2020.3044890.

Y. Wang, Z. Su and N. Zhang, "BSIS:
Blockchain-Based Secure Incentive Scheme
for Energy Delivery in Vehicular Energy
Network,” in IEEE Transactions on
Industrial Informatics, vol. 15, no. 6, pp.
3620-3631, June 2019, doi:
10.1109/T11.2019.2908497.

M. D. Firoozjaei, A. Ghorbani, H. Kim and
J. Song, "EVChain: A Blockchain-based
Credit Sharing in Electric Vehicles
Charging,” 2019 17th International
Conference on Privacy, Security and Trust
(PST), Fredericton, NB, Canada, 2019, pp.
1-5, doi: 10.1109/PST47121.2019.8949026.
Jin, Ruijiu, Xiangfeng Zhang, Zhijie Wang,
Wengang Sun, Xiaoxin Yang, and Zhong
Shi. 2019. "Blockchain-Enabled Charging
Right Trading Among EV Charging
Stations" Energies 12, no. 20: 3922.
https://doi.org/10.3390/en12203922

Liu, C., Chai, K.K,, Lau, E.T., Chen, Y.
(2018). Blockchain Based Energy Trading
Model for Electric Vehicle Charging
Schemes. In: Chong, P., Seet, BC., Chai, M.,
Rehman, S. (eds) Smart Grid and Innovative
Frontiers in Telecommunications.
SmartGIFT 2018. Lecture Notes of the
Institute for Computer Sciences, Social
Informatics and  Telecommunications
Engineering, vol 245. Springer, Cham.
https://doi.org/10.1007/978-3-319-94965
97

Kirpes, Benedikt and Christian Becker

126


https://irjaeh.com/

IRJAEH

“Processing Electric Vehicle Charging [25].
Transactions in a Blockchain-based
Information System.” Americas Conference
on Information Systems (2018).

[19].Christian ~ Gorenflo, Lukasz  Golab,
Srinivasan Keshav. “Mitigating Trust Issues
in Electric Vehicle Charging using a
Blockchain”, e-Energy '19 : Proceedings of [26].
the Tenth ACM International Conference on
Future Energy Systems, June 2019 Pages
160-164, https:// doi.org/  10.1145/

3307772.3328283
[20].Jamil, Faisal, Omar Cheikhrouhou, Harun
Jamil, Anis Koubaa, Abdelouahid Derhab, [27].

and Mohamed Amine Ferrag. 2021.
"PetroBlock: A Blockchain-Based Payment
Mechanism for Fueling Smart Vehicles"
Applied Sciences 11, no. 7: 3055.
https://doi.org/10.3390/app11073055

[21].M. Baza et al., "Privacy-Preserving
Blockchain-Based Energy Trading Schemes [28].
for Electric Vehicles," in IEEE Transactions
on Vehicular Technology, vol. 70, no. 9, pp.
9369-9384, Sept. 2021, doi:
10.1109/TVT.2021.3098188.

[22]. Guo, Wenlong, Zheng Chang, Yunfei Su,
Xijuan Guo, Timo Hamélainen, Jian Li, and
Yuan Li. 2022. "Reputation-Based [29].
Blockchain for Spatial Crowdsourcing in
Vehicular Networks" Applied Sciences 12,
no. 21: 11049. https:// doi.org/ 10.3390/
app122111049

[23]. X. Chen and X. Zhang, "Secure Electricity
Trading and Incentive Contract Model for

Electric Vehicle Based on Energy [30].
Blockchain,” in IEEE Access, vol. 7, pp.
178763-178778, 2019, doi:

10.1109/ACCESS.2019.2958122.

[24].Javed, Muhammad Umar, Nadeem Javaid,
Abdulaziz Aldegheishem, Nabil Alrajeh,
Muhammad  Tahir, and Muhammad
Ramzan. 2020. "Scheduling Charging of [31].
Electric Vehicles in a Secured Manner by
Emphasizing Cost Minimization Using
Blockchain ~ Technology and  IPFS"
Sustainability 12, no. 12: 5151.
https://doi.org/10.3390/su12125151

International Research Journal on Advanced Engineering Hub (IRJAEH)

International Research Journal on Advanced Engineering Hub (IRJAEH)

e ISSN: 2584-2137
Vol. 03 Issue: 02 February 2025
Page No: 118-128

https://irjaeh.com
https://doi.org/10.47392/IRJAEH.2025.0016

Kapassa E, Themistocleous M,
Christodoulou K, losif E. Blockchain
“Application in Internet of Vehicles:
Challenges, Contributions and Current
Limitations” Future Internet. 2021;
13(12):313. https://  doi.org/ 10.3390/
fi13120313.

S. Hemavathi, A. Shinisha, “A study on
trends and developments in electric vehicle
charging technologies”, Journal of Energy
Storage, Volume 52, Part C, 2022, 105013,
ISSN 2352-152X, https:// doi.org/ 10.1016/
j.est.2022.105013.

Sarah LaMonaca, Lisa Ryan, “The state of
play in electric vehicle charging services —
A review of infrastructure provision,
players, and policies”, Renewable and
Sustainable Energy Reviews, Volume 154,
2022, 111733, ISSN 1364-0321, https://
doi.org/10.1016/j.rser.2021.111733.
Almuhaideb, Abdullah M., and Sammar S.
Algothami. 2022. "Efficient Privacy-
Preserving and Secure Authentication for
Electric-Vehicle-to-Electric-Vehicle
Charging System Based on ECQV" Journal
of Sensor and Actuator Networks 11, no. 2:
28. https://doi.org/10.3390/jsan11020028
G. Sun, M. Dai, F. Zhang, H. Yu, X. Du and
M. Guizani, "Blockchain-Enhanced High-
Confidence Energy Sharing in Internet of
Electric Vehicles,” in IEEE Internet of
Things Journal, vol. 7, no. 9, pp. 7868-7882,
Sept. 2020, doi: 10.1109/ JIOT.2020.
2992994,

Y. Li and B. Hu, "An Iterative Two-Layer
Optimization Charging and Discharging
Trading Scheme for Electric Vehicle Using
Consortium  Blockchain,” in  IEEE
Transactions on Smart Grid, vol. 11, no. 3,
pp. 2627-2637, May 2020, doi:
10.1109/TSG.2019.2958971.

J. Antoun, M. E. Kabir, B. Moussa, R.
Atallah and C. Assi, "A Detailed Security
Assessment of the EV Charging
Ecosystem,"” in IEEE Network, vol. 34, no.
3, pp. 200-207, May/June 2020, doi:
10.1109/MNET.001.1900348.

127


https://irjaeh.com/

International Research Journal on Advanced Engineering Hub (IRJAEH)
e ISSN: 2584-2137

Vol. 03 Issue: 02 February 2025

Page No: 118-128

https://irjaeh.com
IRJAEH https://doi.org/10.47392/IRJAEH.2025.0016

[32].Jian Wang, A novel electric vehicle
charging chain design based on blockchain
technology, Energy Reports, Volume 8,
Supplement 4, 2022, Pages 785-793, ISSN
2352-4847, https:// doi.org/ 10.1016 /j.egyr.
2022.02.050.

[33]. Yunhua He, Cui Zhang, Bin Wu, Ziye Geng,
Ke Xiao, Hong Li, “A trusted architecture
for EV shared charging based on blockchain
technology”, High-Confidence Computing,
Volume 1, Issue 2, 2021,100001, ISSN
2667-2952,https:// doi.org/ 10.1016 /j.hcc.
2021.100001.

[34]. Amrit Paudel, Syed Asad Hussain, Rehan
Sadiq, Hamidreza Zareipour, Kasun
Hewage,“Decentralized cooperative
approach for electric vehicle charging”,
Journal of Cleaner Production, Volume 364,
2022, 132590, ISSN  0959-6526,
https://doi.org/10.1016/j.jclepro.2022.1325
90.

[35]. Appasani B, Mishra SK, Jha AV, Mishra
SK, Enescu FM, Sorlei IS, Birleanu FG,
Takorabet N, Thounthong P, Bizon N.
Blockchain-Enabled Smart Grid
Applications: Architecture, Challenges, and

Solutions. Sustainability. 2022;
14(14):8801. https:// doi.org/ 10.3390/
su14148801.

International Research Journal on Advanced Engineering Hub (IRJAEH) 128


https://irjaeh.com/

