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Abstract

Outlier detection, also called anomaly detection or novelty detection, is a cornerstone in data analysis and
machine learning, aiming to identify data instances that do not conform to expected behavior. Numerous
approaches have been widely used in numerical domains, their performance on categorical datasets remains
limited due to the complexity of distance computation and density estimation. This paper presents a
comparative review of outlier detection methods on multilevel data. First, the major families of outlier
detection methods —statistical-based, clustering-based, density-based, and ensemble-based are compared
based on their working principle, strength, and limitations. Second, Clustering-based methods of outlier
detection are examined. Third, several clustering-based algorithms such as K-Means, K-Modes, ROCK,
DBSCAN, LOF, Hierarchical, CLIQUE, STING, and GMM are compared. A detailed comparison of DBSCAN
with the well-established categorical clustering approaches ROCK and K-Modes is also presented to
determine their underlying clustering, applicability to categorical data and outlier detection mechanism. To
contextualize the comparison, several benchmark datasets for detection of outliers in categorical datasets are
presented along with their characteristics. The current study presents a comparative analysis of outlier
detection methods at multiple levels, and among these, the DBSCAN seems particularly suitable for identifying
outlier instances. Its density-based measure makes it better suited to handling noise and clusters of arbitrary
shape, and is independent of predefined clusters. Although DBSCAN is primarily designed for numerical data,
its density-based framework can be extended to categorical datasets by incorporating an appropriate
categorical similarity or dissimilarity measure. Developing such an adaptation provides a potential direction
for applying DBSCAN-based outlier detection to categorical data.

Keywords: Outlier Detection, Categorical data, clustering algorithms, density-based methods, DBSCAN.

1. Introduction

In Data mining, several analysis tasks are performed
to extract valuable and hidden patterns from raw data,
and Outlier detection is one of the most important
tasks, which aims to identify anomalous
observations, which 1is crucial in real-world
applications. Identifying unusual instances in a
dataset can lead to discovering patterns that do not
match the most common patterns of the data; this has
many critical applications and has been widely used
in the literature. Identifying irregular patterns is a
crucial task in domains such as healthcare, fraud
detection, cybersecurity, and network analysis. With
the advent of technology, as data is growing in
complexity and dimensionality, identifying outliers
or anomalous patterns across multiple structural and
analytical levels has become an increasingly daunting

and challenging task. [1] Proposed a definition of
outlier: “An observation which deviates so much
from other observations as to arouse suspicions that a
different mechanism generated it”. (Knorr et al., n.d.)
“An object ‘O’ in the dataset ‘T’ is a distance-based
outlier if at least a fraction p of the objects in the T
are farther than distance ‘D’ from ‘O’ [3] “An
anomaly is a pattern in the data that does not conform
to a well-defined notion of normal behavior”.[4]
“Outlier detection is the identification of data points
that do not fit the expected pattern or behavior of the
dataset”.  Mostly, the traditional methods are
designed for numerical data, but real-world data also
contain  predominantly  categorical  features.
Numerous methods have been proposed in the
literature, categorized into Statistical-based [5],
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clustering-based[6], density-based[7], distance-
based[8], and ensemble-based[3], [9]. Recently,
clustering has become a widely used unsupervised
approach for outlier detection. The underlying
assumption is that the normal data points form dense
regions and meaningful clusters, whereas the outliers
lie in the sparse area [6], [10]. The clustering
algorithms differ in how they interpret similarity,
density, proximity, and cluster boundaries.
Therefore, their suitability for outlier detection also
varies according to data type and structure. The
ROCK and K modes are well-established and widely
used approaches specifically developed for clustering
of categorical data. The k modes are developed by
extending the k-means paradigm by employing a
categorical similarity measure, cluster mode and a
frequency -based procedure for updating modes[11].
Robust Clustering Using Link (ROCK) uses the
concept of links between neighborhood objects to
determine the similarity and connectivity of
categorical observations[12]. Therefore, these
approaches provide important established approaches
for analyzing inherent structure of categorical
datasets. DBSCAN, a density-based clustering
algorithm, provides a different mechanism which
identifies clusters based on density and explicitly
handles observations which do not belong to a
sufficiently dense region as noise. This study
compares the outlier detection methods and major
clustering algorithms for outlier detection. The
methods are compared on basic principles, strengths
and limitations, and outlier detection strategy. A
detailed comparison of DBSCAN with K-Modes and
ROCK provides a broader understanding of
partitioning-based, link-based and density-based
approaches and their potential applicability to
categorical clustering and outlier detection.
Furthermore, the study incorporates the dataset used
for outlier detection and a theoretical justification for
using DBSCAN for the identification of outlier
instances in categorical data, thereby laying a
foundation for future research. This study presents a
conceptual study which 1) compares the major outlier
detection methods, ii) compares the clustering-based
outlier detection methods, 1iii) algorithm-level
comparison of the clustering-based methods, iv)
Comparative Analysis of DBSCAN, ROCK and K-
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Modes) and review of the benchmark dataset, and vi)
theoretically justifies DBSCAN as the most suitable
clustering-based method for outlier detection. As
shown in Figure 1 Conceptual Illustration of Outliers
in Clustering.
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Figure 1 Conceptual Illustration of Outliers in
Clustering

2. Literature Review

The significant impact of outliers across numerous
data-intensive applications has driven extensive
research and the development of outlier detection
methods within the statistical, data mining, and
machine learning communities. The outlier detection
methods are divided into numerous categories, such
as statistical-based[1], clustering-based[6], density-
based[13], [14], distance-based[2], [15], and
ensemble-based[16], [17], [18]. Generally,
clustering-based methods are divided into five
categories. Each class of clustering uses a different
mechanism to form clusters and identify outliers.
Partition-Based  Clustering:  These clustering
algorithms, including k-means, Medoids, and Modes,
divide data into a fixed number of clusters by
minimizing the intra-cluster similarity. Outlier
detection typically involves identifying data points
that are too far from cluster centroids, or that belong
to small clusters [1-10].

Density-Based: Density-based methods define
clusters as regions of high density separated by sparse
regions. The most influential algorithm in this
category is DBSCAN (Ester et al., 1996), which
introduced the concepts of core, border, and noise
points based on density reachability. Extensions such
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as OPTICS (Sander et al., 1998) and LOF (Breunig et
al., 2000) build upon density concepts by allowing
variable-density detection and local density
estimation.

Grid-Based: Grid-based methods, such as STING
(Wang et al., 1997), CLIQUE (Agrawal et al., 1998),
and WaveCluster, segment the feature space into
grids and compute density at the grid-cell level.
These methods scale exceptionally well for large
datasets and high-dimensional spaces. Outliers are
typically detected as points located in grid cells with
low density [11 — 20].

Model-Based: Model-based algorithms, such as
Gaussian Mixture Models (GMM) (McLachlan &
Peel, 2000), Expectation—Maximization (EM)
(Dempster et al., 1977), and One-Class SVM
(Scholkopf et al., 1999), assume that data follows a
probabilistic model or boundary. Outliers are points
with low likelihood, or that fall outside the learned
decision boundary [21-30].

Hierarchical-Based: Hierarchical clustering
algorithms—such as AGNES and DIANA (Johnson,
1967)—create nested clusters through iterative
merging or splitting. ROCK (Guha et al., 1999) is one
of the few hierarchical algorithms explicitly designed
for categorical data, using link similarity rather than
distance.

3. Methodology

This study incorporates a conceptual research design
to compare different outlier detection methods. In this
section, a methodology for conducting a comparative
analysis of outlier detection methods, explicitly
concentrated on the clustering-based method for a
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categorical dataset, and a theoretical justification for
using DBSCAN to identify outlier instances for
further research. As shown in Figure 2 Research
Procedure of the Study. Outlier detection is
extensively studied across statistics, data mining, and
machine learning. Outlier Detection methods are
divided into different categories. Each category is
based on a different principle of identifying outlier
instances. This section compares numerous outlier
detection methods across different levels. As shown
in Table 1 Comparison Based on Categories.

Step 1: Review of Cuthier Detection Mathods
(Statsictal-Based, Distance-Based, Denzity-Based, Clustering-based, Ensamble-Baszed

Step 2: Comparative review of Clustermg -based Outlier Dataction Mathods
(Partition, Grid Density-based Model-based, clustering-based)

Step 3: Alzerithm-Level Companison of Clustermz  Algerithms
(E-Means, K-Modes, STING,CLIQUE)

Step 4: Comparison fROCK, K-Modes and DESCAN
{Catezoncal and Density-basad Chustarmg)

Step 3: Review of Benchawrk Diatasets for Categorical Outlier Datection
(Mushroom, Adult, Income, Primary, Tumer, Breast Cancar)

Step 6: Conceptual Justification for DESCAN

Step 7: Rezearch Conclusion and Future Rezearch Diraction

Figure 2 Research Procedure of the Study

Table 1 Comparison Based on Categories

Method Type Core principle Strengths Limitations
ii‘inpllrz tzg?e Assumes underlying data
Statistical- Assume data follows a known Based onrla)l robabilit distribution and poorly
statistical distribution; points on a pre Y performs on complex or
Based[19], [20], ) . distribution .
with low probability are non-Gaussian data, even
[21] . ) Works well for low- ..
considered outliers. . ) : sensitive to skewed and
dimensional numeric .
Jata imbalanced data.
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Objects far from their nearest
neighbors are considered
outliers (based on a distance
threshold)

Distance-
based[2], [22]

Numeric datasets, low-
dimensional anomaly
detection

No distribution
assumption

Outliers lie in regions of

Detects an arbitrary—
shaped cluster

Identifies both local Sensitive to epsilon and

Minpts and struggles with

Density- o . and global outliers . "
Y significantly lower density than & . data of varying densities.

Based[7] o No need to specify the . .
their neighbors. Requires meaningful

number of clusters : .

. distance metrics.
Robust to noise
Data points appear as
. small clusters or far Requires the cluster
Clustering- . . .
. Normal data form clusters; from cluster centers. assumption and is sensitive
Based (Jainet

objects that do not belong to any
cluster or are in very small
clusters are outliers.

al., 2000; Jiang
& An, 2008; Pu
etal., n.d.)

Works well for mixed | to initial parameters like k

data types with and the similarity threshold.
appropriate similarity Not ideal for datasets with
measures overlapping clusters.

Combine multiple outlier-
detection models; anomalies are
points consistently flagged by
multiple detectors.

Ensemble-based
[16], [17], [18]

Computationally expensive
for large datasets and
difficult to interpret due to
the combination of multiple
models and complex
parameter tuning.

Combine multiple
models for robustness,
and works well with
heterogeneous data

types.

4. Clustering-based Outlier Detection

Clustering is an effective method of identifying
anomalous observations because outliers are the
observation which do not confirm to the dominant
structure of the dataset, whereas clustering identifies
group of observations which have similar
characteristics. [3] Clustering groups similar data
instances and relies on the assumption that normal
observations belong to dense clusters, whereas
outliers may not belong to any cluster or may vary
from small clusters. [25] Authors demonstrated the
effectiveness of clustering empirically and identified
outlier instances in categorical data. [26] Also state
the usefulness of clustering for identifying outlier

instances because it can identify inherent groups in
data, thereby helping to identify observations which
deviate from the normal data instances. The K modes
and ROCK are well-established clustering techniques
designed for categorical data [11], [12], [27], [28],
[29], [30], [31]. As shown in Table 2 Comparison
Based on Clustering. Table 3 Comparison of
Clustering-Based Algorithms, Table 4 Comparative
Analysis of DBSCAN, ROCK and K-Modes. Table 4
Comparative Analysis of DBSCAN, ROCK and K-
Mode. Table 5 Mostly Used Datasets for Outlier
Detection [31 —40].
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Table 2 Comparison Based on Clustering
Representa
Method Type Core idea D atf‘. Cluster Strength | Limitations tive
Suitability Shape .
algorithm
It requires
pag, | Predefning
scalable k; itis
It divides the data Numeric and eas Eo sensitive to
Partitioning- into a fixed number and inte r}e’: ¢ initialization
based g of clusters. Points catecorical the r\rz)vorlz ;itis K-Means,
clustering[24] far from the cluster ( \% ‘th Spherical we}:,ll for ineffective | K-Medoids,
;3 2]g > | centers or in small modificatio both for non- K-Modes
clusters are marked . convex
s n) numeric and
as outliers. . clusters; and
categorical S
datasets It1s not
' robust to
noise.
Detects a
cluster of | Performanc
arbitrary e is highly
shape and influenced
naturally by epsilon
Data instances lie Numeric identifies | and Minpts,
in the dense region and noise points. | and issues DBSCAN
Density-Based of the cluster; Catecorical | Arbitra It has the in high- OPTICS ’
clustering[13] | points in the sparse ( v%i th y ability to dimensional LOF ’
region are treated as similarity) identify datasets;
noise points. y both local DBSCAN
and global also
outliers, struggles
even with varying
without densities.
requiring k.
It reveals a High
multilevel | computation
. structure al cost and
s tgl(]:j‘:lulrlgs Oal,glel er and no need | sensitivity
Hierarchical - appear as singleton Numeric t\?vcs)lr)lfslva}; é{l’ C;zzzl;aﬁ:o Acolomerati
based clustering | nodes, late merging and Variable multinle ose VeggDiVisive
[33], [34], [35] | points, or a cluster | Categorical Wip __bose. ’
with a long linkage distance difficulties
distance metrics, and while
' provides an | selecting the
interpretable | dendrogram
dendrogram. | cut-level,
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and are not
suitable for
massive
datasets.
Itis
susceptible
to grid
The space is . resolution
divided into finite | Numerical Efﬁf;reg“; for | and
Grid-based gr‘1d cells; the and. . datasets and bpundgry
Clustering[24] depsﬂy of each cell | categorical Grid- supports distortion STING,
’ is evaluated to (after Shaped . effects, and CLIQUE
[36], [37], [38] . . . N multi-
identify a sparse | discretizatio . also
region, which n) resolutl.on struggles
indicates outliers. analysis. with
arbitrary-
shaped
clusters.
It assumes that data I;[O%ﬁ:ﬁ?;isc Itis
follows a statistical probe sensitive to
or mathematical Scoting gnd model
model; the data is effective assumptions
. ’ . Elliptical when p
Model-based instances having . and GMM, EM,
. o (Numeric or normal data | . .. . .
clustering[24], low probability or . e | . initialization | One-class
. . and Mixed) | probabili | is available,
[37], [38] lying outside the . : . It may not SVM
.. stic and it also .
learned decision be suitable
boundary are handles for large
fy are continuous &
treated as outlier R categorical
. distributions
instances. datasets.
Table 3 Comparison of Clustering-Based Algorithms
. - Outlier Detection
Method Type Working Principle Category procedure
Points far from the nearest
K-Means[39] Minimizes within-cluster variance Centroid- centroid or belonging to tiny
by updating centroids iteratively. based clusters are treated as
anomalies.
K-Medoids[9] Uses Medoids instead of centroids Medoids - tiglgzz);?il%grﬂ;s;ans;;%
to reduce the effect of outliers. based &
clusters.
Uses mode instead of mean,; Objects p .oor'Iy matching the
K-Modes[9] . Mode-based | mode or in tiny clusters are
frequency-based distance. flagged
CLARANS Randomized search-based Randomized | Same as k-Medoids—high
clustering for large datasets using K-Medoids distance from Medoids.

- |
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Medoids.
STING D1V1des. space into hlerarchlcgl grid Grid-based Low-density cells are treated
cells; computes cell statistics. as anomalous regions.
. . Points not belonging to any
CLIQUE Discovers dense subspace grids Grid-Based dense grid are considered
and clusters. .
outliers.
DBSCAN[40] Discovers dense regions using Density- Noise points not belongmg
parameters (eps, Minpts). based to any cluster are outliers.
Extendefl DBSCAN produces an Density- High reachability-distance
OPTICS ordering of points based on ! i
o Based points become outliers.
reachability.
Computes the relative local density Density- A high LOF score indicates
LOF[9], [41] . .
of a point vs neighbor. based a strong local anomaly.
Data modeled as a mixture of Points with low mixture
GMM Gaussians using the EM algorithm. Model-Based likelihood outliers.
. . Low probability under the
EM][9] Tteratively estlrr}qtes the parameters Model-Based learned model indicates
of probabilistic models. .
anomalies.
One-Class Learns the decision bpundary Points outside the learned
around normal data using kernel | Model-Based .
SVM[42] . boundary are outliers.
functions.
Isolation Random. sp.hts isolate points; fewer Model-based Points 1solatef1 quickly
Forest[43] splits imply an anomaly. anomalies.
. . o Points merging late or
Agglomerative Bqttom—up merging using linkage Hierarchical | forming singleton branches
[33], [44] (single/complete/average/Ward). .
are anomalies.
o Points separated early in the
DIVI?LG][%]’ Top-down splitting of clusters. Hierarchical divisive process are
considered anomalies.
Hybrid of density and hierarchy; Hierarchical | Noise points and low-density
HDBSCANJ[45] minimum cluster size controls and density- | areas automatically become
splitting. based outliers.

Table 4 Comparative Analysis of DBSCAN, ROCK and K-Mode

Criterion K-Modes ROCK DBSCAN
Primary purpose Categorical data Categorical data Density-based clustering and
ypurp clustering [11] clustering [12] noise identification [14]
Method type Partitioning-based Hierarchical/link-based Density-based

Specifically developed

Specifically developed Originally developed for spatial

Data Type . for categorical and
for categorical data [1] Boolean attributes [2] data [3]
Method Type Partitioning-based Hierarchical/link-based Density-based clustering

clustering clustering

- |
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Basic principle

Uses categorical
modes to represent
clusters[29], [31]

Uses links between
neighboring objects to
determine similarity [12],

Uses density connectivity to
form clusters [47], [48], [49]

Outlier detection
perspective

information through
dissimilarity to cluster
modes, but primarily a
clustering method

[46]
Cluster . Categorical mode . Ne1ghborh0‘0(‘1 Dense regions
representation links/connectivity
Requires Numt?er of cluster; is No predefined number of
number of Yes used in the clustering
clusters
clusters (K) procedure
Main . )
K 0 / clustering parameters ¢ and MinPts
parameters
Similarity . C e Link-based on share & (nelghborhood radius) and
mechanism Matching dissimilarity neiohbors MinPts or
& Distance/neighborhood density
. Densnty No No Yes
information
Explicit noise No expl‘lc1t noise No explicit DBSCAN- Yes; obgewatlons not be‘:longlng
identification category in the basic style noise category to sufﬁc%ently densp regions can
algorithm be classified as noise [14], [47]
Can provide Can provide information

through weak
connectivity, but
primarily a clustering
method

Naturally supports noise-based
outlier identification

Neighborhood
information

Based primarily on
object-to-mode
dissimilarity

Central to the link-
generation process

Central to density estimation

Arbitrary-
shaped clusters

Limited; clusters are
formed around
categorical modes

Hierarchical/link-based
structure

Yes; can identify clusters of
arbitrary shape [47], [49]

Sensitivity K and initialization Slmllarle threshold and € and MinPts
clustering parameters
Categorical Requires an appropriate
data Directly applicable . . distance/similarity measure
applicability [11], [29] Directly applicable[ 12] when adapted to categorical
data [14], [50]
. . . Depends on
Com[.)utatl(.)nal Generally efficient Link computation can be neighborhood/distance
consideration costly .
computation
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Purpose in this Esjtabhshed .
categorical clustering
study
approach

Established categorical
clustering approach

Density-based comparison
approach for outlier detection

Table 5 Mostly Used Datasets for Outlier

Detection
Dataset Type Outlier Type
Mushroom[51] | Categorical }?c;iilslgrfo\:lss
Adult Categorical Income
Census[52] & Anomalies
Breast Categorical Malignant and
Cancer[53] & Benign
Primary . Rare Tumour
Tumour[54] Categorical classes
Car Catecorical Rare preference
Evaluation[55] g patterns

5. DBSCAN and its role in Outlier Detection
DBSCAN (Density-Based Spatial Clustering of
Applications with Noise) is a popular unsupervised
machine learning algorithm that belongs to the
clustering class of techniques. Clustering aims to
separate data points into several groups, in such a
manner that the data points in the same group have
similar properties.[56], [57]. DBSCAN has the
ability to detect clusters of arbitrary shape while
simultaneously identifying outliers as data points
located in a sparse region [47], [48]. Although
DBSCAN was generally developed for numerical
data, its underlying density-based framework can
also be applied to categorical data by employing
suitable categorical similarity or dissimilarity
measures. Previous studies have demonstrated
adaptations of DBSCAN for categorical datasets
using measures appropriate to  categorical
attributes[50], [58], [59]. Our future work is focused
on using DBSCAN, as it has emerged as one of the
most powerful and versatile methods for identifying
outlier instances in categorical data by adapting
similarity and dissimilarity measures.
DBSCAN works on two parameters:

1. Epsilon (¢): it is the radius that defines a

point’s neighborhood.
2. MinPts: the minimum number of points
required to form a dense region.

As shown in Figure 3 DBSCAN, Table 6 DBSCAN
Parameter Impact Table.

0/_\ /./\ Border
4 \>( .
. //‘ ' / Point
o o |
Core Point
e ’ 9 |
\ 0\ \ / /
%

k |
\/ \/
® —————— Noise

Figure 3 DBSCAN

Table 6 DBSCAN Parameter Impact Table

Parameter | Meaning Impact | Use Case
¢ (Epsilon Radius of a Contrpls ‘
and . Density | Intrusion
neighborho nelghlziorho threshol | detection
od Radius) © d and fraud
Influenc | detection.
Minpts . es core Outlier
.. Min .
(Minimum Neighbors and detection
Points) border Noise
points filtering
Defines before
Similarity | Distance cluster | classificati
Metric metric boundari on.
es
DBSCAN Algorithm
1. Start

2. Select an arbitrary point p

3. Retrieve all points that are density reachable
from p w.r.t Eps and Minpts

4. Ifpisa core point, form a cluster

5. If p is a border point, no points are density
reachable from p, and DBSCAN visits the
next point
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6. Continues the process until each point of the
dataset has been processed

7. End
Density-based clustering, DBSCAN (Density-based
clustering Application with Noise), is considered a
highly effective method for identifying outliers, due
to its core mechanism aligning with the fundamental
definition of anomalies as data instances occurring in
sparse or low-density regions. [3], [14]. Unlike
centroid-based clustering that forces every point to be
in a cluster, DBSCAN explicitly allows the data
instances to remain unassigned, labeling them as
noise when they do not satisfy a density requirement.
DBSCAN naturally identifies noise points. In
DBSCAN, noise detection is not a by-product- it is a
core component. If a point does not fall in a denser
region, it is marked as an outlier without requiring
additional thresholds or statistical assumptions.
These characteristics make it conceptually robust,
flexible, and naturally aligned with the objective of
detecting categorical outliers.
Conclusion
Outlier detection is a crucial task in data mining and
machine learning due to its capability of identifying
the rare and unusual patterns in the data, which may
carry significant practical importance. Numerous
methods have been devised by researchers for
detecting outliers in numerical data; real-world
applications constitute categorical data also. This
paper presents a conceptual comparative analysis of
outlier detection methods at the multilevel, and a
primary clustering-based outlier detection method is
conducted. The benchmarked datasets were also
reviewed. The comparative study demonstrates that
clustering-based methods offer strong performance
for outlier detection. Their unsupervised nature,
adaptability to noise and high-dimensional data, and
the capacity to capture both local and global outliers
make them a recommended choice for a wide range
of real-world applications.  Furthermore, a
comparative analysis of K-Modes, ROCK and
DBSCAN highlights their distinct characteristics,
clustering mechanism and applicability to categorical
data. While ROCK and K-Modes are well established
for categorical data clustering, DBSCAN offers an
explicit noise identification mechanism based on
density. This comparison also provides a base for
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adaption of DBSCAN for to handle categorical data.
Furthermore, the study presented that DBSCAN
establishes the strongest theoretical foundation,
attributable to its density-based structure, its ability to
find clusters of arbitrary shape, its natural
identification of noise, and its independence from
predefined clusters. Future research focuses on using
DBSCAN, a density-based clustering method, to
identify outliers in categorical datasets.
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