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Abstract 

Conventional cryptographic mechanisms in satellite communication systems are facing great challenges due 

to the swift progress of quantum computing. Current methods like RSA are quantum vulnerable and there is a 

pressing need for quantum secure cybersecurity. In this study, the authors suggest a new cyber security 

framework for secure satellite data transmission with the help of the post-quantum cryptographic methods 

and intelligent cyber threat detection mechanisms. The proposed approach consists of the following three 

components: (1) quantum-resistant key generation and encryption using CRYSTALS-Kyber, (2) authentication 

of digital signatures using CRYSTALS-Dilithium, and (3) an Intrusion Detection System (IDS) based on a 

Deep Neural Network (DNN) designed for detecting cyberattacks in real time. An additional Quantum 

Resistance Score (QRS) model also is integrated to assess security robustness against quantum threats. 

Experimental results show that Kyber obtains efficient encryption and decryption times of 22 μs and 30 μs, 

respectively, while the size of the ciphertext is compact, at 1,088 bytes. The DNN model attained 98.7% 

accuracy, 98.2% precision, 97.9% recall, and 98.0% F1-score. The framework resulted in a 96% QRS, attack 

detection rates of more than 96.9% and throughput of 95 Mbps. The results show that the framework can 

securely, efficiently and quantum resistively protect next-generation satellite communication systems. 

Keywords: Post-Quantum Cryptography (PQC), Quantum-Safe Satellite Communication, CRYSTALS-Kyber, 

CRYSTALS-Dilithium, Deep Neural Network (DNN), Quantum Cybersecurity Framework. 

 

1. Introduction  

Satellite communication technologies have made 

great strides over the last few decades, bringing about 

a revolution in the digital world that includes global 

communications, Earth observation, navigation, 

remote sensing, defence use, environmental 

monitoring, and broadband communication services 

[1]. With the growing integration of satellite 

networks with other critical infrastructures, data 

security while transmitting and storing data has 

become a significant concern. Satellite systems 

constantly share large volumes of critical data on the 

dispersed networks, which makes them appealing 

targets for cyberattacks [2]. Classical cryptographic 

algorithms, like RSA, Diffie–Hellman, “Elliptic 

Curve Cryptography (ECC)”, have been used 

traditionally to secure satellite communications for 

confidentiality, integrity, authentication and non-

repudiation [3]. These cryptographic techniques have 

worked well against traditional computational 

attacks, but now with the advent of quantum 

computer, there is a paradigm shift which poses a 

security threat to the current satellite communication 

architectures [4]. Additionally, the quantum 

computer may be able to tackle difficult 

mathematical puzzles that are beyond the capabilities 

of a traditional computer. For instance, Shor's 

algorithm may break popular public-key 

cryptography schemes and solve discrete logarithm 

and integer factorization problems in polynomial 

time [5]. Therefore, the availability of full-scale 
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quantum computers could jeopardize existing 

satellite communication encryption techniques [6]. 

The "harvest now, decrypt later" strategy, which calls 

for attackers to intercept and store satellite 

communications now and decrypt them later when 

satellite have access to quantum computers, 

exacerbates the problem. For military, political, 

scientific, and commercial satellite systems that need 

to offer long-term security of sensitive data and 

confidentiality, the vulnerabilities are especially 

troublesome [7]. As shown in Figure 1 Quantum-

Secure Satellite Communication Framework. 

 

 
Figure 1 Quantum-Secure Satellite 

Communication Framework [8] 

 

Researchers and cybersecurity experts are working 

on new cryptographic algorithms to tackle these new 

challenges, known as “Post-Quantum Cryptography 

(PQC)”. Moreover, PQC does not require special 

hardware or infrastructure, unlike “Quantum Key 

Distribution (QKD)”, and thus is a realistic solution 

for satellite communication [10]. Lately, there have 

been significant advances in lattice-based 

cryptography, code-based cryptography, hash-based 

signatures, multivariate polynomial cryptography, 

and isogeny-based cryptographic schemes, which 

have shown promising features to provide a quantum-

resistant security. Additionally, there has been a 

recent push towards the standardization protocols that 

enable secure implementation of post-quantum 

algorithms for next generation communication 

systems [11]. The research investigates a future-proof 

cybersecurity system for satellite data protection that 

combines post-quantum cryptographic methods with 

state-of-the-art security algorithms [12]. The concept 

is to secure data transfer, strengthen authentication 

mechanisms, improve key management, adaptively 

identify threats, and defend against quantum-

powered cyberattacks [13]. It mitigates the 

weaknesses of traditional security methods and 

utilizes new technologies such as post-quantum 

methods to improve satellite data confidentiality, 

integrity, and availability in future communication 

networks [14]. The rest of this paper is organized as 

follows. In Section 2 the existing literature is 

reviewed on satellite cyber security and Post 

Quantum Cryptography. The proposed quantum safe 

cyber security framework and advanced algorithmic 

design is presented in Section 3. The methodology 

and implementation strategy used for the 

development of the system is described in section 4. 

The experimental results and performance evaluation 

are discussed in section 5. Lastly, Section 6 wraps up 

the paper and future research directions for quantum-

resilient satellite communication systems are 

summarized. 

• To develop a quantum-safe cybersecurity 

framework for protecting satellite data against 

classical and quantum cyber threats. 

• To integrate post-quantum cryptographic 

algorithms for secure authentication, 

encryption, and key exchange in satellite 

communication systems. 

• To design advanced security algorithms that 

optimize computational efficiency, 

communication performance, and resource 

utilization in satellite environments. 

• To evaluate the security, scalability, and 

effectiveness of the proposed framework 

through comprehensive performance and 

threat-resilience analysis. 

2. Literature Review 

There have been substantial advances in literature for 

quantum-safe cybersecurity architectures of satellite 

communication system and next-generation digital 

infrastructures. Kosari et al. (2026) [15] introduced a 

multi-layer security approach for CubeSat networks, 
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combining physical-layer protection, lightweight 

encryption, and the use of AI for threat detection and 

prevention to address spoofing and eavesdropping 

attacks. Dhingra et al. (2026) [16] proposed an 

adaptive cryptographic framework that integrates 

PQC, QKD, and AI to boost the agility and security 

of cryptographic key management. Ali et al. (2025) 

[17] presented an AI–Quantum cybersecurity 

architecture that increased the accuracy of threat 

detection by 96.1% and reduced the latency of 

detection by 47%. In Boullosa et al. (2025), 

reseracher have introduced the Q-SATLang 

framework for autonomous satellite operation, which 

achieved a response time of 40 ms and an operational 

availability of more than 99.98% [18]. In conclusion, 

the various studies demonstrate the potential of 

combining AI with quantum-resistant technologies to 

enhance the security of satellite communication 

systems in the face of new cyber threats. Reddy et al. 

[19] designed the QuantumShield-BC framework, 

which enables a throughput of more than 7000 

transactions per second and prevents any 

effectiveness of attack using Sybil attacks, and boosts 

quantum based attacks resistance. Chandrasekar et al. 

(2025) [20] proposed the Quantum-Resilient Hybrid 

Cryptographic Protocol that achieves an efficient 

security-communication trade-off in low-latency 

networks. The need for the shift from classical to 

NIST approved post quantum cryptographic 

algorithms has been highlighted by Ahmed et al. 

(2024) [21] and Rawal et al. (2024) [22]. Szymanski 

et al. (2024) [23] proved the effectiveness of FPGA 

based quantum-safe architectures in ultra-reliable 

communication and in reducing denial of service 

attacks. García-Cid et al. (2024) [24] tested post-

quantum migration solutions in Smart Grids, 5G 

networks and distributed ledgers while Kashiv et al. 

(2024) [25] demonstrated how AI-driven quantum-

resistant SD-WAN architectures boost routing 

efficiency, flexibility, and overall network security. 

More research also validated the use of quantum-safe 

technologies in cloud, enterprise and satellite 

environments. The need for post-quantum PKI 

systems for future cybersecurity readiness was 

emphasized by Hoang et al. (2023) [26]. Kumar et al. 

(2023) [27] presented the application of quantum 

satellites and UAV-based communication networks 

in secure data transmission. Vidaković et al. (2023) 

[28] compared the standardized post-quantum 

signature algorithms and found that Dilithium is 

appropriate for low-power applications, Falcon is 

able to verify the signature faster and SPHINCS+ is 

more secure. The future-proof data center security is 

illustrated by Jain et al. (2023) [29] on the importance 

of quantum key distribution. In fact, according to 

authors of the above papers [30, 31, 32], lattice-

based, code-based, McEliece and NTRU 

cryptographic schemes are very resistant to quantum 

attacks. In general, the papers examined show that 

PQC, QKD, and intelligent cybersecurity are set to 

become a viable basis for the creation of secure, 

scalable, and future-oriented satellite communication 

systems. While a number of existing studies have 

proved the security and effectiveness of post quantum 

cryptography, quantum key distribution, security 

mechanisms based on artificial intelligence, and 

security mechanisms based on the distributed ledger 

blockchain technology, these studies are dedicated to 

each new security functionality separately. The 

incorporation of CRYSTALS-Kyber, CRYSTALS-

Dilithium, Deep Neural Network-based intrusion 

detection system, and risk assessment of quantum 

attack in satellite communication environment has 

not been studied at any great length. Moreover, the 

need for an integrated quantum-safe cybersecurity 

framework is not adequately addressed as 

comprehensive testing of quantum resistance, 

communication efficiency, scalability, and real-time 

cyber-attack detection of next-generation satellite 

networks are yet to be done. 

3. Research Methodology 

The research method is to create a quantum-safe 

cybersecurity framework for satellite communication 

(SatCom) systems by combining the CRYSTALS-

Kyber key encapsulation, the CRYSTALS-Dilithium 

digital signatures, the Deep Neural Network (DNN)-

based intrusion detection, and quantum attack risk 

assessment. The framework provides a safe and 

secure way to transmit data, offers strong 

authentication methods, offers intelligent threat 

detection, and is designed to withstand new cyber 

threats resulting from quantum computing. The 

framework of proposed Work is shown in figure 2. 
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Figure 2 Framework of proposed Work 

 

3.1.System Model 

The proposed quantum-safe satellite communication 

system comprises a network of satellite nodes and a 

ground station that are linked by secure 

communication channels. Let the satellites network 

be denoted by: 

𝑆 = {𝑆1, 𝑆2, 𝑆3, … , 𝑆𝑛}   (1) 

where (Si) denotes the (ith) satellite node, (n) 

represents the total number of satellites, and (G) 

denotes the ground station. (D) are the data packets 

made by the satellite. Secure communication between 

a satellite and the ground station is established using 

a post-quantum cryptographic key as: 

𝐶 = 𝑆𝑖, 𝐺, 𝐾𝑃𝑄𝐶        (2) 

where (KPQC) represents the quantum-resistant 

encryption key generated using post-quantum 

cryptographic algorithms. This model provides for 

the confidentiality, integrity, authentication, and 

defence against classical and quantum computing-

related cyberattacks during the data transmission via 

the satellite. 

3.2.Post-Quantum Cryptographic Key 

Generation 

The suggested framework uses the CRYSTALS-

Kyber lattice-based key encapsulation mechanism to 

protect satellite communications against future 

quantum computing attacks. Firstly, a public random 

matrix is created: 

A ∈ 𝑍𝑞
𝑛×𝑛  (3) 

where (q) denotes the modulus and (n) represents the 

lattice dimension. A secret vector and an error vector 

are sampled from a predefined noise distribution (χ): 

s ← χ𝑛  (4) 

e ← χ𝑛  (5) 

The public key is then computed using the Learning 

with Errors (LWE) principle: 

𝑝𝑘 = 𝐴𝑠 + 𝑒 (6) 

While the private key is defined as: 

The key pair (pk,sk) provides a quantum-resistant 

cryptographic basis that guarantees a secure key 

exchange, authenticity, and resistance to classical and 

quantum cryptanalytic attacks in satellite 

communication networks. As shown in Figure 3 

CRYSTALS-Dilithium Signature Generation and 

Verification Process. 

 

 
Figure 3 CRYSTALS-Dilithium Signature 

Generation and Verification Process 

 

3.3.Quantum-Safe Encryption Model 

Once the post-quantum key pair is generated, satellite 

data are securely encrypted with the quantum-safe 

encryption mechanism. The public key (pk) 

generated by the CRYSTALS-Kyber algorithm is 

denoted by (pk), and the satellite message is denoted 

by (M). The encryption process converts plain text 

message to cipher text in the way that: 

𝐶𝑇 = 𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝑝𝑘,𝑀)  (8) 
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This is the encrypted ciphertext transmitted by the 

satellite communication channel, where (CT) is the 

encrypted ciphertext transmitted through the satellite 

communication channel. On receiver side the 

received message is retrieved with the private key 

(sk): 

 

𝑀 = 𝐷𝑒𝑐𝑟𝑦𝑝𝑡(𝑠𝑘, 𝐶𝑇)    (9) 

 

The encryption-decryption scheme guarantees 

confidentiality of information, safe transmission, and 

classical and quantum cryptanalytical resistance, and 

is used to secure valuable telemetry and payload data 

of the satellite [33]. 

3.4.Digital Signature Authentication 

The proposed framework uses the “CRYSTALS-

Dilithium” post-quantum digital signature scheme to 

ensure message integrity and source authentication. 

A digital signature is calculated for a satellite 

message (M) with the private key (sk) as: 

 

𝜎 = 𝑆𝑖𝑔𝑛(𝑠𝑘,𝑀)  (10) 

 

Where 𝜎 represents the generated signature. When 

the message is received by the ground station, it 

checks the authenticity of the message with the public 

key (pk):  

 

𝑉𝑒𝑟𝑖𝑓𝑦(𝑝𝑘,𝑀, 𝜎) = 1 (11) 

 

where (1) means a valid signature. This is the 

mechanism that does not allow for forgery, 

impersonation or unauthorized changes to the data 

sent by the satellite. 

3.5.Artificial Intelligence-Based Intrusion 

Detection Model 

In satellite communication networks, a “Deep Neural 

Network (DNN)” is embedded in the proposed 

framework to identify cyber threats. The input 

network traffic is described in a feature vector: 

 

𝑋 = 𝑥1, 𝑥2, 𝑥3, … , 𝑥𝑛    (12) 

 

where (xi) denotes individual security and 

communication features. The hidden layer output is 

computed as: 

𝐻 = 𝑓(𝑊𝑋 + 𝑏)    (13) 

where (W) is the weight matrix, (b) is the bias vector, 

and (f) represents the activation function. The ReLU 

activation is defined as: 

 

𝑓(𝑥) = 𝑚𝑎𝑥(0, 𝑥) (14) 

 

For attack classification, the Softmax function 

computes class probabilities: 

 

𝑃(𝑦 = 𝑖) =
𝑒𝑧𝑖

∑ 𝑒
𝑧𝑗𝑘

𝑗=1

 (15) 

 

The DNN distinguishes between network activities 

that are normal and network activities that are 

malicious, which allows real-time intrusion detection 

and thus better protection of satellite systems against 

cyber attacks. As shown in Figure 4 Deep Neural 

Network-Based Intrusion Detection Framework. 

 

 
Figure 4 Deep Neural Network-Based Intrusion 

Detection Framework 

 

3.6.Quantum Attack Risk Estimation Model 

The proposed framework is assessed on quantum-

computing based attacks with a Quantum Resistance 

Score (QRS). This is a measure of the overall security 

of a cryptographic system based on the strength of 

key generation, the security of digital signatures and 

the robustness of the authentication. QRS is 

calculated as: 

QRS=(KL+SL+AL)/3      (16) 

The following “abbreviations are used: “(KL)” “Key 

Security Level, (SL) Signature Security Level and 

(AL) Authentication Security Level”. The higher the 

QRS, the greater the resistance to quantum attacks 
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and more secure against cryptanalytic attacks. This 

model is a complete evaluation of the impact of the 

proposed post-quantum cybersecurity framework for 

secure satellite communications. 

Algorithm 1: Quantum-Safe Satellite Security 

Framework 

Input: Satellite Data D 

Output: Secure Quantum-Safe Communication 

Begin 

Initialize Satellite Network 

Acquire Satellite Data D 

Generate LWE-based Key Pair 

(PK,SK) 

Encrypt Data using PQC 

   CT ← Encrypt(D,PK) 

  Generate Digital Signature 

   σ ← Sign(SK,D) 

   Verify Signature 

   Extract Network Features 

    Apply Deep Learning IDS 

     If Attack Detected Then 

            Block Communication 

            Raise Alert 

      Else 

           Transmit Ciphertext 

       End If 

Store Transaction in Blockchain 

Ground Station Decrypts CT 

Recover Original Data 

Compute Security Metrics 

End 

3.7.Proposed Hybrid Quantum-Safe Security 

Model 

The proposed “Quantum-Safe Security Framework 

(QSSF)” consists of “Post-Quantum Cryptography 

(PQC)”, “Dilithium Signature Authentication 

(DSA)”, “Artificial Intelligence-Based Intrusion 

Detection Systems (IDS)”, and “Secure Satellite 

Communication (SATCOM)” modules, all aimed at 

offering an all-encompassing approach to securing 

satellite networks. This integrated architecture 

provides a multi-layered defense system that can 

protect sensitive satellite data from classical and 

quantum computing based cyberattacks. The 

approach employs quantum-resistant encryption, 

secure authentication mechanisms, intelligent threat 

detection, and protected communication paths, 

ensuring that data remains confidential, secure, and 

protected against attacks. Data integrity, trust and 

authenticity is also maintained, and the framework 

facilitates constant monitoring, boosting the overall 

safety, dependability, and robustness of future 

satellites communications systems. 

3.8.Evaluation Metrics 

• Encryption Time 

𝐸𝑇 = 𝑡𝑒 − 𝑡𝑠    (17) 

• Decryption Time 

𝐷𝑇 = 𝑡𝑑 − 𝑡𝑠    (18) 

• Throughput 

𝑇𝑃 =
𝑇𝑜𝑡𝑎𝑙 𝐷𝑎𝑡𝑎 𝑇𝑟𝑎𝑛𝑠𝑓𝑒𝑟𝑟𝑒𝑑

𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 𝑇𝑖𝑚𝑒
    (19) 

• Accuracy 

𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 =
𝑻𝑷+𝑻𝑵

𝑻𝑷+𝑻𝑵+𝑭𝑷+𝑭𝑵
  (20) 

• Precision 
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𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 =
𝑻𝑷

𝑻𝑷+𝑭𝑷
      (21) 

• Recall 

𝐑𝐞𝐜𝐚𝐥𝐥 =
𝑻𝑷

𝑻𝑷+𝑭𝑵
       (22) 

• F1-Score 

𝑭𝟏 = 𝟐 ×
𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏×𝑹𝒆𝒄𝒂𝒍𝒍

𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏+𝑹𝒆𝒄𝒂𝒍𝒍
    (23) 

4. Results and analysis 

The results demonstrate that the proposed quantum-

safe satellite communication framework achieves 

promising cryptographic efficiency and 

cybersecurity performance. Kyber exhibits relatively 

low encryption and key-generation times, making it a 

suitable candidate for quantum-resistant key 

establishment. The proposed DNN-based intrusion 

detection system achieves 98.7% accuracy, with an 

F1-score of 98.0%, and detects various cyberattacks 

with rates ranging from 96.9% to 98.5%. The 

framework also achieves a reported Quantum 

Resistance Score of 96% and a maximum throughput 

of 95 Mbps. Overall, these findings indicate the 

potential of integrating post-quantum cryptography 

and deep learning to enhance satellite communication 

security, efficiency, and reliability. Further validation 

using standardized cryptographic benchmarks and 

independent test datasets is required [34]. 

Conclusion 

This study was aimed at introducing a next generation 

quantum-safe cyber security framework to safeguard 

satellite communication systems against classical and 

quantum computer related cyber threats. The 

framework's components included CRYSTALS-

Kyber post-quantum key generation, CRYSTALS-

Dilithium digital signatures, Deep Neural Network 

(DNN)-based intrusion detection and quantum attack 

risk assessment, forming a multi-layer security 

architecture. The experiment results showed that 

Kyber provided an efficient encryption time of 22 μs 

and decryption time of 30 μs and a small ciphertext 

size of 1,088 bytes which are good for satellite 

environment as are resource constrained. The DNN 

intrusion detection model shows an accuracy of 

98.7%, precision of 98.2%, recall of 97.9%, and F1-

score of 98.0%, which indicates a high level of 

accuracy in detecting cyber attacks. Moreover, the 

framework achieved a Quantum Resistance Score 

(QRS) of 96% while key security, signature security 

and authentication levels achieved 97%, 96% and 

95% respectively. The attack detection rate was 

higher than 96.9% for all the threats that are evaluated 

and the throughput reaches 95 Mbps in high network 

load. These results validate the proposed framework 

for secure, scalable and future-proof quantum secure 

satellite communication networks. 
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