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Abstract 

This paper presents a Secure Digital Evidence Management System for Public Safety Applications that 

integrates IoT devices, cryptographic security, and cloud storage to ensure the confidentiality, integrity, and 

traceability of digital evidence. The system uses an ESP32 microcontroller connected to an ultrasonic sensor 

for real-time object detection. When an object is detected within a predefined range, the ESP32 sends a trigger 

signal to a laptop through serial communication. A Python-based application then captures video evidence 

using a webcam and the OpenCV library, enabling automated real-time evidence collection. The system 

includes a secure dashboard with role-based access control, allowing authorized users to upload, manage, 

and retrieve evidence efficiently. To protect sensitive data, a hybrid cryptographic framework is implemented, 

combining Advanced Encryption Standard (AES) for file encryption and RSA-based key encapsulation for 

secure key exchange. SHA-256 hashing is used to generate unique digital fingerprints for each evidence file, 

ensuring data integrity. A blockchain-inspired hash chaining mechanism links records sequentially, making 

any tampering or unauthorized modifications easily detectable. Encrypted evidence files are stored securely 

in Microsoft Azure Blob Storage, while metadata such as timestamps, file hashes, user information, and tamper 

status are maintained in a MySQL database. The system also performs automated cloud integrity checks and 

chain validation to identify missing or altered records. By combining IoT-based sensing, real-time video 

acquisition, cryptographic protection, cloud storage, and secure access control, the proposed system provides 

a reliable and tamper-resistant platform for digital evidence management, significantly improving the 

effectiveness and trustworthiness of digital forensic investigations in public safety environments. 

Keywords: Digital Evidence Management System, IoT-Based Surveillance, Digital Forensics, Hybrid 

Cryptography, AES-RSA Encryption, SHA-256, Blockchain-Inspired Hash Chaining, Cloud Security. 

 

 

1. Introduction  
The increasing use of Internet of Things (IoT) 
devices, surveillance systems, and cloud computing 
technologies has led to a significant growth in the 
volume of digital evidence generated in public safety 
and forensic investigations. Digital evidence, 
including videos, images, documents, and other 
unstructured data, plays a critical role in incident 
analysis, crime investigation, and legal proceedings. 
However, traditional evidence management systems 
are often vulnerable to unauthorized access, data 
tampering, loss of evidence, and inadequate integrity 
verification, which can compromise the reliability of 
forensic investigations. This paper proposes a Secure 
Digital Evidence Management System that integrates 
IoT-based object detection, real-time video 

acquisition, cryptographic security mechanisms, and 
cloud-based storage. The system utilizes an ESP32 
microcontroller and ultrasonic sensor for automated 
event detection and evidence collection. Captured 
evidence and user-uploaded digital files, including 
videos, images, and other unstructured data, are 
protected using AES encryption, RSA-based key 
exchange, SHA-256 hashing, and a blockchain-
inspired hash chaining mechanism for tamper 
detection.Furthermore, the system incorporates role-
based access control, secure cloud storage, and 
integrity verification mechanisms to support 
authorized evidence management and retrieval. The 
proposed framework provides an end-to-end solution 
for secure evidence acquisition, storage, monitoring, 
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and retrieval, thereby enhancing the reliability and 
trustworthiness of digital forensic investigations in 
public safety applications. 

1.1. PROBLEM STATEMENT 
Digital evidence collected in public safety and 
forensic investigations is vulnerable to unauthorized 
access, tampering, and loss [1-9]. Existing evidence 
management systems often lack secure storage, 
integrity verification, and effective access control, 
making it difficult to ensure the confidentiality, 
authenticity, and traceability of digital evidence 
throughout its lifecycle. 

1.2. OBJECTIVES 
The primary objective of this work is to develop a 
secure and reliable Digital Evidence Management 
System for public safety and forensic applications. 
The system aims to automate evidence collection 
through IoT-based object detection and real-time 
video capture while ensuring the confidentiality, 
integrity, and traceability of digital evidence. It 
utilizes AES and RSA cryptographic techniques for 
secure encryption and key management, SHA-256 
hashing for integrity verification, and blockchain-
inspired hash chaining for tamper detection.  

2. Methodology 

 

 
Figure 1 Flowchart 

The proposed Secure Digital Evidence Management 

System begins with object detection using an 

ultrasonic sensor interfaced with an ESP32 

microcontroller. The sensor continuously monitors 

the surrounding environment and measures the 

distance of nearby objects. When an object is 

detected within a predefined threshold range, the 

ESP32 identifies the event and initiates the evidence 

collection process automatically. This IoT-based 

sensing mechanism minimizes human intervention 

and enables real-time monitoring. Once an object is 

detected, the ESP32 sends a trigger signal to a 

computer through serial communication. Upon 

receiving the signal, a Python-based application 

activates a webcam and starts video recording using 

the OpenCV library. This process ensures automatic 

acquisition of digital evidence, capturing relevant 

events in real time without requiring manual 

operation. After the evidence is collected, the 

recorded video file undergoes cryptographic 

processing. A hybrid encryption approach is 

employed, where AES is used to encrypt the evidence 

file efficiently, while RSA is utilized for secure key 

exchange and key protection. Additionally, a SHA-

256 hash value is generated for every evidence file, 

creating a unique digital fingerprint that can later be 

used for integrity verification. To prevent 

unauthorized modification of evidence, a tamper 

detection mechanism based on blockchain-inspired 

hash chaining is implemented. Each evidence record 

contains the hash of the previous record, creating a 

secure chain of evidence entries. Any alteration, 

deletion, or insertion of records changes the chain 

structure and can be immediately detected during 

validation. The encrypted evidence is then uploaded 

to secure cloud storage using Microsoft Azure Blob 

Storage. Along with the evidence file, metadata such 

as timestamps, file hashes, user information, and 

integrity status are stored in a MySQL database. This 

architecture ensures secure, scalable, and reliable 

storage of videos, images, documents, and other 

unstructured digital evidence. During retrieval, 

authorized users access the system through a secure 

dashboard featuring role-based access control. The 

system verifies user credentials, validates file 

integrity using stored hash values, and performs 

decryption and retrieval of evidence. The dashboard 

also provides surveillance, monitoring, and 

visualization capabilities, enabling users to upload, 

manage, track, and analyze digital evidence 
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efficiently while maintaining complete traceability 

and security. 

3. Results and Discussion 

3.1. Results 

The proposed system successfully automated digital 

evidence collection, encryption, storage, and 

retrieval. Object detection accurately triggered video 

recording, while AES-RSA encryption, SHA-256 

hashing, and hash chaining ensured evidence security 

and integrity. The cloud-based storage and role-based 

dashboard enabled secure evidence management, 

demonstrating the system's effectiveness for public 

safety and forensic applications. 

3.2. Discussion  

The results demonstrate that the proposed system 

provides a secure and efficient approach for digital 

evidence management. The integration of IoT-based 

detection, automated video capture, encryption, 

hashing, and cloud storage ensures evidence 

confidentiality, integrity, and traceability. The 

implementation of role-based access control and 

tamper detection mechanisms further enhances 

security, making the system suitable for public safety 

and digital forensic applications shown in Figures 1-

11 

 

 
Figure 2 Role based access 

 

 
Figure 3 Secure evidence dashboard 

 
Figure 4 Uploading encrypted files 

 

 
Figure 5 Accessing webcam through secure 

credentials 

 

 
             Figure 6 Object detection 

 

 
        Figure 7 Evidence video capturing 

 

 
             Figure 8 Decrypting files 
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            Figure 9 Tempering check 

 

 
             Figure 10 Encrypted files 

 

 
Figure 11 Cryptographic hash for each  

file for integrity check 

 

 
     Figure 11 Tempering detection 

 

Conclusion  

The proposed Secure Digital Evidence Management 

System provides a reliable and secure framework for 

collecting, storing, and managing digital evidence. 

By integrating IoT-based object detection, automated  

video capture, hybrid cryptography, SHA-256 

hashing, and cloud storage, the system ensures 

evidence confidentiality, integrity, and traceability. 

The implementation of tamper detection and role-

based access control further enhances security, 

making the system suitable for public safety and 

digital forensic applications. The results demonstrate 

the effectiveness of the proposed approach in 

maintaining secure and trustworthy digital evidence 

throughout its lifecycle. 
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