International Research Journal on Advanced Engineering Hub (IRJAEH)
e ISSN: 2584-2137

Vol. 04 Issue: 05 May 2026

Page No: 3015-3019

https://irjaeh.com
https://doi.org/10.47392/IRJAEH.2026.0380

IRJAEH

Explainable Al-Based Detection of Misinformation Spread in Online Social

Networks

Gunasheela R, Muhammed Nisham V2, Aditi Menon 3, Adithyan V4, Muhammed Fahim °, Muhammed Musfar
M K58

Assistant Professor, Dept. of CSE, Yenepoya Deemed to be University. Bangalore, India
23458Undergraduate Student, Dept. of CSE, Yenepoya Deemed to be University. Bangalore, India

Emails: gunasheelar.blr@yenepoya.edu.in!, nisham13v@gmail.com?, aditi.menon07111@gmail.com?,
adithyan.v.adi2004@gmail.com?, fahiiimm05@gmail.com®, musfarmk007 @gmail.com®

Abstract

Social media is rapidly expanding and has completely transformed how people exchange and receive
information. Social media platforms like Facebook, Instagram, and Twitter allows us to connect with others
across the globe instantly and make the communication very easy and fast than ever before. Social Media
platform is very convenient to share the useful information as well as fake information is spreading swiftly. In
case the information is not true, people get influenced by the public opinion and act accordingly. and even
lead to serious social or political consequences. As a result, identifying this false information in huge amounts
of social media data has emerged as a significant research topic. Machine learning and artificial intelligence
have found widespread application in the automated identification of misinformation. Nevertheless, many
existing models function as "black-box" systems, thereby obscuring the processes underlying their decision-
making When automated systems don’t clearly show how they make decisions, people may start to question
how reliable they really are. To find this issue, this research suggests using Explainable Al (XAl) in
misinformation detection tools. By making the decision-making process more transparent and easier to
understand, XAl can help build trust and make these systems feel more dependable. This framework clarifies
the prediction generation process, utilizing machine learning and natural language processing methods, and
employing tools like SHAP and LIME. These indicate that Explainable Al enhances the performance and
transparency of misinformation detection. As a result, this methodology can bolster the dependability of
detection systems, thereby fostering a more thorough comprehension of false information dissemination for
researchers, social media platforms, and policymakers.

Keywords: Explainable artificial intelligence; Fake news detection; Machine learning; Misinformation
analysis; social media.

1. Introduction

In today's digital era, the internet is one of the most
important channels for communication. Millions of
people are sharing the information, accessing news,
and exchange ideas through social media platforms.
Due to Internet speed and accessibility, information
spreads across the globe. Meanwhile, the rapid flow
of information offers benefits, it can also create an
were, false information spreads rapidly. Features
such as reposts, shares, and automated
recommendation systems make it easier for
misleading content to reach a large audience. This
highlights the false information at the earliest.
Traditional techniques, such as manual fact-
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checking, are efficient but time-consuming, which
makes it challenging to implement it in the large
volume of content produced daily on social media
platforms (Castillo et al., 2011). In order to recognize
false information, researchers have investigated the
application of machine learning and natural language
processing techniques. Early research was classified
news based on the linguistic patterns using traditional
methods like Support Vector Machines and Naive
Bayes. Subsequent methods provided deep learning
models that could analyses textual context. Despite
the fact that these models increased detection
accuracy, many of the function are complex systems
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which is very hard to understand and taking decision.
Explainable Artificial Intelligence (XAI) has been
proposed as a solution to black box models being
unable to explain their predictions. XAl techniques
can be used to highlight the features used by the
model to generate a specific decision; SHAP and
LIME are two such techniques capable of identifying
the words or substrings that contributed to the
decision. Combining XAl with misinformation
classification systems can increase the Explainability
and trustworthiness of the system. This work aims to
investigate how the Explainability of the comparison
models may be increased by the utilization of XAl.
The resulting models are not only expected to
decrease the error of the classification, but also to
increase the confidence of the wuser in the
classification [1-5].

1.1. Misinformation in Online Social Networks:
False or misleading information that is spread
without fact-checking is known as misinformation.
This will be possible by the architecture and sharing
methods of social media platforms. Users frequently
repost unconfirmed content, which makes it possible
for false information to spread quickly.
Misinformation spreads faster than verified
information because it is typically more sensational
or stimulating, according to numerous studies. By
doing likes, comments, and shares, this kind of
material attracts greater attention and fosters user
participation. Because of this, false information can
spread far before being verified or rectified.
Researchers, policymakers, and social media
networks are becoming concerned about the
widespread distribution and impact of false
information. As a result, identify and stop the spread
of false information is now an important research
area.

1.2. Role of Explainable Artificial Intelligence
Explainable Artificial Intelligence (XAl) is built to
make machine learning models more transparent and
interpretable Usually, machine learning models are
very good at predictions that they make but they do
not tell anything about how they came to that
prediction Lack of interpretability in models can turn
off users to the power and the potential of automated
decision - making XAl techniques are designed to
identify the features that contribute to model
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predictions for example SHAP values attribute
importance values to features then those features can
be investigated to understand what caused the
decision LIME creates local surrogate models that
approximate the behavior of the large complicated
models for the individual prediction Using
Explainable Al techniques in the detection of
misinformation will give insight into why the
particular content has been classified as misleading.
It will provide the researchers with a resource to
validate model behavior and to verify that automated
detection systems are fair and reliable [6-10].
2. Methodology
Data collection, preprocessing, feature extraction,
model training, and Explainability analysis are all
part of the system's organized design. Initially, social
media platforms are used to gather the data. Posts,
comments, and news stories classified as accurate or
false information are included in this data. These
datasets were collected from open sources. To make
the collected data clean and prepared for analysis, it
must go through the processing stage. The first phase
involves removing stop words, converting all text to
lowercase, and discarding any unnecessary
punctuation. Tokenization is the following step, in
which the phrases are divided into smaller units
called tokens. The cleaned text is then transformed
into numerical form so that the machine learning
models can comprehend it. This process is known as
feature extraction. Feature extraction techniques,
such as TF-IDF, are utilized to assist. Sentiment
scores and user interaction metrics (likes, shares, and
comments) are also included. Lastly, machine
learning models like Random Forest, Logistic
Regression, and sophisticated transformer-based
models can be trained using the processed data. These
models are trained to determine if a piece of
information is accurate or deceptive, and they are
able to recognize trends. Explainability approaches
are then used to understand the model's decision-
making process [11-15].

2.1. Tables
Tables are mainly helpful to demonstrate the
experimental information in a structured manner.
For example, Table 1 represents a sample dataset
structure which is used for misinformation
classification.
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Table 1 Experimental Dataset Features Used for
Misinformation Detection

Feature Type | Description Example Value
Raw textual “Breaking:
Text Content data extra(_:ted Miracle cure
from social : .
. discovered!
media posts
word | e
Frequency P ds i 0.45
(TF-IDF) words in a
document
Detects the
Sentiment emotional Positive /
Score tone of the Negative
post
User Number of
likes, shares, 1200 shares
Engagement
or comments
Source Reliability
S score of the High / Low
Credibility
content source
Hashtag Presen(_:e of #BreakingNew
Usage trending s
g hashtags
Label Classification Real / Fake
of the content
2.2. Figures

Figure 1 represent the working of Proposed Systems.
Data Collection — Data Preprocessing — Feature
Extraction — Machine Learning Model —
Explainable Al Analysis — Prediction Output

CONTENT ANALYSIS WORKFLOW:

SOCIAL MEDIA DATA PROCESSING
A Six-Step Machine Learning Pipeline

01 G DATA =—— | MULTI-SOURCE GATHERING
f@w COLLECTION === | Rawdatastreams posts metadata, etc)

" 225 | NUMERICAL FEATURE GENERATION
Y/ | Word embeddings, N-grams,

¥ | semantic vector creation

i L

A FEATURE
03 ] EXTRACTION

MODEL DECISION INTERPRETATION
Feature importance, decision
attribution, transparency analysis

FINAL INSIGHT GENERATION
Sentiment classification, topic
distribution, anomaly detection results

Figure 1 Work Flow
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3. Results and Discussion
3.1. Results
The Experiment shows that the Machine Learning
Models can predict the patterns which can lead to
misinformation. When it comes to differentiating
between authentic and deceptive posts, models
trained on textual aspects do exceptionally well.
Model performance is assessed using evaluation
criteria like accuracy, precision, recall, and F1-score.
Contextual feature integration increases
classification accuracy, according to experimental
findings. Furthermore, the explainability methods
effectively draw attention to important characteristics
that contribute to predictions. During analysis, words
that are associated with dramatic statements, emotive
language, or inflated assertions frequently obtain
high priority scores.
3.2.Discussion

This research demonstrates that integrating
Explainable Artificial Intelligence (XAIl) with
misinformation detection systems can improve both
the accuracy of incorrect information identification
and the comprehension of the results. Many of the
current machine learning models are capable of
detecting the existence of false information, but they
frequently function in a way that makes it difficult for
users to comprehend how they arrive at their findings.
This problem is lessened when XAl is used because
the model provides precise explanations in addition
to its forecasts, making the system more transparent
and accurate. The best part of the research is that
specific components are crucial for spotting false
information. These include how content is created,
how people interact with it, and how quickly it
spreads throughout the network. Posts that use strong
emotional language, come from questionable
sources, or suddenly get shared very widely are often
more likely to be seen as false or misleading.
Explainability techniques help improve how well the
system works by making it clearer how different
factors influence its decisions. One of the most
important aspects of explainability is its real-world
usefulness. It is very easy to understand for
researchers when one algorithm is showing the
labeled data as false and this information helps people
to understand and take decisions based on that. This
IS very important to identify because if algorithm
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identify wrong labeling data , then it can create
problems, such as unfair censorship. As a result,
Explainable Al (XAl) is helping to know the gap
between advanced technology and human
understanding and thus it helps practically. Anyway,
there are some restrictions to think about. The
model’s execution is dependent on the standard of the
data used, and after misinformation samples keep
changing, it can be challenging to continue accuracy
over time. Additionally, attaching explainability
characteristics can become greater computational
complexity, which may affect real -time
performance. There is also a chance that some users
may misstate the explanations if they are not
presented clearly. Overall, this learning recommends
that XAl is a sspriceless approach for helping
misinformation detection systems. It not only helps in
recognising wrong information but also creates
confidence by making the operation easier to
understand. Future tasks can concentrate on
enhancing scalability, helping real- time analysis, and
including more different data sources to better
represent how misinformation increases in online
social networks shown in figure 2.

N CONTENT ANALYSIS WORKFLOW:
C SOCIAL MEDIA DATA PROCESSING

SOCIALMEDIA K
\= 01 (] DATASET ¢~ @in =

{& PRE-PROCESSING & &2
| [ (@) &
% i 3 FEATURE EXTRACTION?‘ il
F
I
b

Figure 2 Process of the dataset used for
misinformation detection.

Conclusion

This study examined how Al models detect
misinformation in social networks. XAl, or
Explainable Al, is an AI/ML integrated set of
processes and methods for providing a human-
understandable explanation of why information
spreading through social media networks is
misinformation.  The effectiveness of XAl in
misinformation detection is rooted in its ability to
clarify the reason behind an Al system's classification

International Research Journal on Advanced Engineering Hub (IRJAEH)

International Research Journal on Advanced Engineering Hub (IRJAEH)

e ISSN: 2584-2137
Vol. 04 Issue: 05 May 2026
Page No: 3015-3019

https://irjaeh.com
https://doi.org/10.47392/IRJAEH.2026.0380

of content as misinformation. As Al becomes more
advanced, humans are challenged to comprehend and
retrace how the algorithm came to a result. The whole
calculation process is turned into a black box that is
impossible to interpret. These black box models are
created directly from the data. And, not even the
engineers or data scientists who create the algorithm
can understand or explain what exactly is happening
inside them or how the Al algorithm arrived at a
specific result. XAl uses features like words, network
patterns, and user signals to identify fake news and
provide explanations to gain trust, accountability and
promote transparency for users, where the deep
neural network models solely drive the predictions of
the decision process. In essence, explainable Al
misinformation detection uses techniques such as
feature-importance methods like Shapley Additive
explanations (SHAP), Local Interpretable Model-
agnostic Explanations (LIME) models, or graph-
based explanations to reveal why content was
labelled fake. These help users to get an idea about
why the information is fake, rather than a simple
prediction. Misinformation propagates rapidly
through social media networks through a few well-
known mechanisms, like bots, coordinated accounts,
and the echo chamber effect. So, it's critical to create
XAl systems that are reliable and safe. Another
challenge in detecting misinformation spread is the
scalability and interpretability of large graph-based
models. These models are useful for studying how
misinformation spreads, with their ability to capture
connections and patterns in networks, they are very
hard to understand when they become large and
complex. Looking ahead, Future progress in
Explainable Al (XAI) for misinformation detection
depends on a few key areas. Firstly, XAl methods
should be developed alongside social science ideas
for finding how misinformation actually spreads
across time, networks, and misleading languages.
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