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Abstract

Marking attendance manually takes time and often leads to errors and proxy attendance. To overcome these
problems, many institutions started using biometric systems. Among all biometrics, face recognition is the
most user-friendly because it works without physical contact and can identify multiple people at the same time.
However, a normal face recognition system can be easily fooled using printed photos, mobile phone images,
or video playback. This project presents a smart attendance system that combines face recognition with anti-
spoofing technology to ensure that only real and live users are marked present. The system captures the face
using a camera, checks whether the face is real or fake using liveness detection, and then matches it with the
stored database. If both conditions are satisfied, attendance is recorded automatically and stored in the
system. The proposed system reduces manual work, prevents fake attendance, and provides real-time
attendance monitoring through a web interface. The performance of the model shows high accuracy in
identifying real users and detecting spoof attempts.
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1. Introduction

Attendance management is an essential activity in
educational institutions and organizations, but
traditional methods such as manual registers and ID-
card systems are time-consuming, error-prone, and
allow proxy attendance. With the rapid development
of computer vision and deep learning, face
recognition has emerged as a reliable and contactless
biometric solution for automating attendance
processes. It enables quick identification of
individuals and real-time data storage without human
intervention. However, conventional face recognition
systems are highly vulnerable to spoofing attacks
using printed photographs, mobile displays, or video
replays, which reduces their reliability in secure
environments. To address this limitation, this project
proposes a Face Recognition Attendance System
integrated with anti-spoofing technology that verifies
the liveness of the detected face before marking
attendance. By combining real-time face detection,
liveness verification, and facial feature matching, the
system ensures that attendance is recorded only for
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genuine users. This approach not only improves
accuracy and security but also minimizes manual
effort and provides a scalable and efficient smart
attendance solution.

1.1. Face Recognition in Attendance Systems
Face recognition works by extracting unique facial
features and comparing them with the stored dataset.
This method reduces manual work, saves time, and
provides accurate attendance records. It is also user-
friendly because a person only needs to stand in front
of the camera [1].

1.2. Importance of Anti-Spoofing
In a face recognition-based attendance system,
security is a major concern because the system can be
easily deceived using printed photographs, mobile
phone displays, or pre-recorded videos of an
authorized person, which leads to fake or proxy
attendance. Anti-spoofing technology plays a crucial
role in overcoming this problem by verifying whether
the detected face is from a real, live person or from a
fake source. It works by analyzing various liveness
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features such as eye blinking, facial expressions,
natural head movements, skin texture, light
reflection, and depth information, which are difficult
to replicate using a 2D image or video. By performing
this verification before the face recognition step, the
system ensures that attendance is marked only for
genuine users. This not only improves the overall
security and reliability of the attendance system but
also builds trust in automated monitoring solutions.
Integrating anti-spoofing with face recognition
therefore makes the system more robust, prevents
unauthorized access, and provides a practical solution
for real-time and secure attendance management in
educational institutions and workplaces [2].

2. Method

The proposed Face Recognition Attendance System
with Anti-Spoofing Technology is designed as a real-
time automated pipeline that integrates image
acquisition, face detection, liveness verification, face
recognition, and attendance management. In the first
stage, a high-resolution webcam continuously
captures live video, and the video stream is divided
into frames to enable fast processing. These frames
are preprocessed using image enhancement
techniques such as resizing, normalization, and noise
reduction to improve detection accuracy under
different lighting conditions. The system then applies
a deep learning—based face detection algorithm to
locate the facial region from the background and
extract only the required portion of the image. Once
the face is detected, the liveness detection module is
activated to prevent spoofing attacks. This module
analyzes dynamic and static features such as eye
blinking, lip movement, facial texture, light reflection
patterns, and depth variations between real and fake
faces. These features are passed through a trained
anti-spoofing model that classifies the input as either
a live face or a spoof attempt. If the face is identified
as fake, the system immediately rejects the input and
attendance is not marked, thereby improving security.
When the face is verified as live, the system proceeds
to the recognition phase, where facial embeddings are
generated using a trained deep learning model. These
embeddings represent the unique features of a
person’s face and are compared with the stored
embeddings in the database using a similarity
measurement algorithm. If a match is found above a
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predefined threshold value, the person is identified
successfully. After successful identification, the
attendance is automatically recorded along with the
person’s name, date, and timestamp, and duplicate
entries for the same session are avoided using a
validation mechanism. All attendance data is stored
in a structured database, which is connected to a web-
based interface developed for easy monitoring, report
generation, and administrative control [3-7]. The
system is designed to work in real time with minimal
delay, and it supports multiple users by continuously
scanning and processing faces from the video stream.
This complete methodology ensures high accuracy,
fast execution, improved security against spoofing
attacks, and reduced manual intervention, making it
suitable for deployment in educational institutions
and workplace environments Shown in Table 1.

Table 1 Dataset Used for Training

Category Count Percentage
Real Faces 1,200 60%
Spoof Faces 800 40%
Total 2,000 100%
2.1. Figures

The architecture of the Face Recognition Attendance
System with Anti-Spoofing Technology Shown in

Figure 1
Browser / Web Ul Result
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Preprocessing / Training
Data data_preparation.py
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Figure 1 Overall System Architecture

3. Results and Discussion

3.1. Results
The performance of the system is evaluated using
standard metrics Shown in Table 2 and 3.
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Table 2 Face Recognition Performance

Metric Value
Accuracy 97.2%
Precision 96.8%

Recall 97.0%
F1-score 96.9%

Table 3 Anti-Spoofing Performance

Metric Value
Accuracy 98.1%
Precision 97.5%

Recall 98.3%
F1-score 97.9%

3.2. Discussion
The experimental results demonstrate that integrating
anti-spoofing with the face recognition—based
attendance system significantly improves both
security and reliability compared to traditional and
basic biometric methods. The system was able to
accurately recognize authorized individuals in real
time while effectively rejecting spoof attempts made
using printed photographs, mobile displays, and
video replays. The high accuracy, precision, recall,
and F1-score obtained from the evaluation indicate
that the model performs consistently under normal
working conditions. The use of liveness detection
before the recognition stage ensures that attendance
is marked only for genuine users, thereby eliminating
proxy attendance and unauthorized access. In
addition, the automated database update and web-
based monitoring interface reduce manual effort and
provide a user-friendly way to manage attendance
records. However, the system performance is slightly
affected by challenging environmental conditions
such as poor lighting, low camera quality, and
extreme facial pose variations, which may reduce
detection efficiency. The accuracy of recognition also
depends on the size and quality of the training dataset,
and better performance can be achieved by increasing
the number of samples and using higher-resolution
images. Despite these limitations, the proposed
system provides a fast, contactless, and secure
attendance solution that is highly suitable for real-
time applications in educational institutions and
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workplaces, and it can be further enhanced in the
future by incorporating cloud storage, mobile
application support, and advanced deep learning
models for improved robustness Shown in Figure 2.

Decision logic
“PW - real vs spoof
Video OMM Presist
Frames interence

() (5)
Admin Ul / Dashboard
Response Response

ToUl To Ul

Figure 2 Attendance Workflow

Conclusion

The proposed Face Recognition Attendance System
with Anti-Spoofing Technology provides a smart,
secure, and fully automated solution for modern
attendance management. By combining real-time
face detection, liveness verification, and accurate
face recognition, the system successfully eliminates
proxy attendance and prevents spoofing attacks using
photos or videos. The automatic storage of attendance
with date and time in a centralized database reduces
manual work and makes monitoring easier through a
web-based interface. The experimental results show
that the system achieves high accuracy and performs
efficiently in real-time environments, making it
suitable for deployment in educational institutions,
offices, and other organizations. In addition to
improving reliability and saving time, the contactless
nature of the system makes it more user-friendly and
hygienic compared to traditional biometric methods.
Although the performance may vary under poor
lighting conditions or with low-quality images, these
limitations can be addressed in future work by using
larger datasets, advanced deep learning models, cloud
integration, and mobile application support. Overall,
the proposed system offers an effective, scalable, and
practical approach  for  secure attendance
management.
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