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Abstract

Over the years, the urban population has grown relentlessly. This growth brings new socio- economic and
environmental hazards. In recent evolution, to overcome the present and future challenges of urban crowding,
the world is heading toward the Internet of Things (IoT)-based intelligent solutions. These solutions endeavor
urban socio-economic devel-opment with the most significant opportunities to improve the quality and ease of
life. Inevitably, 10T data security, privacy, and trust threat issues and legislation are the main challenges that
may hamper the adoption and growth of intelligent solutions. However, adopting appropriate international
standards is mandatory to tackle the abovementioned barriers. International technical standards help
organizations and individuals produce sustainable and reliable technology, products, and services. The
existing literature discussed the international standards for 10T technologies and did not focus on security,
privacy, and trust standards. To fill this gap, we narrowed down and explored 1SO, IETF, ITU-T, and IEEE
international standards that help to create a legislative landscape and to build security, privacy, and trust

measures in smart city use cases.
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1. Introduction

In India, cities are growing relentlessly. Rural
populations are steadily shifting to cities for
employment opportunities and socioeconomic
growth. According to the World Population Review
report 2021, among 139.9 crores of the Indian
population, urban occupies more than 35% [1]. As
per the smart city report 2021 [2], 40% of the Indian
population will live in cities by 2030. Experts also
estimated that, by 2050, 50% of the In-dian
population would be urbanized. As per the United
Nations Department of Economic and Social Affairs
(DESA) report 2021, 86% of the developed countries'
population and 64% of the developing countries
people will be urbanized [3]. This rapid growth in the
urban population will lead to financial and
infrastructural com-plications, inadequate natural
resources, environmental hazards, poverty, and
health problems. Moreover, conventional
information and communication technology (ICT)
solutions are insufficient to meet day-to-day urban
challenges intellectually. Hence, making a city more
intelligent using loT-based technologies is the so-
lution. An loT-based smart city is paramount for
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building more responsive, affordable, equitable,
transparent, and resilient cities for the day- to-day life
of the citizens. A smart city is a framework that
affords quality and ease of life in urban areas.
Through innovative smart technologies, cities can
promote efficient government, adequate natural
resources, intelligent transportation, a clean and
sustainable environment, and healthy urban life. In
building heterogeneous 10T networks for smart
environments, M.Rothmuller et al [4] predicted that
the number of smart gadgets may increase from 35
billion in 2020 to 83 billion by 2024. These intelligent
de-vices may interact with each other and transfer the
collected data to cloud storage through the internet
for fur-ther exploration. Moreover, 10T devices may
gather massive amounts of sensitive information
from individu-als and organizations without their
consent. Some types of IoT devices, like smart
appliances, may record the location of individuals.
An attacker may extract sensitive details from the loT
data to host the cyber attacks. Shi-Cho et al. [5]
discussed that whenever people use the services
provided by the loT, sensors can collect personal
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information, which is sent to the cloud for further
exploration. Thereafter, an attacker can extract
sensitive information from a location. So the smart
device must be aware of tracking. The sensitive infor-
mation gathered and transmitted by the IoT devices
could be used by an attacker or a third party to host
cyber attacks. So any smart device must be free from
cyber attacks. Shachar et al. [6] reviewed and
analyzed the possible network layer security attacks
of 10T devices. The major cyber attacks identified are
spoofing, unau-thorized access, man-in-the- middle,
DoS (Denial of Service), and Sybil. Andrea et al. [7]
analysed some of the well-known physical layer
attacks, such as malicious code injection, sleep
deprivation, node tampering, and jamming. Brittany
et al. [8] presented security and vulnerability issues
in some of the smart home ven-dors, like Leeo Smart
Alert, Google Home Mini, Philips Hue Smart
Lighting, etc. Le costa et al. Le Costa et al. [9]
investigated the various encryption attacks that may
happen on smart devices, such as side-channel
attacks, MITM (man-in-the-middle), and
cryptanalysis. To overcome loT data security,
privacy, and trust threats and legislation issues,
international standards such as ISO (International
Standard Organisation), IETF (Internet Engineering
Task Force), IEEE (Institute of Electrical and
Electronics Engineers), ITU (International Tele-
communication Union), etc., have proposed various
guidelines. Many papers presented in the literature
discuss the traditional standards in smart cities, but
very few IETF, IEEE, ITU-T security and privacy
standards were discussed. This is the only paper that
provides a systematic review of international
standards that discusses the security, privacy, and
trust standards in critical smart city services like
smart hospitals, smart homes, smart grids, smart
parking, etc.

e Explored ISO, IETF, ITU-T, and IEEE
international standards that address the
security, privacy, and trust issues in critical
smart services.

e Discussed the international standards for
security and privacy guidelines for
LoRaWAN and NB-IOT communications
technologies, which are deployed in smart
cities.
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The rest of this paper is summarized as follows.
Section 2 discusses survey research on security,
priva-cy, and standardization related to smart city
services. Section 3 presents international standards
for security, privacy, and trust issues.

2. Related Work

This section describes the existing literature
contributions, focus, and Limitations. Chai K. Toh
[22], Abdul Rahaman et al. [25], and Tanweer et al.
[26] discussed the security threats in smart city
services like smart grids and smart hospitals, security
aspects in cloud services, and the security techniques
available to guard against various threats. However,
security, privacy, and trust standardization are not
discussed. Anton [29] began with a review of the
smart education definition that defines the
perspectives  adopted and  describes  the
supplementary features of the user. The author
presents a detailed note on security and privacy
threats in smart education platforms. Eskhita et al.
[33] compare Dubai and Barcelona city according to
the security and privacy of the user data collected by
various sensors in smart city services. The results
show that in Barcelona smart city services, the
privacy of the user data is preserved, and it is not
shared with any service providers. The author
recommends the same best practices to be followed
in Dubai smart city projects. Kashif et al. [31]
provided an overview of the definition of a smart grid
and discussed various threats associated with smart
grid services like on-off, bad-mouthing, and DoS.
The author experimented using ma-chine learning
algorithms to evaluate the trustworthiness to secure
the data in the smart grid service. Harper et al. [34]
discussed the data collected by various sensors in the
smart home might lead to privacy concerns. The
author also urged that authorities adopt necessary
regulations, standards, and policies to overcome the
privacy concern in a smart home. Muhammad et al.
[41] explained the layer-wise security attacks and
their preventive techniques in smart healthcare
services and also presented the privacy issues of
patient data. The author ex-plores the attacks in the
following layers: the network layer (DoS, DDoS,
Wormhole attack) and the applica-tion layer
(repudiation and non-repudiation attack, malicious
code injection). However, the author does not discuss
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the standardization in health care smart city services.
The authors of [24], [23], [35], and [36] describe
various international standards like ITU-T and IEEE
that covers traditional standards and security. The
major drawback of these studies is very few standards
were discussed. Chun et al. [12] aim to clarify the
need for IEEE international standards in smart city
services. The author points out that implementing the
standards in smart cities will lead to sustainable
development. Dapeng et al. [21] conceptualized
standardization in China's smart city projects,
industry best practices, and the indi-cators for the
smart city were discussed. The authors of [13], [14],
[16], [19], and [20] analyzed various secu-rity threats
in smart services like smart grids, smart hospitals,
smart homes, and a few international standards such
as IEEE 21451.001 (way of transmitting the data to
the server in a secure manner), IEC 62351 (security
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in smart grid service), ISO/IEEE 11073 (international
standard for healthcare patient data) and ISO/IEEE
802.15.4 (standard for the transmission of data in a
trusted manner). This paper investigates the security,
pri-vacy, and trust standards in various international
standards issued by 1SO, IETF, and ITU-T IEEE.

3. International Standards

The concept of smart cities is ambitious, standard,
and sophisticated. For deploying smart city technol-
ogies, the taxonomy of international standards
presented in Figure 1 can help to reduce investment
and opera-tional costs and benefits to implement
industry best practices [42]. National and
international officials should accept the standards in
smart city development. This paper presents four
technical standards that help to create a legislative
landscape and to build security, privacy, and trust
measures in smart city use cases. (Figure 1)

International standards
(2010-22)(119)

‘ IEEE (47) ‘ ‘ ISO (27)

- ISO 15118, 16787,
IEEE 11073, 1402, 1512, 22696:20, 37156:20, 62541-
1609.11, .2, 19.2, 1732.1, 2:16
1888.4, 1901a-19, 50.1,

“ IETF (22) ‘ ‘ ITU (23)

[ETF RFC 2808, 3552, | || ITU-T SGI7 X.1051,
3881, 4251, 4279, 5548, 1141, 1203, 1601

| 8673, 35755, 5826, 67, 6272,
6606, 55, 6973, 7250, 7435,

51.1, 2030, 2621.1, 2830,
42-21, 57-21, 2941-22, 3122,

30, 58, 66, 81, 802E

ISOMEC 22320:18, 24760,
27001:13, 14:20, 17, 18:19,

52, 8036, 8387, 8485, 8520,

76

| ITU-T SG20 Q6, Q4

‘ ITU-T J.1612

‘ ITU-T X.1311, 32, 1405

1 ITU-T Y4101, .4201,
4408/ 2075, 4456, 4805,

- 36-4:16, 40:15, 400, 557,
570:21, 799:16, 29100:11,
30145-1:221
| TEEE  P1451.5, 1547.3,
1847, 1012, 43, 2413.1, | 1S0/TR  21547:10,  8:10,
2621.1, 2733, 84, 2808, 34, 31221
68, 99.2, 2051, 52, 68.2, 86,
3117, 56, 3219, PC37.249 [ 1sors 1444115,

11633 - 1:19, 13606 - 4:09

‘ ISOMEC JTC1/8C 15,27 ‘

‘ ISO/MEC JTC1/8C 285,27 ‘

4900/L.1600, 01/L.101,

H ITU-T Y.Supp.27 to
Y.4400, .28 to Y.4550, 29
to Y.4250, 31 to Y.4550,
32 toY.4000

- ITU-TR

Figure 1 Taxonomy of International 10T standards

3.1.International Standard Organization
An 1SO (International Standard Organization) is a
service-providing organization whose intention is to
minimize the number of technical definitions. ISO
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standards are applied in many applications: quality
control,
Information Technology (IT) security, and safety.

environmental control, energy control,
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ISO/IEC 27001 [24] gives a detailed description of
storage security. Thereby, the integrity of data is
preserved. IEC 62351 1-8 [42] and ISO 6254 1-2:
2016 [61][62] discusses the security and privacy
considerations in smart grid service. ISO/IEC
27017:2015 [46][48], ISO/IEC 29100:2011 [53],
ISO/IEC 27018:2019 [56], ISO/TR 21332:2021 [67]
and ISO/IEC 27036 - 4 :2016 [70] defines the
security and privacy requirements for cloud service
providers to mitigate threats and privacy breach.
ISO/IEC 27570:2021 [51], ISO/IEC 27799:2016
[52], ISO/IEC 27557 [57], ISO 22696:2020 [63],
ISO/TS 13606 - 4: 2009 [64], ISO/TS 11633 - 1: 2019
[65], ISO/TS 14441 : 2013 [66], ISO/TR 21547:2010
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[68] delineate the integrity of patient data, security
and privacy requirements and threats associated with
the smart hospital service. ISO/IEC 30145-1:2021
[54] and 1SO 37156:2020 [55] exemplify the business
framework and secure data transfer in smart city
services. ISO/IEC JTC1/ SC25 [59] discusses the
security and privacy of the devices in smart home
service. ISO 15118 [58] and ISO 16787 [60] define
the var-ious assistants deployed in parking slots for
ease of parking and secure bi- directional
communication in e-vehicles. Table 1 demonstrates a
simple view of various ISO/IEC standards related to
security, privacy, and trust.

Table 1 ISO/IEC standards for Smart City Services Security, Privacy, and Trust

Standard Scope Reieéren
1SO IEC Covers the security aspects of improving the availability,
integrity, and confidentiality through cryptographic and other [17]1 [43]
JTC1/SC27 . .
security mechanisms.
Standard present identity management (ensure integrity,
ISO/IEC 24760 | confidentiality, and availability of data) for an individual and for [44]
an organization.
ISO/IEC It specifies the guidelines for the implementation of continuous [45]
27001:2013 improvement in information and security management.
ISO/IEC Standard applies to the implementation of storage security,
i preserves the integrity and security of data whenever it is [46]
27040:2 . o )
015 transferred in communication chapnels and deals with [47]
application security.
ISO/IEC Provides detailed guidelines for cloud service providers to [46]
27017:2015 implement security controls in cloud computing services. [48]
ISO/IEC 27400 This standard provides guidance on principles and information [46]
risks coupled with information security and mitigates the risks. [49]
zzlg%leoclg Guidelines for organizations that help mitigate threats. [50]
ISO/IEC Provide guidelines for privacy management, privacy breach
27570:2 management, transparency management, and privacy assurance [51]
021 in smart cities.
ISO/IEC Describe confidentiality and integrity of patient data is
27799:2 preserved, and it also ensures the minimum level of security in [52]
016 the health care domain.
ISO/IEC Delineate the privacy control for outsourced data and also [53]
29100:2011 mention the privacy terminology for all applications.
ISO/IEC Represent the business process framework for smart city [54]
30145-1 services that include health care, transportation, smart home,
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ISO Specify the efficient and secure infrastructure for data exchange, [55]
37156:2020 maintenance, and monitoring in smart city services.
|287%/1|8E(2: Provides detailed guidelines for cloud service providers to
: : . : ; ; [56]
019 implement privacy controls in the cloud computingenvironment.
ISO/IEC 27557 This standard guides any indi\:iigll(J:lI/organization against privacy [57]
1SO 15118 Define secure bi-di_rectiona_l communicati_on and smart charging [58]
in e-vehicle transportation.
ISO/IEC Addresses the safety, security, and privacy of the connected [59]
JTC1/SC25 devices in smart home applications.
Describe the need for an assistant for vacant parking areas,
ISO 16787 recognizing obstacles, trajectory calculation, and vehicle map in [60]
ITS service.
ISO 62541 - Discuss the common threats in hardware and software [61]
2:2016 components in smart grids. [62]
ISO Delineate the threats, vulnerabilities, and security measures [63]
22696:2020 needed to be implemented in the health care industry.
ISO/TS 13606 Represent a technique for accessing health care data by using
- 4: various privileges, and it also mentions the security [64]
2009 requirements of data access.
ISO/T81,11633 Define data privacy and suggest risk assessment procedures for [65]
201'9 accessing health care data in a remote manner.
ISO/TS
1444 | Describe the security and privacy prerequisite in smart health [66]
1: care technology.
2013
ISO/TR This standard addresses the security and privacy requirements in
21332:2 choosing a centralized model (i.e.) cloud computing given by [67]
021 the service provider.
ISO/TR Characterize the fundamental standards required to securely [68]
21547:2010 protect health care records.
ISO/TR Provides an outline of processes andcomponents to consider in
21548:2 organizations wishing to satisfy prerequisites set by ISO/TR [69]
010 21547,
ISO/IE_C;NO?’G Define the rules supporting the usage of information security for [70]
) the utilization of cloud services.
:2016
ISO/IEC This standard gives direction on concepts and processes for the
97014-2 admlnlstrathn of data security, k_)y which an organization can 71]
020 assess, coordinate and communicate the d_ata security-related
process inside the organization.
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3.2.Internet Engineering Task Force
The mission of the Internet Engineering Task Force
(IETF) is to create quality, suitable engineering, and
technical documentation. IETF RFC 4279 [73], IETF
RFC 6655 [75], IETF RFC 7250 [76] and IETF RFC
7435 [93] deal with various encryption techniques are
deployed for the authentication mechanism. IETF
RFC 7452 [77] and IETF RFC 5673 [86] exemplify
the various attacks and mitigation measures in smart
devices and in-dustrial plants. Table IV shows IETF
security privacy and trust standards. IETF RFC 6272
[78] and IETF RFC 8036 [84] discuss the various
threats and define the security and privacy
considerations in smart grid service. IETF RFC 5826
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[81] and IETF RFC 3881 [83] delineate preventing
attacks in smart homes and security review of
healthcare data. IETF RFC 5548 [79], IETF RFC
8520 [80], IETF RFC 8576 [89], IETF RFC 3552
[90], IETF RFC 6973 [91] exemplify the various
security threats and to guard against the security
threats in smart city services like smart metering and
various smart gadgets. IETF RFC 4251 [85] discusses
the importance of data integrity, confidentiality,
encryption, and authentication in  various
applications. IETF RFC 8485 [92] defines the trust
evaluation between communication devices. Table 2
lists various IETF standards in critical smart services
that encompass security, privacy, and trust.

Table 2 IETF Security, Privacy, And Trust Standards for Smart City Services

Standard Scope Refer.
IETE REC The standard provides guidelines for the imp_Iementation of
2898 password-based cryptography contains encryption and message [72]
authentication schemes.
IETF RFC Suggests new cipher-suite techniques to be implemented in TLS [73]
4279 during authentication.
IETF RFC Defines the use of an X.509 certificate for authorization and is used [74]
5755 in several applications.
IETF RFC The standard describes the use of AES along with Cipher Block [75]
6655 chaining to be implemented for message authentication.
IETF RFC This suggests a new certificate for exchanging public keys during [76]
7250 authentication.
IETE REC Descripe the trust model to be used against physical a_lttacks gnd the
2452 necessity of hardware-based random number generation during the [77]
design process.
IETF RFC Delineate the necessary protocols for the smart grid, and it also [78]
6272 discussed the various threats that may occur in the smart grid.
IETE REC Exgmplify_the need for_ routir_lg protocpl rc_equire_ments that defgnd
5548 against various attacks in various qppl_lcatlons like smart metering, [79]
pollution monitoring, etc.
IETE REC Represent the secure deplo_yn_1ent of _IoT smart gadgets usi_ng
8520 Manufacturer Usage Description, which overcomes escalation [80]
attacks.
IETE REC This _standarc_i encompasses the necessi_tate of
5826 routingrequirements in smart homes and automation that would [81]
prevent attacks.
IETF RFC Defines the smart object security requirements like firmware [82]
8387 update.
IETF RFC Describe the format of information to be collected and the lastset [83]
3881 of properties that have to be captured for security reviewing in the
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healthcare domain.
This standard examines the routing protocol in metering and also
IETF RFC . . . . .
8036 discusses the security and privacy con3|d_erat|ons of thedeployment [84]
of smart grid metering.
IETE REC I?iscuss thg impo_rtanpe of a S_ecure_shell prc_)toco'l that include_s
4951 various functionalities like data integrity, confidentiality,encryption, [85]
and authentication.
IETE REC _Defines functiona_ll requirgments in routipg _protocol thqt s.hould _be
5673 implemented against outsider attlacI:s and insider attacks in industrial [86]
plants.
IETE REC Delineate the implementatic_)n of a Building M:?magen_]e_nt System
5867 (BMS) that reduce operation costs and security policies to be [87]
implemented.
Exemplify the design of LOWPAN, which is characterized by
IETF RFC limited memory, moderate processing power, and rechargeable [88]
6606 batteries, and also discuss multi-path routing in LOWPAN to guard
against various attacks.
IETF RFC Discussed challenges and guard against security threats in [89]
8576 intelligent devices.
Explain layer-wise security threats that might occur in
IETF RFC . . ? . - . . .
3552 intelligent devices and provides a guideline on implementingsecurity [90]
aspects.
IETF RFC Clarify various privacy threats that might occur in intelligent [91]
6973 devices and provides a guideline on implementing privacy aspects.
IETE REC _ This _standard de_fines vectors of trust (an e_ndez_ivor to gi\_/e:
8485 information for a client to make a c_hou_:e), whl_ch is to be utilized [92]
between the communication devices.
IETF RFC Define opportunistic encryption to be utilized in situations where [93]
7435 back for encryption isn't known in advance or not at allneeded.
3.3.International Telecommunication Union interoperability, adaptability, protection,

The International Telecommunication Union (ITU)
improves information and Communication Tech-
nologies (ICTS) access for the global community.
The purpose of the ITU is to coordinate
telecommunications businesses, such as managing
radio spectrum and satellite orbits around the world.
ITU-T X.1311 deals with the minimum security
requirements required in the implementation of any
smart city services. ITU-T Y.4805 [101], ITU-T
Y.4201 [102], ITU-T Y.4408/ 2075 [103], ITU-T
Y.4805 [105], ITU-T Y.4900/L.1600 [106], ITU-T
Y.4101  [108], ITU-TR  [114]  discusses
confidentiality,  integrity,  security,  privacy,
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resilience, intercommunication between devices and
environment sustainability of smart city services.
ITU-T SG 17 X.1205 [17], ITU-T X.1332 [99], and
ITU-T X.1405 [100] delineate the various security
threats that occur in smart city services like a smart
meter, digital ledger, and network layer. ITU-T SG
20 Q6 [95] exemplifies the need for trustworthiness
in IoT smart devices. ITU-T Y.4456 [104] rep-resents
parking guidance, access control, and method of
payment in parking service in smart transport service.
ITU-T Y.Supp.31 to Y.4550 [112], ITU-T Y.Sup32
to Y.4000 [113] defines the minimum security
require-ments in a smart home and proper
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recommendations for any smart city service. Table 3  services.
highlights the ITU-T standards for smart city

Table 3 ITU standards for Smart City Services Security, Privacy, and Trust

Standard Scope Ref.
ITU-T SG 17 | Provide an overview of the security framework for the sensor data [17][94]
X.1601 stored in the cloud.
ITU-T SG 20 Mitigate the threats associated with the smart device, help [171[99]
Q6 preserve the integrity, security, and privacy, and to improve the
trustworthiness of 10T devices.
ITU-T SG 20 Any sensor data which is transmitted via wireless [96]
Q4 communication technologies must be secure.
ITU-T Standard encompasses the security threats and the needed [97]
X.1311 security requirements in a sensor network.
ITU-T J.1612 | Define the architecture of a smart home gateway and alsodescribe [98]
the secure communication between end devices and gateway.
ITU-T Describe security requirements against security threats andattacks [99]
X.1332 in smart meter applications.
ITU-T Delineate on security requirements against threats and attacks in [100]
X.1405 digital ledger technology.
ITU-T Represent the high-level requirements such as inter-system [101]
Y.4201 communication, security, resilience, and interoperability in the [102]
smart city platform.
ITU-T Exemplify the capability framework to support the security [101]
Y.4408/2075 capabilities like Authentication, Authorization, Confidentiality, [103]
Integrity, and Access control.
ITU-T Provide parking guidance, parking lot reservation, automatic [101]
Y.4456 access control, and payment service in smart parking. [104]
ITU-T Describe the identifier service requirements to ensure security and [101]
Y.4805 interoperability in smart cities. [105]
ITU- Represent the overview of key performance indicators in smart 101
TY.4900/ cities like information security, privacy, quality of life, and [106]
L.1600 environment sustainability.
ITU- Delineate the key performance indicators related to the impacts of 107
TY.4901 ICT and ensure online child protection against cyber harassment.
/L.101
ITU-T Exemplify the capabilities and requirements of gateway like 108
Y.4101 security support, adaptability, scalability, communication, and
QoS in smart city services.
ITU- Define the ICT architecture framework, namely fault-tolerant, 109
TY.Supp.27 inter-operability, and flexibility insmart cities like data protection,
to Y.4400 data resilience, and privacy.
ITU- Describe an integrated management solution for sensors, nodes,and 110
TY.Supp.28 models with the objective of making a smart city a sustainable
to Y.4550 one.
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ITU- Standard encompasses a variety of infrastructure needed forsmart [111]
TY.Supp.29 city services, viz. Resilience and reliability, vulnerabilities need to
to Y.4250 be addressed, etc.
ITU-T Define the requirements of intelligent building, which [112]
.Supp.31to | encompasses data security schemes, communication systems, QoS,
Y .4550 and networking infrastructure.
ITU-T Delineate the recommendation on smart city functions and their [113]
Y.Sup32 to future development.
Y.4000
ITU-TR Describe the data protection, cyber vulnerabilities, and 114
resilience of smart city services.

3.4.Institute of Electrical and Electronics
Engineers
The Institute of Electrical and Electronics Engineers
(IEEE) helps organizations and individuals produce
new standards, products, and services. By refining
IEEE standards guidelines/toolsets about rapidly
changing technologies, developers can build their
own systems. IEEE P2621.1 and IEEE 11073
standards are with smart hospital services, where the
patient data are transmitted to the hospital servers
with the help of sensors that must be secure and safer.
IEEE 1888.4 [120], IEEE 2621.1 [132], IEEE P2733
[156] delineate the security, privacy, trust and
guidelines for health care data. IEEE 2030 [121],
IEEE P1547.3 [122], IEEE 2857-2021 [124], IEEE
1402 [131], IEEE P2808 [157], IEEE PC37.240 [159]
exemplify the cyber security considerations, security
threats in smart meter and smart grid. IEEE P2899.2
[130] and IEEE P2413.1 [158] delineate security and
privacy guidelines in smart home application devices.
IEEE P2621.1 [39], IEEE 11073 [116], IEEE 2621.1
[132], IEEE 1752.1 [140], |IEEE P1847 [144], IEEE
P2968.2 [145], IEEE P2733 [156] describe the
privacy, integrity of patient data, cyber security

guidelines in hospital electronic devices, and
standardization of health care data. IEEE 3130 [137],
IEEE 1609.2 [151], and IEEE P2413.1 [158] discuss
the various threats in the smart vehicle, guard against
those threats, and the message format in
transportation service. IEEE P1451.5.5 [141] and
IEEE P1451.5.10 [142] delineate the security,
privacy, design, and specification of LoRa and NB-
IoT communication technologies that are deployed in
smart cities. IEEE 2941-2021 [123], IEEE 2857-2021
[124], IEEE P3156 [133], IEEE PC37.249 [135]
represents networking specifications, privacy of
sensitive data, security requirements in smart city
services. IEEE P3219 [125], IEEE 3181 [127], IEEE
3158 [129], IEEE P2952 [147], IEEE P2733 [156]
discuss Dblockchain-based trust framework, trust
calculation for communicating nodes in a network in
smart hospital. IEEE P2899.2 [130] exemplifies the
safety, security, and privacy in speech recognition
smart home devices. In Table IV, we provide a
summary of IEEE standards in critical smart city
services to provide a better understanding for
researchers and smart city builders.

Table 4 IEEE standards for Smart City Services Security, Privacy, and Trust

Standard Scope Reference

IEEE The standard ensures the integrity, safety, and privacy of patient [115]
P2621.1 data for developing secure and safer products.
IEEE 11073 | Suggest the patient medical data can be retrieved, transferred, 116
and processed without any loss of sensitive patient data.
IEEE P2834 Focus on secured and trusted Smart Education Systems. [117][118]
IEEE 1609.2 | The standard ensures that only the intended recipient received 119
the data (or) not when the data is transmitted in a wireless
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medium.
IEEE 1888.4 | Defines function, data type, and default unit for Security-Alarm in 120
the green smart home.
IEEE 2030 Provides guidelines for minimizing security concerns in smart [121]
meters.
IEEE Facilitates cyber-security guidelines for distributed power grid [122]
P1547.3 systems.
IEEE 2941- Protects business-sensitive information in smart cities. [123]
2021
IEEE 2857- Defines mesh networking specifications for securing smart 124
2021 utility services (smart parking, street lighting, smart grid, etc.) ina
smart city
IEEE P3219 Defines blockchain-based zero-trust 125
framework for I0T applications
security and trust.
IEEE P1943 Explain the need to implement post-quantum cryptographic 126
algorithms against cryptanalytic attacks.
IEEE 3181 Specify a technical framework for the trusted environment in [127]
computational nodes.
IEEE 3166 | Elucidate the technical terminologies in smart city services such as [128]
renewable energy and electrical energy storage system.
IEEE 3158 Facilitate a secure, transparent, and trusted way of data sharing. [129]
IEEE Exemplify the safety, information security, and privacy in [130]
P2899.2 speech recognition smart home devices.
IEEE 1402 Specify the need for security in power stations against [131]
unauthorized access and vandalism.
IEEE 2621.1 | Represent the framework for security assurance and guidelines in 132
smart hospital electronic devices.
IEEE P3156 | Defines the privacy requirements and security requirements in [133]
the privacy-preserving platforms.
IEEE P3117 Exemplify the framework to be adopted in privacy-preserving. [134]
IEEE Categorize the files, such as protection and automation, based on 135
PC37.249 content, use, and disclosure.
IEEE 3122 Construe a defined framework for compression, decompression, [136]
and encryption of data (video and audio).
IEEE 3130 Identifies the threats target OS in smart vehicles and defines the [137]
smart vehicle's minimal security requirements.
IEEE 2842- Building trust and data protection using secure multi-party 138
2021 computation.
IEEE 2830 | The machine learning model is trained using encrypted data and [139]
processed by a rusted party during computation.
IEEE 1752.1 | Standardization of mobile health care data that includes sharing 140
and aggregation.
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IEEE Defines the design and specification in LoRa, and it also 141
P1451.5.5 provides a set of guidelines in security, privacy, and quality of
service aspects in smart systems.
IEEE Describe the design and specification in NB-10T, and it also 142
P1451.5.10 represents a set of guidelines in security, privacy, and quality of
service aspects in a smart system.
IEEE P2986 Illustrate the best practices of security and privacy aspects in 143
Federated learning.
IEEE P1847 Exemplify the framework of location service in health care. [144]
IEEE Represent a set of considerations and requirements to be [145]
P2968.2 followed in cyber security and data privacy of the protocol
design in clinical applications
IEEE P2951 Describe a set of standards for a smart home device that [146]
encompasses capabilities like motion, system security, and
coordination.
IEEE P2952 | Formulate a framework for a trusted execution environment in [147]
secure computing.
IEEE 802E Provide guidelines on the protection of privacy threats in 802 148
protocols.
IEEE Explain the payment service layer, profiling, and identity [149]
1609.11 authentication in the intelligent transportation system.
IEEE 1619.2 | Delineate EME2-AES and XCB-AES wide-block encryption to [150]
reduce the granularity of the security attack.
IEEE 1609.2 | Represent the message formats and their processing techniques in [151]
intelligent transportation systems.
IEEE 1951.1 Describe identity management for entities, message passing 152
format, and interfaces in smart cities.
IEEE P2868 | Exemplify the technical requirements that include security and [153]
privacy in smart display boards.
IEEE P1912 | Explain the privacy aspects to be adopted when the applications [154]
are implemented on edge, fog, and cloud computing.
IEEE 1950.1 Delineate the architectural,functional framework, and 155
communication system aspects in smart city management.
IEEE P2733 | Defines the framework in security, privacy, and trust for clinical [156]
loT devices like wearables and health care records.
IEEE P2808 | Represent cyber security controls and measures against security [157]
threats in electric power systems.
IEEE Describe the security aspects and architectural blueprint in [158]
P2413.1 various smart city services like smart parking, waste
management, eHealth, etc.
IEEE Provides cyber security technical requirements in power [159]
PC37.240 systems.
IEEE P2784 Gives a framework that outlines the process, required 160
technology standards, and planning framework for evolving a
smart city.
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IEEE 1512

The objective of this standard
communication for real-time in intelligent transportation.

is to bolster proficient 161

The table 5 consolidates key international standards
across ISO/IEC, IETF, ITU-T, and IEEE, mapping
them to the core security, privacy, and trust functions
required in smart-city ecosystems. It highlights how
different standards families collectively address data
protection, privacy governance, device
authentication,  identity = management,  trust
evaluation, and sector-specific needs such as smart-
grid resilience, healthcare data security, intelligent

transport assurance, and smart-home protection. By
organizing the standards according to functional
domains, the table illustrates how each contributes
distinct yet complementary capabilities, enabling city
planners and system integrators to align technical
requirements with robust, interoperable, and
trustworthy smart-city deployments.

Table 5 Mapping of Security, Privacy, and Trust Standards to Core Smart-City Functional Domains

Functional Domain

Representative Standards

Ilustrative Focus

Data Protection &
Storage Security

ISO/IEC 27001, ISO/IEC
27040, ISO/IEC 27017,
ISO/IEC 27018

Information-security governance; storage
security; cloud-security and privacy
controls.

Privacy Management
& Compliance

ISO/IEC 29100, ISO/IEC
27570, ISO/IEC 27799, IEEE
P3156, IETF RFC 6973

Privacy frameworks; breach management;
healthcare confidentiality; privacy-
preserving computation.

Device IETF RFC 4279, RFC 7250, | TLS cipher-suites; secure IoT onboarding;
Authentication & RFC 8520; ITU-T X.1311; sensor network requirements; vehicular
Security IEEE 1609.2 authentication.
dentity & Access | ISO/IEC 24760, IsO/Ts | 'dentty governance; controlled access o
Management 13606-4, IEEE 1951.1 ' y

management.

Trust Management &
Assurance

IETF RFC 8485, IEEE P3219,
IEEE 3158, ITU-T SG20 Q6

Trust vectors; blockchain-based zero-
trust; trusted data-sharing; device
trustworthiness.

Smart-Grid & Utility
Security

IEC/ISO 62351, IETF RFC
6272, IEEE 2030, IEEE
PC37.240

Secure grid communication; metering
hardening; interoperability and cyber-
security.

Healthcare Data
Protection & Clinical

ISO/IEC 27799, ISO/TS 14441,
IEEE 11073, IEEE P2733,

Patient data confidentiality; EHR security;
clinical 10T trust and audit logging.

loT Security IETF RFC 3881
Smart-Home & loT ISO/IEC JTC1/SC25, IETF Home device protection; routing security;
Security RFC 5826, RFC 5548, IEEE spoofing mitigation; voice-system

P2899.2

privacy.

Intelligent Transport
& Vehicular Security

ISO 15118, ISO 16787, IEEE
1609.2/1609.11, IEEE 3130

Secure EV charging; parking assistance;
authenticated vehicular messaging.

Platform
Interoperability &

ISO/IEC 30145-1, 1SO 37156,
ITU-T Y.4201, Y.4408/2075,

Reference architectures; secure data
exchange; authentication/authorization

IEEE P2413.1 frameworks.
Wireless 10T (LoRa, IEEE P1451.5.5, IEEE Security, privacy, and QoS guidelines for
NB-10T) Security P1451.5.10 LPWAN technologies.
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Conclusion

International standards provide a robust foundation
for developing secure, privacy-preserving, and
trustworthy smart city ecosystems. By strategically
combining complementary frameworks—ranging
from ISMS governance (ISO/IEC 27001 family) and
cloud/privacy controls to IETF operational device
guidance, ITU-T platform requirements, and IEEE
device- and sector-specific specifications—city
authorities and system integrators can establish
deployments that are both defensible and
interoperable. Furthermore, standardisation efforts
must increasingly address the realities of next-
generation smart city infrastructures. Key priorities
include aligning constrained-device security models,
adopting machine-readable and Al-driven trust
frameworks that can automate assurance across
heterogeneous systems, and integrating blockchain-
based or distributed-ledger mechanisms to enhance
data provenance and privacy preservation in multi-
party data-sharing environments. By presenting a
consolidated mapping of applicable standards, this
paper aims to equip planners, engineers, and policy-
makers with the insight needed to select and integrate
the standards best aligned with their operational risks,
architectural constraints, and service objectives as
cities evolve toward more autonomous and data-
intensive futures.
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