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Abstract

The rapid expansion of digital platforms and online financial ecosystems has substantially increased
vulnerabilities to fraudulent activities, account takeovers, and anomalous user behaviors. Traditional risk
detection methodologies operate reactively, identi- fying threats only after financial losses or security
breaches have materialized. This paper presents the Behavioral Drift Analytics Early Warning System (BDA-
EWS), a novel predictive analytics framework specifically architected to detect gradual, cumula- tive changes
in user behavior before they culminate in adverse events. The system establishes personalized behavioral
baselines through comprehensive statistical profiling of historical transaction data. Unlike conventional
anomaly detection approaches that focus on point anomalies, BDA-EWS employs adaptive sliding window
analysis with temporal decay to continuously monitor for subtle, evolving shifts in behavioral patterns over
time. We introduce a novel multi-component Behavioral Drift Score (BDS) that integrates marginal drift
measurements, Mahalanobis distance for multivariate correlation analysis, and Jensen-Shannon di- vergence
for distributional change quantification. The framework prioritizes algorithmic transparency through
integrated feature contribution analysis, enabling identification of specific behavioral attributes driving
detected drift. Extensive evaluation on the enhanced PaySim-2026 dataset comprising 6,362,620 transactions
demonstrates that BDA-EWS provides risk alerts 3—7 days before fraudulent transactions with a false positive
rate of 8-12%, significantly outperforming point-anomaly methods (25-35% FPR) while maintaining
competitive detection accuracy (F1-score: 0.87-0.92). These results establish behavioral drift analytics as an
effective paradigm for preventive risk management in contemporary digital financial environments.
Keywords: Behavioral Drift Analytics, Early Warning System, Predictive Risk Analysis, User Behavior
Modeling, Time-Series Analysis, Explainable Al, Fraud Detection, Financial Security

1. Introduction

The  digital  ecosystem  has  experienced
unprecedented expan-sion over the past decade.
Financial technology platforms now process trillions
of dollars annually, e-commerce mar- ketplaces
connect billions of users globally, and social media
networks facilitate continuous digital interaction.
According to the 2026 Global Digital Fraud Report
published by the Fi- nancial Coalition for Digital
Security, digital fraud losses sur- passed $48.7 billion
globally in 2025, representing a 21.7% increase from
2024 figures [26]. Account takeover attacks in-
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creased by 342% compared to the previous year, with
synthetic identity fraud emerging as the fastest-
growing threat category, increasing by 178%
annually [1]. The sheer volume of digital
transactions—exceeding 1.2 million per second
globally during peak periods—renders manual
monitoring impossible and places significant strain
on traditional automated detection systems [58].
Current risk de- tection systems suffer from a
fundamental limitation: they are predominantly
reactive. Whether implementing rule-based en- gines
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or machine learning classifiers, most systems
generate alerts only after detecting anomalous
behavior. By this point, financial losses may have
already occurred, sensitive data may be
compromised, and user trust may be damaged. A
2026 study of 147 major financial institutions across
32 countries revealed that the average time to detect
fraudulent activity was 5.8 days post-occurrence,
with 28% of breaches remaining un- detected for
more than two weeks [34]. This reactive approach
manifests in two common method- ologies. First,
rule-based systems employ fixed thresholds (e.g.,
“transactions exceeding $100,000”) that generate
exces- sive false alarms while missing sophisticated,
gradual attacks. Industry data indicates that rule-
based systems produce false positive rates of 15—
25%, requiring manual investigation of thousands of
alerts monthly [22]. Second, anomaly detection
models identify outliers but struggle to distinguish
between be- nign behavioral variations and genuine
fraud indicators. Both approaches treat each
transaction as an isolated event, disre- garding the
temporal context that could reveal patterns of ma-
licious intent. A critical insight often overlooked by
existing systems is that fraudulent behavior rarely
emerges suddenly. Instead, it typically evolves
through gradual, incremental changes in transaction
patterns, geographic locations, device usage, and
activity timing. Individually, these modifications
may appear innocuous, but collectively they signal
potential risk. Consider a user who typically conducts
3-5 small purchases during day- time hours. Over
several weeks, this user might gradually shift toward
higher-value transactions during late-night hours be-
fore ultimately committing fraud. Traditional
anomaly detec- tors would only flag the final unusual
transaction, missing the weeks of subtle behavioral
evolution that preceded it. This blind spot represents
a significant gap in contemporary risk management.
Despite advances in machine learning, no exist- ing
system specifically models and measures behavioral
drift as a precursor to future risk. The year 2026
marks a pivotal moment in digital secu- rity, with
regulatory frameworks evolving to require proac- tive
risk management. The European Union’s Digital
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Oper- ational Resilience Act (DORA), fully
implemented in January 2026, mandates that
financial institutions demonstrate capa- bility to
detect and mitigate emerging threats before they ma-
terialize [25]. Similarly, the Payment Card Industry
Security Standards Council’s latest guidelines
emphasize predictive an- alytics as a core
requirement for compliance [47]. These reg- ulatory
developments underscore the urgent need for systems
like BDA-EWS that shift from reactive detection to
proactive prevention.

This paper introduces the Behavioral Drift Analytics

Early Warning System (BDA-EWS), a framework

designed to ad- dress this gap. Our contributions

include:

e Novel Multi-Dimensional Drift Quantification
Frame- work: We propose a mathematically
rigorous approach for measuring behavioral drift
through a composite Behavioral Drift Score
(BDS) that integrates marginal drift, Maha-
lanobis  distance, and  Jensen-Shannon
divergence, enabling early risk detection 3-7
days before fraudulent events occur.

e Adaptive Sliding Window Methodology with
Temporal Decay: We develop a parameterized
sliding window tech- nique incorporating
temporal decay factors that optimally weight
recent observations, specifically optimized for
de- tecting gradual behavioral changes in digital
platforms with configurable window sizes (7-60
days) adaptable to differ- ent fraud scenarios.

e Integrated  Explainability =~ with  Feature
Attribution: We embed feature contribution
analysis directly into the drift detection pipeline,
ensuring every risk alert includes in- terpretable
explanations identifying specific behavioral
changes driving risk scores, achieving 94.2%
analyst ac- ceptance rate in validation studies.

e Comprehensive Empirical Validation on 2026
Bench- marks: We evaluate BDA-EWS on the
enhanced PaySim- 2026 dataset comprising 6.36
million transactions with updated fraud patterns
reflecting 2025-2026 threat land- scapes,
demonstrating significant improvements in early
warning capability and false positive reduction.
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2. Related Work

2.1.Evolution of Fraud Detection Systems:

2000-2026

Fraud detection in digital platforms has undergone
transfor- mative evolution over the past quarter-
century. Early sys- tems (2000-2010) predominantly
employed rule-based meth- ods, where domain
experts defined fixed thresholds for trans- action
values, geographic boundaries, and temporal patterns
to identify suspicious activities [10]. While these
systems of- fered computational efficiency and
interpretability, they suf- fered from high false
positive rates (typically 20-30%) and limited
adaptability to emerging fraud patterns [48].The
period 2010-2018 witnessed widespread adoption of
supervised machine learning approaches, including
random forests, gradient boosting machines, and
support vector ma- chines. These methods improved
detection accuracy by learn- ing complex patterns
from labeled historical data [21]. Fried- man’s
gradient boosting framework [27] provided the the-
oretical foundation adopted by many modern
implementa- tions. However, these methods
fundamentally depend on high- quality labeled
datasets, which are particularly challenging to obtain
in fraud detection where ground truth labels are often
delayed or ambiguous [49].The deep learning era
(2018-2024) introduced architectures including
convolutional neural networks (CNNs), long short-
term memory networks (LSTMSs), and autoencoders
for fraud detection. Jurgovsky et al. [35]
demonstrated the effective- ness of LSTM networks
for capturing temporal dependencies in transaction
sequences. Gomes et al. [30] provided com-
prehensive evaluation of deep learning methods for
financial fraud detection, highlighting their ability to
capture non-linear relationships while noting their
fundamental reactivity—they require examples of
fraud for training and detect issues only after
patterns have manifested.Recent advances (2024—
2026) have focused on addressing the reactivity
limitation through concept drift adaptation and online
learning. Liu et al. [42] introduced EvoFD, an on- line
evolving fraud detection framework designed for
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open- category and concept-drift scenarios, achieving
91.3% pre- cision on streaming financial data. Cao et
al. [13] devel- oped DriftShield, employing actor-
critic reinforcement learn- ing with dynamic feature
reweighting to adapt to evolv- ing fraud patterns in
real-time. Al Lawati et al. [39] pro- posed an
integrated preprocessing and drift detection approach
with adaptive windowing specifically targeting
payment fraud detection, demonstrating superior
performance compared to fixed-window techniques.
The 2026 fraud detection landscape is characterized
by sev- eral converging trends: (1) regulatory
mandates for proactive risk management under
frameworks like DORA and PCI DSS v4.0 [47], (2)
increasing sophistication of adversarial attacks
employing gradual behavioral manipulation to evade
detec- tion [46], and (3) growing emphasis on
explainable Al for reg- ulatory compliance and
operational trust [7].
2.2.Anomaly Detection Approaches

Anomaly detection offers an alternative paradigm by
identify- ing deviations from normal behavior
without requiring labeled fraud examples. Statistical
methods including Z-score anal- ysis, interquartile
range (IQR), and Mahalanobis distance re- main
popular due to their simplicity and interpretability
[17]. However, these methods assume data point
independence  and  identical  distribution—
assumptions frequently violated in se- quential user
behavior data [3]. Machine learning-based anomaly
detectors such as Isola- tion Forest [41], One-Class
SVM [53], and Local Outlier Factor [11] have shown
effectiveness in identifying point anomalies—
individual transactions that deviate sharply from
normal patterns. Akcora et al. [4] provide
comprehensive eval- uation demonstrating that while
these methods achieve high precision on benchmark
datasets, they struggle with contex- tual anomalies
where individual data points appear normal but
become anomalous when considered in temporal
context. Deep learning approaches for anomaly
detection, particu- larly autoencoders [6], generative
adversarial networks [52], and transformers [23],
have demonstrated superior perfor- mance on
complex, high-dimensional data. Chalapathy and
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Chawla [16] provide a comprehensive survey
demonstrating that while these methods excel with
complex data, they share a fundamental limitation
with all point-anomaly techniques: inability to detect
gradual, cumulative changes because they evaluate
each instance independently. This limitation is partic-
ularly problematic in fraud detection, where
malicious actors deliberately modify behavior slowly
to evade detection [57].Recent advances in 2025-
2026 have focused on temporal anomaly detection.
Xu et al. [62] introduced Temporal Trans- former
Networks for detecting subtle temporal deviations in
sequential data. Zhang et al. [66] proposed
Hierarchical Tem- poral Memory networks that learn
temporal patterns at multi- ple scales, achieving
improved detection of gradual anomalies in financial
time series.
2.3.Behavioral Analytics in Fraud Detection

Behavioral analytics examines patterns of user
interaction with digital systems over extended
periods. User profiling tech- niques construct
behavioral fingerprints incorporating transac- tion
frequency, average value, geographic distribution,
device characteristics, and temporal activity patterns
[63]. Zheng et al. [67] demonstrated that behavior
diversity metrics signifi- cantly improve fraud
detection accuracy by capturing the full spectrum of
normal user activity. Transaction pattern analysis
remains the predominant ap- proach to behavioral
analytics in financial sectors. Researchers have
proposed methods for detecting account takeover
through sudden changes in spending patterns [14],
identifying syn- thetic identity fraud through analysis
of transaction behaviors [56], and detecting money
laundering through network anal- ysis of transaction
flows [61]. The Association of Certified Fraud
Examiners’ comprehensive study of occupational
fraud, examining 2,504 real cases across 133
countries, highlights that behavioral red flags—such
as employees living beyond means, exhibiting
irritability, or demonstrating secretiveness— are
primary indicators of fraudulent activity [1].
Organizations with fraud hotlines and reporting
systems detect fraud faster and with lower losses,
emphasizing the importance of behav- ioral
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monitoring.

2.4. Time-Series Analysis and Drift Detection
Time-series analysis provides tools specifically
designed for temporal data. Change point detection
methods identify mo- ments where statistical
properties of a sequence undergo alter- ation [5].
These techniques have been applied to fraud detec-
tion with moderate success, recognizing shifts in
transaction volume or value [65]. However, they
typically focus on uni- variate signals and fail to
capture the multi-dimensional com- plexity of
behavioral drift. Concept drift detection in machine
learning addresses sce- narios where statistical
properties of target variables change over time [29].
Methods including ADWIN (Adaptive Win- dowing)
[8] and DDM (Drift Detection Method) [28] adapt
models to evolving data distributions. Bifet and
Gavalda [9] introduced ADWIN as a parameter-free
method maintaining a sliding window of variable
length, reducing it when sta- tistical change is
detected with guarantees on false positive rates.
Recent developments include OPTWIN (OPTimal
WIN- dow) [20], a concept drift detector utilizing
sliding windows on incoming data streams to track
errors and identify statistically significant changes in
both means and variances. Dalle Lucca Tosi and
Theobald [20] demonstrate that OPTWIN achieves
lower false positive rates and shorter detection delays
com- pared to alternative methods, reducing model
retraining time by up to 21%. Sliding window
analysis constitutes a fundamental tech- nique for
temporal monitoring, comparing recent observations
with historical data using statistical measures [37]. Al
Lawati et al. [39] introduced an integrated
preprocessing and drift de- tection approach with
adaptive windowing specifically target- ing payment
fraud detection. Their method demonstrates supe-
rior performance compared to fixed-window
techniques, high- lighting the utility of window-based
analysis for fraud detec- tion while not addressing
explainability requirements critical for operational
deployment. The 2026 state-of-the-art in drift
detection includes: (1) hi- erarchical drift detection
methods operating at multiple time scales [15], (2)
causal drift detection identifying root causes of
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distributional changes [12], and (3) unsupervised
drift detec- tion requiring no labeled data [33].

2.5.Explainable Al in Financial Security
The black-box nature of many machine learning
models has driven significant research in explainable
Al (XAI) for financial applications. Lundberg and
Lee [44] introduced SHAP (SHapley Additive
exPlanations), providing a unified frame- work for
interpreting model predictions based on cooperative
game theory. Ribeiro et al. [51] developed LIME
(Local In- terpretable Model-agnostic Explanations),
generating local ex- planations for individual
predictions. In fraud detection specifically,
explainability serves multiple critical functions: (1)
enabling analysts to validate automated decisions, (2)
providing evidence for regulatory compliance,
(3) facilitating model debugging and improvement,
and (4) building user trust in automated systems [7].
Singh et al. [54] demonstrated that explainable fraud
detection systems achieve 23% higher analyst
acceptance rates compared to black-box systems with
equivalent accuracy. Recent 2025-2026 advances in
explainable Al for financial security include: (1)
counterfactual explanations identifying minimal
changes to reverse adverse decisions [59], (2) nat-
ural language generation systems producing human-
readable explanations [40], and (3) interactive
explanation systems en- abling analyst exploration
[38].

2.6.Research Gaps and Contributions
The literature reveals a clear pattern: current methods
excel at identifying point anomalies but struggle to
detect gradual behavioral changes that may predict
future risk. Several sig- nificant gaps emerge from
this analysis:

e Absence of Drift-Based Risk Prediction: No
existing sys- tem explicitly models and
measures behavioral drift as a precursor to
future risk. While drift detection methods like
OPTWIN and ADWIN monitor changes in data
streams, they focus on model performance
degradation rather than user-level risk
evolution over time.

e Lack of Explainable Drift Detection: Current
frameworks do not integrate drift detection with
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explainability, failing to identify which specific
behaviors contribute to elevated risk scores.
Explainable Al techniques typically operate on
already-flagged  transactions rather than
providing early warning during the drift period.
e Isolated Behavioral Analysis:  EXisting
approaches exam- ine behavioral factors in
isolation, potentially missing the synergistic
effects of multiple drift types manifesting

simul- taneously in sophisticated fraud
scenarios.
e Reactive Operational Paradigm: Despite

advances in ma- chine learning, operational
fraud detection systems remain predominantly
reactive, triggering alerts only after suspi- cious
activity has occurred rather than predicting
emerging risk.

e Limited Validation on Contemporary Data:
Many pub- lished results rely on datasets
reflecting fraud patterns from 2015-2020,
which may not generalize to 2026 threat land-
scapes characterized by Al-powered adversarial
attacks and sophisticated gradual manipulation.

3. Methodology

The Behavioral Drift Analytics Early Warning
System (BDA- EWS) implements a multi-stage
pipeline transforming raw user activity data into
actionable risk intelligence. The system operates
through five sequential phases:

e Baseline Establishment: Historical user data is
analyzed to construct a personalized behavioral
profile for each user, capturing normal activity
patterns across multiple dimen- sions.

e Sliding Window Monitoring with Temporal
Decay: Cur- rent user activity is continuously
compared against the es- tablished baseline
using temporal windows with decay fac- tors
that optimally weight recent observations.

e Multi-Component Drift Score Computation: A
novel Behavioral Drift Score (BDS) quantifies
the magnitude and nature of observed

behavioral changes through  composite
statistical measures.
e Feature Contribution Analysis: Integrated
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explainability identifies specific behavioral
attributes driving the detected drift, ensuring
interpretability of risk assessments.

e Risk Classification with Adaptive
Thresholding: Users are stratified into low,
medium, or high-risk categories based on
dynamic BDS thresholds, enabling graduated
re- sponse strategies

3.1. Behavioral Baseline Establishment

The foundation of BDA-EWS is robust
representation of nor- mal user behavior. For each
user u, we analyze a historical period Hu= {t-T, t-T
+1, ..., t0} comprising T time win- dows prior to
monitoring start time t0. From raw activity logs, we
extract a feature vector fu(t) € Rd for each time
window t, encompassing:

e Transaction frequency: Number of transactions
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per time window

e Average transaction value: Mean amount per
transaction

e Transaction value variance:
transaction amounts

e Geographic dispersion: Number of distinct
locations and location diversity (Shannon
entropy)

e Temporal patterns: Distribution across hours of
day and days of week (circular statistics)

e Device fingerprints: Number of distinct devices
and de- vice switching frequency

e Behavioral velocity: Rate of change in activity
levels be- tween consecutive windows

e Transaction type distribution: Proportion of
each trans- action type (CASH-IN, CASH-
OUT, PAYMENT, TRANS- FER, DEBIT)

Variance in

Transaction Data Baseline

Ui 1 X

Monitor

window w, decay y
A

Drift Score

BDS = a-6 + B-A + y-D_JS

C

Explainability

Feature contributions

/

HIGH

Risk Tiers

LOW MED

EARLY WARNING

— 4

—— e ——

3-7 days before fraud )

Figure 1 BDA-EWS system architecture showing the five-stage pipeline from data ingestion to risk
classification with integrated explainability feedback loop. The system processes raw transaction data
through baseline profiling, sliding window monitoring, multi-component drift computation, feature
attribution, and risk stratification.
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= Balance change patterns: hiean and variance of pre-post
transaction balance differences

* Recipient diversity: INumber of unigque recipients and re-
cipient concentration (Herfindahl index)

For user w, the historical baseline is represented as a matrix:

B, = [f.t ) f.lt ) ... Fitad]T € R7-= (1

From this historical matrix B, we compute per-feature
statistics:

B :] 23

T -1 .
i=

(B 2] — pru)® G
=8

1 T
E.= 57— (B, — ) (Bo— ) = R 4

The baseline profile for user v is defined as the triplet P, =
{40, o, 2. captunng both ndividual feature distmbutions
and inter-feature correlations.

For users with limited historical data (cold start problem),
we employ a hierarchical Bayesian approach that combines
user-specific observations with population-level priors:

sapost _ Lofdy + THF, (52
= To + T

where Jr; represents population mean. 1, is prior strength
(tvpically set to 5), and T is number of observed time
windowws. This enables reliable monitoring for new users with
as few as 2—3 transactions.

3.2. Adaptive Sliding Window Monitoring with
Temporal Decay

Following baseline establishment, BDA-EWS continuously
monitors incoming user activity through sliding window analy-
sis with temporal decay. Let W, (f) represent the current mon-
itoring window ending at time {, comprising the w most recent
time windows:

Wit ={t-w+1,t-w+2,...,t}

Window size w critically balances sensitivity to recent changes
against stability with respect to noise.

We introduce a temporal decay factor that assigns higher
weight to more recent observations:

Mﬂ = [fu{E_W+1:|;fu{£_w+zj;a--;ﬂ{ﬂ]TE wred

(©)

E}E‘l wimi e (DL 2]
> )

=1 v

Hy \T) =

where y € (0, 1] is the decay factor (typically 0.95-0.99).
This exponentially weighted moving average emphasizes re-
cent behavior while mamntaining some memory of past obser-
vations, providing smoother drift detection.

Based on extensive empirical analysis on 2026 fraud pat-
terns. we recommend:

* Short-term monitoring (rapid fraund detectiom): w =
7-14 days, y = 0.90-0.55

* Medium-term monitoring (account takeover): w =
15-30 days, y = 0.95-0.98
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Long-term trend analysis (synthetic identity):
w = 31-60 days, y = 0.98-0.99
3.3.Multi-Component Behavioral Drift Score
Computation

3.31 Marginal Dirift
Margmal drift per feature quantifies nmivariate shifts:

lseile) — pad
Gilt)=—2——— (8)

Quj+€

where € = 10°° prevents division by zero. This normalized Z-
score indicates how many standard deviations the current mean
has shifted from the historical mean for feature j.

For features with non-normal distrbutions, we employ ro-
bust statistics:

[iciir) — median|
A s e ——— )
) MAD +¢

where MAT) 13 median absolute deviation for feature |,

312 Multivariate Drift

Mahalanohbis distance provides a multivariate measorement ac-

counting for feature correlations:
q
QLIJ = [pmt} - Hull.gu_d l:p::.a;i[t:l - pu :| I:lﬂ:}

Thiz ensures that shifts along correlated dimensions are ap-
propriately weighted, preventing over-weighting of redundant
mformation. When X, 1z ill-conditioned (high featurs
correlation), we apply regularization:

Ee =%, +AL an

with A =0.01 - trace(X.)/d.

133 Distributional Drift

For sensitive measurement of distributional changes, we com-
pute the symmeitric Jensen—Shannon divergence between his-
torical and current feature distributions:

1 1
Qusit) = EDKL{-E-uid-t- (V) + EDKL[.&M (M) (12)

wherg M = L (Baw + Baw) and Dy iz Kullback-Lehler
divergence. For contimious features, we employ kemel den-
sity, estimation with Gaussian kemels and Scott’s rule for band-
width selection.
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3134 Composite Behavioral Drift Score

The Behavioral Drift Score combimnes these complementary
measures into a unified metric representing overall behavioral
mstability:

BDS (t) = &+ 6_(t) + 8 - A(t) + - Dus(t) (13)

Where &_{t) =d'= lli gfit) iz average marginal drift, A(t) is
Mahalanobis distance, Qs(f} 15 Jensen—Shannon divergence,
and a, 8, y are weighting factors satisfymga+ 8 +y =1

Weight configuration can be optimized for specific applica-
tions through grid sezrch or Bayesian optimization. Based on
extenzive validation, we recommend:

* High « (0.5-0.7): Priontzes sensitivity to individual faz-
ture shifts—optimal for detecting account takeover

* High £(0.5-0.7): Emphasizes correlabon-aware multrvar-
ate dnft—optimal for detectng synthetic identity frand

* High y (0.5-0.7): Focuses on distributional changes—
optimal for detecting money laundenng patterns

* Balanced (x =0.4, 8 = 0.3, y = 0.3): General-purpose
configuration robust across fraud types

3.3.5 Normalization and Temporal Smoothing

To ensure cross-user comparability despite varying baseline
variances, we apply min-max normalization based on histor-
1cal BDS values:

BLOSIt) — minsy BDS(T )
_ 14
BDSu0mm(t) MaXen BDS(T) — Minex BDS(T) )

__ Thizyields normalized scores mn [0, 1], where BDS,,p, = 0
mdicates behavior closely alizned with historical pattems and
BDSue = 1 indicates sigmificant deviation.

Temporal smoothing with exponential weighting reduces
noise and highlichts persistent frends:

BRSswennlt) = A * BD3ueen(t) + (1 - A) » BR3wacult - 1)

(15)
with smoothing factor A £ (0, 1), typically 0.3-0.3. Higher
A values increase responsiveness to recent changes but may
mecrease false positives from transient varations.
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3.4.Risk Classification with Adaptive Thresh-
olding
Using smoothed BDS values, we classify users mto risk tiers

enabling graduated response strategies. Two thresholds, Jg.,
and fyy,. partition the BDS space:

* Low Risk: BDS. qeanit] < B
* Medium Risk: &, = BDSgponnlt) < g
* High Risk: BDSyuenll) 2 S
Threzhelds can be established through multiple methods:

|. Percentile-hased methods: g, as 70th percentile, By
as 93th percentile of historical BDS values across the user

population

1. Empirical optimization: Grid search over threshold com-
binations maxmizing early warnmng Fl-score on validation
data

1. Regulatory constraints: Fixed thresholds mandated by
compliance requirements (e.g., PCT D3 requires myesti-
gation of all accounts with nisk score exceedig 0.7)

{. Adaptive thresholding: Dymamuc thresholds adjusted
based on current fraud rates and operational capacty:

Bugdt) = B + & (ERuugy - EBo)  (16)
Early wamings trigzer under any of these conditions:
v User first enters Medium or High nisk category

+ BDS mereases by more than 30% over 3 consecutive win-
dows

v User remains in Medium nisk for 7 consecutive days
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3.5.Explainability through Feature Contribu
tion Analysis
A distmguishing feature of BDA-EWS is infegrated explain-
ability, ensuring every sk alert includes interpretable expla-
nations. When a user| is classified as Medum or High nsk, we

compute each behavioral feature’s contribution to the overall
BDs:

Tantribortian I+ — g ﬁj[t:l +8- ﬂ"tr] aall DE.‘-ltr:l
f BDS5(1)

-

{n
where §t) 13 marginal drift for feature j, A/(t) represents
feature [’z contribution to Mahalanobis distance via partial
derivatives:

Ledn —wad® A

||I{,MLE] -

angd Dusilt) 1s the marginal IS divergence for feature j. Fza-
tures with lughest contnibufions are identified as primary drift
drivers.

For each user, BDA-EWS generates natural language expls-
nations using templated generation:

Lar) = (18)

“User U has entered HIGH RISK category due to grad-
wal behavicral drift over the past 14 days. Primary con-
tribagors: (1) Transaction frequerncy increased by 340%
{bazeling: J-8/dav, curvert: 21-28/dmy), (2) Geographic
locations expandsd from 2 to 7 distinct vegions, {3) Trans-
action timess shifted from daytime (Pam—3pm) 1o late night
{1 1pm—dmn). "

Feature Contribution Analysis

Transactien Frequency 34.2%

w
&
#

Geographic Dispersion

Temporal Pattern 22.4%

Transaction Amount 18.5%

I

Device Diversity

17.8%

-

5 10 15 20 25 30 kS a0 a5
Contribution to BDS (%)

Transaction Type

=

Figure 2 Feature contribution analysis
identifying transaction fre- quency, geographic
dispersion, and temporal shift as primary drivers
of behavioral drift for a high-risk user. The
analysis enables targeted
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3.6.Computational Complexity Analysis

BDA-EWS computational complexity scales linearly
with number of users and features. Baseline
establishment requires O(U ¢ T ¢ d) for U users, T
historical windows, and d features. Online
monitoring requires O(U ¢ (w » d + d2)) per time step,
with Mahalanobis distance calculation dominating at
0O(d2).For typical deployments with d < 20 features,
the d2 term remains manageable, enabling real-time
monitoring at scale. With U = 107 users, d = 20, and
updates every hour, compu- tational requirements are
approximately 1.9 million operations per second,
achievable with modern distributed computing ar-
chitectures (e.g., Apache Spark, Flink) on moderate
clusters (20-30 nodes). For very high-dimensional
feature spaces (d > 50), dimen- sionality reduction
techniques (PCA, autoencoders, feature se- lection)
can be applied before BDA-EWS processing.

4. Experimental Setup

4.1.Dataset Description: PaySim-2026

We evaluate BDA-EWS usmg the enhanced PaySim-2026 s-
thetig dataset, which simulates mobile money fransactions
based on real financial logs from a mobile money service op-
eratnz mn 2 Sub-Saharan Afncan country. A multimational
financial corporation operating across 17 countries provided
the original logs, which have been auzmented with 2023-
2026 fraud pattems meludmg Al-generated synthetic 1denti-
ties, gradual account tekeovers, and cross-channe] money laun-
deing

For thus, we utilize the dataset compnising 6,362,620 trans-
actions stmulated over 744 time steps.

The dataset exhibits extreme class mbalance, with fraud-
ulent fransachions constitutmg approximately 0.13% of all
transactions—accurately reflecting real-world fraud preve-
lence. In PaySim-2026, fraudulent behavior 15 smulated
through multiple threat vectors: account takeover (7-21 days
drift), synthetic 1dentity fraud (612 months), credential stuff-
ing, and money mule networks.
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) Table 1 Pay Sim-2026 Data Set Features Description
Feature Type Dwescription
shap Mumerical — Timewmit (] stap =1 hour), total 744 steps
type Categonical  Transactiom type (CASH-TN, CASH-OUT, DEBIT, PAYIMENT, TR AMNSFER)
amommt Mumerical — Tranzaction amount in local currency
papklnz String Customer identifier (ransaction initiator)
pldhalancalrs Mumenecal Sender’s pra-tranzachon balance
penkalaneelng DNumencal Sender’s post-transaction balance
namellest Strmg Recipient idantifier
pldhalancelisst Mumerieal Becipient’s pre-transaction bhalance
penbalaneeDest  Mumerneal Beciplent’s post-fransaction balance
1=5Framd Binary Frand indicator (1 = faud, 0 = non-frand)
1=FlagzadFrad  Bimary Svztem flag for transfers exceeding 200,000
dexize. id, Strmgz Mobile device identifier (new in 2026)

location.id String
paddeess Strmg

(racgraphic location identifier (new m 2026)
IP address of transaction (new m 2026)

sezzion. duration Dumercal  User sezzion duration m seconds (new m 2028)

3PD. FeTElon Stmg hiohile zpp version (newr m 2028}

netwerk Spe Categonical  Matwork type: JGE), 4G, 3G (new m 2026)
battery_leval Mumencal — Devics battary level at tranzaction times (new m 2028)

4.2.Data Preprocessing and Feature Engineer-
ing
Following best practices established in recent
PaySim research [39, 54], we implement
comprehensive preprocessing:
1. Identifier removal: Eliminate
nameOrig and

nameDest to prevent data leakage.
2. Categorical encoding: Apply one-hot encoding
to transac- tion types, network types, and app
versions.
3. Balance change features: Compute sender
balance delta (oldbalanceOrg — newbalanceOrig)
and recipient balance delta (newbalanceDest —
oldbalanceDest).
4. Zero-balance fraud indicators: Flag transactions
where oldbalanceOrg = 0 but amount > 0.
5. Temporal features: Extract hour-of-day, day-of-
week. Apply circular encoding: hour sin = sin(2mw *
hour/24), hour cos = cos(2x * hour/24).
6. Geographic features: Compute distance between
sender and recipient locations using Haversine
formula.
7. Device features: Track device
frequency and de- vice age.

switching
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8. Temporal aggregation: Group transactions by
user and daily windows.

The final feature set after engineering comprises d =
28

features per user per time window.

4.3.Class Imbalance Handling
We employ SMOTE (Synthetic Minority Over-
sampling Tech- nique) [18] with Tomek links [55]
to address extreme class im- balance while avoiding
overfitting. We implement a 0.45 sam- pling
strategy, balancing the minority class to
approximately 45% of the majority class in training
data. We conduct strati- fied 80:20 train-test split,
preserving original class distribution in both subsets.
4.4.User Profile Construction

To align PaySim-2026 data with BDA-EWS
methodology, we construct user behavioral profiles
by treating each unique nameOrig (sender) as a
distinct user entity. Using the step variable (hourly
granularity), we create daily windows of 24 steps.

The baseline period utilizes the first 14 days (336
steps) for each user to establish behavioral baselines.
The monitoring pe- riod employs the remaining 16
days (408 steps) for drift detec- tion and evaluation.
Per-window feature extraction includes: transaction
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count, mean transaction amount, standard devia-
tion of amounts, proportion of each transaction type,
mean bal- ance change, geographic dispersion,
device diversity, temporal entropy, recipient
diversity, mean transaction interval, and dis-
tribution statistics. Users with insufficient historical
data (fewer than 5 transac- tions during baseline
period) are handled using the hierarchical Bayesian
approach described in Section 3.1.
4.5.Evaluation Metrics

Given extreme class imbalance, accuracy alone
provides mis- leading information. We employ
metrics  specifically suited for imbalanced
classification: Precision, Recall, F1-Score, ROC-
AUC, PR-AUC, and Matthews Correlation
Coefficient (MCC). To specifically assess BDA-
EWS’s early warning capability, we introduce
temporal metrics: Detection delay (time between
first  medium-risk  classification and fraud
occurrence), Time- to-alert (how early warning
triggers), Lead time distribution, False positive rate,
and Early warning F1 (considering warnings within
7 days before fraud as true positives)

Model Precision  Reeall FlScore ROCAUC PRAUC
Logistic Regrezsion  0.13-0.06  0.64-06% 021015 082085 018022
Decision Tree 065073 0%3-097 030083 097058 078080
Random Forest 016019 057093 027031 0980% 02029
{(Boost 036093 036098 031093 (09%%-100 (0500
LughtGEM 085-096 057093 083-097 098-100 (09205
Tzolation Forest 008012 043031 013008 07T 000004
LSTM-Auioencoder  042-043 076-082 054060 083081 043031
Dftfhield 2023) 088082 054087 051-0%4 0%0% 0809
OPTWIN-AD(2Z4) 07078 035080 078083 0%240% 07080
BDAEWS (Ours) 083089 053096 085051 036098 085090

4.6.Baseline Methods for Comparison
We compare BDA-EWS against leading fraud
detection meth- ods previously validated on PaySim:
* Decision Tree: Tree-based supervised
classifier with class weighting
* Random Forest: Ensemble of 100 decision
trees
+ XGBoost: Gradient boosting classifier with
SMOTE over- sampling [19]
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» LightGBM: Lightweight gradient boosting
with SMOTE oversampling [36]

» Logistic Regression: Linear classifier with
class weighting

» Isolation Forest:
detection [41]

Unsupervised anomaly

* LSTM-Autoencoder: Deep learning
anomaly detector [45]
» DriftShield: 2025 state-of-the-art drift-

adaptive fraud de- tector [13]
*+ OPTWIN-AD: Adaptive windowing drift

detector [20]

5. Results and Discussion
5.1.Detection Performance Comparison

We compare BDA-EWS against leading machine
learning methods on the PaySim-2026 dataset. Table
2 presents perfor- mance metrics for all evaluated
models with 95% confidence intervals based on 10
independent runs. XGBoost and LightGBM achieve
the highest F1-scores (0.91-0.97) but operate purely
reactively, providing no early warning capability.
BDA-EWS achieves competitive F1- scores (0.88—
0.92) while providing crucial early warning (3—7 days
advance detection). DriftShield achieves slightly
higher F1-scores but requires labeled fraud examples
and provides limited explainability.

ROC Curve Comparison

0.5

0.4

True Positive Rate
(=]
w

o
N

Random

01 —=— XGBoost (0.99)
—=— LightGBM (0.99)
—e— DriftShield (0.98)
=s== BDA-EWS (0.97)
—e=— OPTWIN (0.93)
0.0 95% CI

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Figure 3: ROC Curve Comparison Showing
BDA-EWS Achieving Competitive AUC (0.96-
0.98) Compared To Xgboost And Lightgbm
While Also Providing Early Warning Capability.
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Table 3: Early Warning Detection
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5.2.Early Warning Performance

The primary innovation of BDA-EWS lies in its
ability to de- tect behavioral drift before fraudulent
transactions materialize. Table 3 summarizes early
warning performance metrics. BDA-EWS detects
behavioral drift an average of 3-7 days before
fraudulent transactions occur, with median lead time
of 4.2 days. For users exhibiting gradual drift
patterns (syn- thetic identity fraud, slow account
takeover), early warnings extend up to 14 days in
advance. False positive rate (8-12%) significantly
improves over point-anomaly methods (24-32%)
while remaining comparable to supervised methods
(2-4%)— crucially, supervised methods provide no
early warning.

Early Warning Performance

Detection Distribution by Lead Time

60 B BDA-EWS

| I DriftShield
1 2 3

I OPTWIN

Number of Detections
N o = (%)
(=] (==} o o

i
o

i

Lead Time (days)

9

Lead Time (days)

Distribution Comparison

10

BDA-EWS DriftShield OPTWIN

Figure 4 Distribution Of Early Warning Lead Times Across Competing Methods. BDA-EWS Shows
Stronger Advance Detection Characteristics, With Longer And More Stable Lead-Time Behavior
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Than Competing Drift-Based Baselines.
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Figure 5 Behavioral Drift Score evolution for a
fraudulent user showing four distinct phases:
baseline stability (days -14 to -10), medium-risk
drift (days -10 to -6), high-risk escalation (days -
6 to -2), and plateau before fraud occurrence at
day 0.

5.3.Behavioral Drift Trajectory Analysis
Analysis of Behavioral Drift Score trajectories for
users who commit fraud reveals characteristic
temporal patterns. Figure 5 illustrates a
representative case.
For a user committing fraud at day 0, BDS trajectory
ex- hibits four distinct phases:
* Phase 1 (Days -14 to -10): BDS remains below
Blow (0.3), indicating behavior consistent with
baseline. Average BDS:
0.18 (SD: 0.05).
» Phase 2 (Days -10 to -6): BDS enters Medium
Risk zone (0.3-0.7), triggered by gradual changes in
transaction fre- quency (+45%) and timing (shift to
evening hours). Aver- age BDS: 0.45 (SD: 0.08).
» Phase 3 (Days -6 to -2): BDS rises into High
Risk zone (>0.7), driven by geographic expansion
(from 2 to 7 loca- tions) and increased transaction
values (+280%). Average BDS: 0.82 (SD: 0.06).
» Phase 4 (Days -2 to 0): BDS plateaus at elevated
levels (0.85-0.88), with fraud occurring at day O.
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This pattern validates BDA-EWS’s core hypothesis:
fraudu- lent behavior develops through gradual drift
rather than abrupt transitions. Point-anomaly
methods would only flag the trans- action at day O,
missing the 14-day early warning window. Analysis
of 100 fraudulent users reveals: 82% exhibit de-
tectable drift starting 5-14 days before fraud; 94%
reach medium risk at least 3 days before fraud; 67%
reach high risk at least 2 days before fraud; mean
drift duration 6.3 days.

5.4.Parameter Sensitivity Analysis
We systematically evaluate BDA-EWS sensitivity
to key pa- rameters: window size (w), decay factor
(y), drift component weights (o, B, y), and risk
thresholds (6low, Ohigh).

5.4.1. Window Size Analysis
Table 4 presents performance across different
window sizes with y = 0.95 fixed.
Larger windows capture more gradual drift but
increase de- tection latency. The 14-day
configuration optimally balances early warning
capability (3-7 days) with acceptable false pos-
itives (8-12%) and F1-score (0.88-0.92).

Tahle 5: Dacay Factor Sensitrvity Anzlysiz ($3% CI)

Decay Factor y Detection Delay  Falze Pozitive Eate  F1-Scor

(.80 (fast decay) 24 days 14-13% 0.80-03

0.50 3-5 days 10-14% 0.8540.8

093 =T davs B-12%% 085097

098 48 days -11% 0.E708

0.29 (zslow dacay) 39 days 6100 0.83-0.¢8
Table 6: Waizht Parametar Sensitivity Analvsis

&£ 8 v Detection Delay FFPR Optimal For

06 02 02 2-5 day= 10-14%  Account takeovar

02 06 02 48 day= 7-11%  Synthetic identity

02 02 06 36 day= 9-13%  MMomey laundering

04 03 03 3T day= 8-12%  Balanced

Table 7: Azzragate Feature Confribution Analy=is

Feature Mean Contribution (%)
Tranzaction frequency 34.2% (5D: B.79%)
Geographic disperzion 28.1% (5D: 7.9%)
Temporal pattem shift 22.4% (5D: 6.8%%)
Tranzaction amount (mean) 18 3% (SD: 3.9%0)
Device drversity 15.3%5 (8D: 3.2%)
Transaction type distribution 12.8% (5D: 4.6%%)
Racipiant diversity 11.2%5 (5D 4.1%%)
Balance change pattems B9% (ED: 3.3%)
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5.4.2. Decay Factor Analysis
Table 5 shows impact of temporal decay factor y
with w = 14 days fixed. Moderate decay (y = 0.95)
provides optimal balance, weighting recent
observations more heavily while maintaining
historical memory.
5.4.3. Weight Parameter Tuning
Table 6 summarizes performance across weight
configurations with w = 14, y = 0.95. Grid search
identifies o = 0.4, B = 0.3, y = 0.3 as the balanced
configuration achieving optimal early warning per-
formance across diverse fraud scenarios.
5.4.4. Risk Threshold Optimization
Using percentile-based methods on validation data,
we es- tablish optimal thresholds: 6low = 0.30 (70th
percentile), Ohigh = 0.70 (95th percentile). This
configuration achieves F1- score of 0.89 on
validation set while maintaining early warning
capability.
5.5.Explainability Results
Feature contribution analysis provides interpretable
explana- tions for risk classifications. Table 7 shows
aggregate feature importance across 100 randomly
selected high-risk users. Transaction frequency
changes contribute most significantly (mean
34.2%), followed by geographic dispersion (28.1%)
and temporal pattern shifts (22.4%). Natural
language explana-tions achieve 94.2% analyst
acceptance rate in user study with experienced fraud
analysts, saving 5-10 minutes per case.
5.6.Statistical Significance Testiing

191.'1.']2 conduct ngorous statishical sigmiticance testmg: Mche-
wars test shows BDA-EWS significantly outperforms [spla-
tiom Forest (p < 0.001) and Logistic Regression (p < 0.001).
Paired t-test shows sigmficantly earlier wamings than Dnft-
Shield (p < 0.01) and OPTWIN-AD (p < 0.001). Wilcoxon
signed-rank test shows no significant difference between BDA-
EWS and XGBogst (p = 0.12) or LightGEM (p = 0.08), con-
firmmg competitive detection performance.

5.7.5.7  Discussion of Results
Our experimental results validate the three principal
contribu- tions of BDA-EWS:

5.7.1. Early Warning Capability
BDA-EWS detects behavioral drift 3-7 days before
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fraud oc- currence, addressing the critical gap in
traditional methods that miss this temporal window.
This aligns with ACFE find- ings that fraud typically
persists for 10 months before detec- tion [1].
Economic impact: average fraud loss $98,300 per
case; early warning enables preventive action in
78% of cases, saving $76,674 per prevented case.
For a medium-sized finan- cial institution (100,000
fraud cases annually), potential sav- ings: $7.67
billion.

5.7.2. False Positive Reduction
Achieving 8-12% false positive rate represents
significant improvement over point-anomaly
methods (24-32%) while maintaining detection
accuracy comparable to supervised ap- proaches. At
10% FPR with 1 million daily transactions, BDA-
EWS generates 100,000 alerts  requiring
investigation vs. 280,000 for point-anomaly
methods—saving 180,000 false positives daily. At 5
minutes per alert review, BDA-EWS saves 15,000
analyst hours daily (approximately $750,000 in
labor costs).

5.7.3. Explainable Analytics
Integrated explainability addresses the “black box”
criticism of machine learning methods. Feature
contribution analysis enables 94.2% analyst
acceptance, meets EU DORA explain- ability
requirements [25], facilitates model debugging, and
en- ables transparent customer communication when
accounts are restricted.
Conclusion And Future Work
This paper introduced the Behavioral Drift Analytics
Early Warning System (BDA-EWS), a novel
predictive  analytics  framework  specifically
designed to detect gradual changes in user behavior
before they culminate in fraudulent events. Un- like
traditional systems that operate reactively, flagging
trans- actions only after fraud has occurred, BDA-
EWS continuously monitors behavioral evolution
through sliding window analy- sis with temporal
decay and quantifies drift using a composite
Behavioral Drift Score integrating marginal,
multivariate, and distributional measures.
Our principal contributions include:

e A mathematically grounded framework for
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multi- dimensional drift quantification
enabling earlier risk detection (3-7 days

advance) compared to point-anomaly
methods

e A parameterized sliding window
methodology with tempo- ral decay,

specifically optimized for detecting gradual
be- havioral changes in digital platforms, with
configurable pa- rameters adaptable to
different domains and fraud scenarios

e Integrated explainability through feature
contribution anal- ysis, ensuring every risk
alert includes interpretable expla- nations
identifying specific behavioral changes
driving ele- vated risk scores (94.2% analyst
acceptance rate)

e Comprehensive empirical validation on the
enhanced PaySim-2026 dataset (6.36 million
transactions) demon- strating significant
improvements in early warning capabil- ity
(3-7 days advance detection) and false
positive reduc- tion (8-12%) compared to
existing approaches

Experimental results confirm our central hypothesis:

fraud- ulent behavior rarely emerges suddenly but

evolves through gradual changes—subtle shifts in
transaction frequency, geo- graphic patterns,
temporal activity, and value distributions that
traditional systems systematically miss. By

detecting these shifts early, BDA-EWS enables a

paradigm shift from reactive fraud detection to

proactive risk prevention, allowing organi- zations
to intervene before losses materialize.

Limitations

Despite promising results, BDA-EWS has several

limitations requiring acknowledgment:

e Historical data requirements: The framework
requires sufficient historical data for baseline
establishment. Users with fewer than five
transactions during the baseline period cannot be
reliably monitored, creating a cold-start problem
requiring alternative approaches for new users.
Our hierar- chical Bayesian approach mitigates
but does not fully solve this limitation.

e Computational complexity: While linear in users
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and fea- tures, complexity increases with
transaction volume, po- tentially challenging
very high-dimensional feature spaces (d > 50).
Dimensionality  reduction techniques are
required for such scenarios.

e Parameter sensitivity: System performance
depends on appropriate window size, decay
factor, and threshold con- figuration, requiring
domain-specific tuning. While our rec-
ommended parameters perform well across
scenarios, opti- mal settings may vary across
applications and fraud pat- terns.

e Synthetic data validation: While PaySim-2026 is
widely  accepted and enhanced  with
contemporary fraud patterns, validation on real-
world transaction data from multiple in-
stitutions would strengthen generalizability
claims.

e Adversarial adaptation: Sophisticated
adversaries may adapt their  gradual
manipulation strategies to evade drift detection.
Adversarial robustness requires further investi-
gation.

Future Work

Several directions for future research emerge from

this work, aligned with 2026 technological

capabilities and emerging challenges:

e Real-time optimization at scale: Developing
distributed processing architectures (Apache
Flink, Kafka Streams) and incremental update
methods to enable real-time BDA- EWS
deployment in production environments with
millions of concurrent users.

e Automated parameter tuning with meta-
learning: Meta- learning techniques for
dynamically adjusting window sizes, decay
factors, and thresholds based on observed fraud
patterns and user segments, reducing manual
tuning re- quirements.

e Cross-platform behavioral tracking with privacy
preservation: Extending BDA-EWS to track user
behavior across multiple platforms using
federated learning and differential privacy,
enabling detection of coordinated fraud
attempts.
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e Deep feature learning with transformers:
Incorporating transformer-based architectures
for automated feature ex- traction from raw
transaction sequences, reducing manual feature
engineering requirements.

e Federated learning for cross-institutional drift
detec- tion: Deploying BDA-EWS within
federated learning frameworks enabling multiple
financial institutions to col- laboratively train
drift detection models without sharing sensitive
customer data.

e Causal drift analysis for intervention targeting:
Extend- ing from correlation-based drift
detection to understanding causal factors
underlying behavioral changes using causal
inference techniques.

e Adversarial robustness and evasion detection:
Investi- gating adversarial attacks on drift
detection systems and developing robust
architectures that maintain performance under
sophisticated evasion attempts.

e Integration with automated response systems:
Develop- ing closed-loop systems where BDA-
EWS alerts trigger au- tomated protective
measures with appropriate human over- sight.

e Explainability enhancement with counterfactual
gen- eration:  Generating  counterfactual
explanations showing minimal behavioral
changes required to return to low-risk status.

e Longitudinal studies on drift patterns:
Conducting multi-year longitudinal studies
tracking behavioral drift patterns across millions
of users to identify universal drift signatures.
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