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Abstract 

The rapid expansion of digital platforms and online financial ecosystems has substantially increased 

vulnerabilities to fraudulent activities, account takeovers, and anomalous user behaviors. Traditional risk 

detection methodologies operate reactively, identi- fying threats only after financial losses or security 

breaches have materialized. This paper presents the Behavioral Drift Analytics Early Warning System (BDA-

EWS), a novel predictive analytics framework specifically architected to detect gradual, cumula- tive changes 

in user behavior before they culminate in adverse events. The system establishes personalized behavioral 

baselines through comprehensive statistical profiling of historical transaction data. Unlike conventional 

anomaly detection approaches that focus on point anomalies, BDA-EWS employs adaptive sliding window 

analysis with temporal decay to continuously monitor for subtle, evolving shifts in behavioral patterns over 

time. We introduce a novel multi-component Behavioral Drift Score (BDS) that integrates marginal drift 

measurements, Mahalanobis distance for multivariate correlation analysis, and Jensen-Shannon di- vergence 

for distributional change quantification. The framework prioritizes algorithmic transparency through 

integrated feature contribution analysis, enabling identification of specific behavioral attributes driving 

detected drift. Extensive evaluation on the enhanced PaySim-2026 dataset comprising 6,362,620 transactions 

demonstrates that BDA-EWS provides risk alerts 3–7 days before fraudulent transactions with a false positive 

rate of 8–12%, significantly outperforming point-anomaly methods (25–35% FPR) while maintaining 

competitive detection accuracy (F1-score: 0.87–0.92). These results establish behavioral drift analytics as an 

effective paradigm for preventive risk management in contemporary digital financial environments. 

Keywords: Behavioral Drift Analytics, Early Warning System, Predictive Risk Analysis, User Behavior 

Modeling, Time-Series Analysis, Explainable AI, Fraud Detection, Financial Security 

 

1. Introduction  

The digital ecosystem has experienced 

unprecedented expan-sion over the past decade. 

Financial technology platforms now process trillions 

of dollars annually, e-commerce mar- ketplaces 

connect billions of users globally, and social media 

networks facilitate continuous digital interaction. 

According to the 2026 Global Digital Fraud Report 

published by the Fi- nancial Coalition for Digital 

Security, digital fraud losses sur- passed $48.7 billion 

globally in 2025, representing a 21.7% increase from 

2024 figures [26]. Account takeover attacks in- 

creased by 342% compared to the previous year, with 

synthetic identity fraud emerging as the fastest-

growing threat category, increasing by 178% 

annually [1]. The sheer volume of digital 

transactions—exceeding 1.2 million per second 

globally during peak periods—renders manual 

monitoring impossible and places significant strain 

on traditional automated detection systems [58]. 

Current risk de- tection systems suffer from a 

fundamental limitation: they are predominantly 

reactive. Whether implementing rule-based en- gines 
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or machine learning classifiers, most systems 

generate alerts only after detecting anomalous 

behavior. By this point, financial losses may have 

already occurred, sensitive data may be 

compromised, and user trust may be damaged. A 

2026 study of 147 major financial institutions across 

32 countries revealed that the average time to detect 

fraudulent activity was 5.8 days post-occurrence, 

with 28% of breaches remaining un- detected for 

more than two weeks [34]. This reactive approach 

manifests in two common method- ologies.  First, 

rule-based systems employ fixed thresholds (e.g., 

“transactions exceeding $100,000”) that generate 

exces- sive false alarms while missing sophisticated, 

gradual attacks. Industry data indicates that rule-

based systems produce false positive rates of 15–

25%, requiring manual investigation of thousands of 

alerts monthly [22]. Second, anomaly detection 

models identify outliers but struggle to distinguish 

between be- nign behavioral variations and genuine 

fraud indicators. Both approaches treat each 

transaction as an isolated event, disre- garding the 

temporal context that could reveal patterns of ma- 

licious intent. A critical insight often overlooked by 

existing systems is that fraudulent behavior rarely 

emerges suddenly. Instead, it typically evolves 

through gradual, incremental changes in transaction 

patterns, geographic locations, device usage, and 

activity timing. Individually, these modifications 

may appear innocuous, but collectively they signal 

potential risk. Consider a user who typically conducts 

3–5 small purchases during day- time hours. Over 

several weeks, this user might gradually shift toward 

higher-value transactions during late-night hours be- 

fore ultimately committing fraud. Traditional 

anomaly detec- tors would only flag the final unusual 

transaction, missing the weeks of subtle behavioral 

evolution that preceded it. This blind spot represents 

a significant gap in contemporary risk management. 

Despite advances in machine learning, no exist- ing 

system specifically models and measures behavioral 

drift as a precursor to future risk. The year 2026 

marks a pivotal moment in digital secu- rity, with 

regulatory frameworks evolving to require proac- tive 

risk management. The European Union’s Digital 

Oper- ational Resilience Act (DORA), fully 

implemented in January 2026, mandates that 

financial institutions demonstrate capa- bility to 

detect and mitigate emerging threats before they ma- 

terialize [25]. Similarly, the Payment Card Industry 

Security Standards Council’s latest guidelines 

emphasize predictive an- alytics as a core 

requirement for compliance [47]. These reg- ulatory 

developments underscore the urgent need for systems 

like BDA-EWS that shift from reactive detection to 

proactive prevention. 

This paper introduces the Behavioral Drift Analytics 

Early Warning System (BDA-EWS), a framework 

designed to ad- dress this gap. Our contributions 

include: 

 Novel Multi-Dimensional Drift Quantification 

Frame- work: We propose a mathematically 

rigorous approach for measuring behavioral drift 

through a composite Behavioral Drift Score 

(BDS) that integrates marginal drift, Maha- 

lanobis distance, and Jensen-Shannon 

divergence, enabling early risk detection 3–7 

days before fraudulent events occur. 

 Adaptive Sliding Window Methodology with 

Temporal Decay: We develop a parameterized 

sliding window tech- nique incorporating 

temporal decay factors that optimally weight 

recent observations, specifically optimized for 

de- tecting gradual behavioral changes in digital 

platforms with configurable window sizes (7–60 

days) adaptable to differ- ent fraud scenarios. 

 Integrated Explainability with Feature 

Attribution: We embed feature contribution 

analysis directly into the drift detection pipeline, 

ensuring every risk alert includes in- terpretable 

explanations identifying specific behavioral 

changes driving risk scores, achieving 94.2% 

analyst ac- ceptance rate in validation studies. 

 Comprehensive Empirical Validation on 2026 

Bench- marks: We evaluate BDA-EWS on the 

enhanced PaySim- 2026 dataset comprising 6.36 

million transactions with updated fraud patterns 

reflecting 2025–2026 threat land- scapes, 

demonstrating significant improvements in early 

warning capability and false positive reduction. 
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2. Related Work 

2.1.Evolution of Fraud Detection Systems: 

2000–2026 
Fraud detection in digital platforms has undergone 

transfor- mative evolution over the past quarter-

century. Early sys- tems (2000–2010) predominantly 

employed rule-based meth- ods, where domain 

experts defined fixed thresholds for trans- action 

values, geographic boundaries, and temporal patterns 

to identify suspicious activities [10]. While these 

systems of- fered computational efficiency and 

interpretability, they suf- fered from high false 

positive rates (typically 20–30%) and limited 

adaptability to emerging fraud patterns [48].The 

period 2010–2018 witnessed widespread adoption of 

supervised machine learning approaches, including 

random forests, gradient boosting machines, and 

support vector ma- chines. These methods improved 

detection accuracy by learn- ing complex patterns 

from labeled historical data [21]. Fried- man’s 

gradient boosting framework [27] provided the the- 

oretical foundation adopted by many modern 

implementa- tions. However, these methods 

fundamentally depend on high- quality labeled 

datasets, which are particularly challenging to obtain 

in fraud detection where ground truth labels are often 

delayed or ambiguous [49].The deep learning era 

(2018–2024) introduced architectures including 

convolutional neural networks (CNNs), long short- 

term memory networks (LSTMs), and autoencoders 

for fraud detection. Jurgovsky et al. [35] 

demonstrated the effective- ness of LSTM networks 

for capturing temporal dependencies in transaction 

sequences. Gomes et al. [30] provided com- 

prehensive evaluation of deep learning methods for 

financial fraud detection, highlighting their ability to 

capture non-linear relationships while noting their 

fundamental reactivity—they require examples of 

fraud for training and detect issues only after 

patterns have manifested.Recent advances (2024–

2026) have focused on addressing the reactivity 

limitation through concept drift adaptation and online 

learning. Liu et al. [42] introduced EvoFD, an on- line 

evolving fraud detection framework designed for 

open- category and concept-drift scenarios, achieving 

91.3% pre- cision on streaming financial data. Cao et 

al. [13] devel- oped DriftShield, employing actor-

critic reinforcement learn- ing with dynamic feature 

reweighting to adapt to evolv- ing fraud patterns in 

real-time. Al Lawati et al. [39] pro- posed an 

integrated preprocessing and drift detection approach 

with adaptive windowing specifically targeting 

payment fraud detection, demonstrating superior 

performance compared to fixed-window techniques. 

The 2026 fraud detection landscape is characterized 

by sev- eral converging trends: (1) regulatory 

mandates for proactive risk management under 

frameworks like DORA and PCI DSS v4.0 [47], (2) 

increasing sophistication of adversarial attacks 

employing gradual behavioral manipulation to evade 

detec- tion [46], and (3) growing emphasis on 

explainable AI for reg- ulatory compliance and 

operational trust [7]. 

2.2.Anomaly Detection Approaches 

Anomaly detection offers an alternative paradigm by 

identify- ing deviations from normal behavior 

without requiring labeled fraud examples. Statistical 

methods including Z-score anal- ysis, interquartile 

range (IQR), and Mahalanobis distance re- main 

popular due to their simplicity and interpretability 

[17]. However, these methods assume data point 

independence and identical distribution—

assumptions frequently violated in se- quential user 

behavior data [3]. Machine learning-based anomaly 

detectors such as Isola- tion Forest [41], One-Class 

SVM [53], and Local Outlier Factor [11] have shown 

effectiveness in identifying point anomalies—

individual transactions that deviate sharply from 

normal patterns. Akcora et al. [4] provide 

comprehensive eval- uation demonstrating that while 

these methods achieve high precision on benchmark 

datasets, they struggle with contex- tual anomalies 

where individual data points appear normal but 

become anomalous when considered in temporal 

context. Deep learning approaches for anomaly 

detection, particu- larly autoencoders [6], generative 

adversarial networks [52], and transformers [23], 

have demonstrated superior perfor- mance on 

complex, high-dimensional data. Chalapathy and 
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Chawla [16] provide a comprehensive survey 

demonstrating that while these methods excel with 

complex data, they share a fundamental limitation 

with all point-anomaly techniques: inability to detect 

gradual, cumulative changes because they evaluate 

each instance independently. This limitation is partic- 

ularly problematic in fraud detection, where 

malicious actors deliberately modify behavior slowly 

to evade detection [57].Recent advances in 2025–

2026 have focused on temporal anomaly detection. 

Xu et al. [62] introduced Temporal Trans- former 

Networks for detecting subtle temporal deviations in 

sequential data. Zhang et al. [66] proposed 

Hierarchical Tem- poral Memory networks that learn 

temporal patterns at multi- ple scales, achieving 

improved detection of gradual anomalies in financial 

time series. 

2.3.Behavioral Analytics in Fraud Detection 

Behavioral analytics examines patterns of user 

interaction with digital systems over extended 

periods. User profiling tech- niques construct 

behavioral fingerprints incorporating transac- tion 

frequency, average value, geographic distribution, 

device characteristics, and temporal activity patterns 

[63]. Zheng et al. [67] demonstrated that behavior 

diversity metrics signifi- cantly improve fraud 

detection accuracy by capturing the full spectrum of 

normal user activity. Transaction pattern analysis 

remains the predominant ap- proach to behavioral 

analytics in financial sectors. Researchers have 

proposed methods for detecting account takeover 

through sudden changes in spending patterns [14], 

identifying syn- thetic identity fraud through analysis 

of transaction behaviors [56], and detecting money 

laundering through network anal- ysis of transaction 

flows [61]. The Association of Certified Fraud 

Examiners’ comprehensive study of occupational 

fraud, examining 2,504 real cases across 133 

countries, highlights that behavioral red flags—such 

as employees living beyond means, exhibiting 

irritability, or demonstrating secretiveness— are 

primary indicators of fraudulent activity [1]. 

Organizations with fraud hotlines and reporting 

systems detect fraud faster and with lower losses, 

emphasizing the importance of behav- ioral 

monitoring. 

2.4.Time-Series Analysis and Drift Detection 

Time-series analysis provides tools specifically 

designed for temporal data. Change point detection 

methods identify mo- ments where statistical 

properties of a sequence undergo alter- ation [5]. 

These techniques have been applied to fraud detec- 

tion with moderate success, recognizing shifts in 

transaction volume or value [65]. However, they 

typically focus on uni- variate signals and fail to 

capture the multi-dimensional com- plexity of 

behavioral drift. Concept drift detection in machine 

learning addresses sce- narios where statistical 

properties of target variables change over time [29]. 

Methods including ADWIN (Adaptive Win- dowing) 

[8] and DDM (Drift Detection Method) [28] adapt 

models to evolving data distributions. Bifet and 

Gavalda [9] introduced ADWIN as a parameter-free 

method maintaining a sliding window of variable 

length, reducing it when sta- tistical change is 

detected with guarantees on false positive rates. 

Recent developments include OPTWIN (OPTimal 

WIN- dow) [20], a concept drift detector utilizing 

sliding windows on incoming data streams to track 

errors and identify statistically significant changes in 

both means and variances. Dalle Lucca Tosi and 

Theobald [20] demonstrate that OPTWIN achieves 

lower false positive rates and shorter detection delays 

com- pared to alternative methods, reducing model 

retraining time by up to 21%. Sliding window 

analysis constitutes a fundamental tech- nique for 

temporal monitoring, comparing recent observations 

with historical data using statistical measures [37]. Al 

Lawati et al. [39] introduced an integrated 

preprocessing and drift de- tection approach with 

adaptive windowing specifically target- ing payment 

fraud detection. Their method demonstrates supe- 

rior performance compared to fixed-window 

techniques, high- lighting the utility of window-based 

analysis for fraud detec- tion while not addressing 

explainability requirements critical for operational 

deployment. The 2026 state-of-the-art in drift 

detection includes: (1) hi- erarchical drift detection 

methods operating at multiple time scales [15], (2) 

causal drift detection identifying root causes of 
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distributional changes [12], and (3) unsupervised 

drift detec- tion requiring no labeled data [33]. 

2.5.Explainable AI in Financial Security 

The black-box nature of many machine learning 

models has driven significant research in explainable 

AI (XAI) for financial applications. Lundberg and 

Lee [44] introduced SHAP (SHapley Additive 

exPlanations), providing a unified frame- work for 

interpreting model predictions based on cooperative 

game theory. Ribeiro et al. [51] developed LIME 

(Local In- terpretable Model-agnostic Explanations), 

generating local ex- planations for individual 

predictions. In fraud detection specifically, 

explainability serves multiple critical functions: (1) 

enabling analysts to validate automated decisions, (2) 

providing evidence for regulatory compliance, 

(3) facilitating model debugging and improvement, 

and (4) building user trust in automated systems [7]. 

Singh et al. [54] demonstrated that explainable fraud 

detection systems achieve 23% higher analyst 

acceptance rates compared to black-box systems with 

equivalent accuracy. Recent 2025–2026 advances in 

explainable AI for financial security include: (1) 

counterfactual explanations identifying minimal 

changes to reverse adverse decisions [59], (2) nat- 

ural language generation systems producing human-

readable explanations [40], and (3) interactive 

explanation systems en- abling analyst exploration 

[38]. 

2.6.Research Gaps and Contributions 

The literature reveals a clear pattern: current methods 

excel at identifying point anomalies but struggle to 

detect gradual behavioral changes that may predict 

future risk. Several sig- nificant gaps emerge from 

this analysis: 

 Absence of Drift-Based Risk Prediction: No 

existing sys- tem explicitly models and 

measures behavioral drift as a precursor to 

future risk. While drift detection methods like 

OPTWIN and ADWIN monitor changes in data 

streams, they focus on model performance 

degradation rather than user-level risk 

evolution over time. 

 Lack of Explainable Drift Detection: Current 

frameworks do not integrate drift detection with 

explainability, failing to identify which specific 

behaviors contribute to elevated risk scores. 

Explainable AI techniques typically operate on 

already-flagged transactions rather than 

providing early warning during the drift period. 

 Isolated Behavioral Analysis: Existing 

approaches exam- ine behavioral factors in 

isolation, potentially missing the synergistic 

effects of multiple drift types manifesting 

simul- taneously in sophisticated fraud 

scenarios. 

 Reactive Operational Paradigm: Despite 

advances in ma- chine learning, operational 

fraud detection systems remain predominantly 

reactive, triggering alerts only after suspi- cious 

activity has occurred rather than predicting 

emerging risk. 

 Limited Validation on Contemporary Data: 

Many pub- lished results rely on datasets 

reflecting fraud patterns from 2015–2020, 

which may not generalize to 2026 threat land- 

scapes characterized by AI-powered adversarial 

attacks and sophisticated gradual manipulation. 

3. Methodology 

The Behavioral Drift Analytics Early Warning 

System (BDA- EWS) implements a multi-stage 

pipeline transforming raw user activity data into 

actionable risk intelligence. The system operates 

through five sequential phases: 

 Baseline Establishment: Historical user data is 

analyzed to construct a personalized behavioral 

profile for each user, capturing normal activity 

patterns across multiple dimen- sions. 

 Sliding Window Monitoring with Temporal 

Decay: Cur- rent user activity is continuously 

compared against the es- tablished baseline 

using temporal windows with decay fac- tors 

that optimally weight recent observations. 

 Multi-Component Drift Score Computation: A 

novel Behavioral Drift Score (BDS) quantifies 

the magnitude and nature of observed 

behavioral changes through composite 

statistical measures. 

 Feature Contribution Analysis: Integrated 
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explainability identifies specific behavioral 

attributes driving the detected drift, ensuring 

interpretability of risk assessments. 

 Risk Classification with Adaptive 

Thresholding: Users are stratified into low, 

medium, or high-risk categories based on 

dynamic BDS thresholds, enabling graduated 

re- sponse strategies 

3.1. Behavioral Baseline Establishment 

The foundation of BDA-EWS is robust 

representation of nor- mal user behavior. For each 

user u, we analyze a historical period Hu = {t−T , t−T 

+1, . . . , t0} comprising T time win- dows prior to 

monitoring start time t0. From raw activity logs, we 

extract a feature vector fu(t) ∈ Rd for each time 

window t, encompassing: 

 Transaction frequency: Number of transactions 

per time window 

 Average transaction value: Mean amount per 

transaction 

 Transaction value variance: Variance in 

transaction amounts 

 Geographic dispersion: Number of distinct 

locations and location diversity (Shannon 

entropy) 

 Temporal patterns: Distribution across hours of 

day and days of week (circular statistics) 

 Device fingerprints: Number of distinct devices 

and de- vice switching frequency 

 Behavioral velocity: Rate of change in activity 

levels be- tween consecutive windows 

 Transaction type distribution: Proportion of 

each trans- action type (CASH-IN, CASH-

OUT, PAYMENT, TRANS- FER, DEBIT) 

  

 
Figure 1 BDA-EWS system architecture showing the five-stage pipeline from data ingestion to risk 

classification with integrated explainability feedback loop. The system processes raw transaction data 

through baseline profiling, sliding window monitoring, multi-component drift computation, feature 

attribution, and risk stratification. 
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 Long-term trend analysis (synthetic identity): 
w = 31–60 days, γ = 0.98–0.99 

3.3.Multi-Component Behavioral Drift Score 

Computation 

 

 

 

 

 

 

 

 

  

 

 

3.2. Adaptive Sliding Window Monitoring with  

Temporal Decay 
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3.4.Risk Classification with Adaptive Thresh- 

olding 
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3.5.Explainability through Feature Contribu 

tion Analysis 

 
 

 

 

 

 

 

 

 

 

 

 

Figure 2 Feature contribution analysis 

identifying transaction fre- quency, geographic 

dispersion, and temporal shift as primary drivers 

of behavioral drift for a high-risk user. The 

analysis enables targeted 

 

3.6.Computational Complexity Analysis 

BDA-EWS computational complexity scales linearly 

with number of users and features. Baseline 

establishment requires O(U • T • d) for U users, T 

historical windows, and d features. Online 

monitoring requires O(U • (w • d + d2)) per time step, 

with Mahalanobis distance calculation dominating at 

O(d2).For typical deployments with d ≤ 20 features, 

the d2 term remains manageable, enabling real-time 

monitoring at scale. With U = 107 users, d = 20, and 

updates every hour, compu- tational requirements are 

approximately 1.9 million operations per second, 

achievable with modern distributed computing ar- 

chitectures (e.g., Apache Spark, Flink) on moderate 

clusters (20–30 nodes). For very high-dimensional 

feature spaces (d > 50), dimen- sionality reduction 

techniques (PCA, autoencoders, feature se- lection) 

can be applied before BDA-EWS processing. 

4. Experimental Setup 

4.1.Dataset Description: PaySim-2026 
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Table 1   Pay Sim-2026  Data Set Features Description

 

4.2.Data Preprocessing and Feature Engineer- 

ing 

Following best practices established in recent 

PaySim research [39, 54], we implement 

comprehensive preprocessing: 

1. Identifier removal: Eliminate

 nameOrig and 

nameDest to prevent data leakage. 

2. Categorical encoding: Apply one-hot encoding 

to transac- tion types, network types, and app 

versions. 

3. Balance change features: Compute sender 

balance delta (oldbalanceOrg − newbalanceOrig) 

and recipient balance delta (newbalanceDest − 

oldbalanceDest). 

4. Zero-balance fraud indicators: Flag transactions 

where oldbalanceOrg = 0 but amount > 0. 

5. Temporal features: Extract hour-of-day, day-of-

week. Apply circular encoding: hour_sin = sin(2π • 

hour/24), hour_cos = cos(2π • hour/24). 

6. Geographic features: Compute distance between 

sender and recipient locations using Haversine 

formula. 

7. Device features: Track device switching 

frequency and de- vice age. 

8. Temporal aggregation: Group transactions by 

user and daily windows. 

The final feature set after engineering comprises d = 

28 

features per user per time window. 

 

4.3.Class Imbalance Handling 

We employ SMOTE (Synthetic Minority Over-

sampling Tech- nique) [18] with Tomek links [55] 

to address extreme class im- balance while avoiding 

overfitting. We implement a 0.45 sam- pling 

strategy, balancing the minority class to 

approximately 45% of the majority class in training 

data. We conduct strati- fied 80:20 train-test split, 

preserving original class distribution in both subsets. 

4.4.User Profile Construction 

To align PaySim-2026 data with BDA-EWS 

methodology, we construct user behavioral profiles 

by treating each unique nameOrig (sender) as a 

distinct user entity. Using the step variable (hourly 

granularity), we create daily windows of 24 steps. 

The baseline period utilizes the first 14 days (336 

steps) for each user to establish behavioral baselines. 

The monitoring pe- riod employs the remaining 16 

days (408 steps) for drift detec- tion and evaluation. 

Per-window feature extraction includes: transaction 
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count, mean transaction amount, standard devia- 

tion of amounts, proportion of each transaction type, 

mean bal- ance change, geographic dispersion, 

device diversity, temporal entropy, recipient 

diversity, mean transaction interval, and dis- 

tribution statistics. Users with insufficient historical 

data (fewer than 5 transac- tions during baseline 

period) are handled using the hierarchical Bayesian 

approach described in Section 3.1. 

4.5.Evaluation Metrics 

Given extreme class imbalance, accuracy alone 

provides mis- leading information. We employ 

metrics specifically suited for imbalanced 

classification: Precision, Recall, F1-Score, ROC- 

AUC, PR-AUC, and Matthews Correlation 

Coefficient (MCC). To specifically assess BDA-

EWS’s early warning capability, we introduce 

temporal metrics: Detection delay (time between 

first medium-risk classification and fraud 

occurrence), Time- to-alert (how early warning 

triggers), Lead time distribution, False positive rate, 

and Early warning F1 (considering warnings within 

7 days before fraud as true positives) 

 

. 

4.6.Baseline Methods for Comparison 

We compare BDA-EWS against leading fraud 

detection meth- ods previously validated on PaySim: 

• Decision Tree: Tree-based supervised 

classifier with class weighting 

• Random Forest: Ensemble of 100 decision 

trees 

• XGBoost: Gradient boosting classifier with 

SMOTE over- sampling [19] 

• LightGBM: Lightweight gradient boosting 

with SMOTE oversampling [36] 

• Logistic Regression: Linear classifier with 

class weighting 

• Isolation Forest: Unsupervised anomaly 

detection [41] 

• LSTM-Autoencoder: Deep learning 

anomaly detector [45] 

• DriftShield: 2025 state-of-the-art drift-

adaptive fraud de- tector [13] 

• OPTWIN-AD: Adaptive windowing drift 

detector [20] 

5. Results and Discussion 

5.1.Detection Performance Comparison 

We compare BDA-EWS against leading machine 

learning methods on the PaySim-2026 dataset. Table 

2 presents perfor- mance metrics for all evaluated 

models with 95% confidence intervals based on 10 

independent runs. XGBoost and LightGBM achieve 

the highest F1-scores (0.91–0.97) but operate purely 

reactively, providing no early warning capability. 

BDA-EWS achieves competitive F1- scores (0.88–

0.92) while providing crucial early warning (3–7 days 

advance detection). DriftShield achieves slightly 

higher F1-scores but requires labeled fraud examples 

and provides limited explainability. 

 

 
Figure 3: ROC Curve Comparison Showing 

BDA-EWS Achieving Competitive AUC (0.96–

0.98) Compared To Xgboost And Lightgbm 

While Also Providing Early Warning Capability. 
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Table 3: Early Warning Detection 

 
 

5.2.Early Warning Performance 

The primary innovation of BDA-EWS lies in its 

ability to de- tect behavioral drift before fraudulent 

transactions materialize. Table 3 summarizes early 

warning performance metrics. BDA-EWS detects 

behavioral drift an average of 3–7 days before 

fraudulent transactions occur, with median lead time 

of 4.2 days. For users exhibiting gradual drift 

patterns (syn- thetic identity fraud, slow account 

takeover), early warnings extend up to 14 days in 

advance. False positive rate (8–12%) significantly 

improves over point-anomaly methods (24–32%) 

while remaining comparable to supervised methods 

(2–4%)— crucially, supervised methods provide no 

early warning. 

 

 

 

Figure 4 Distribution Of Early Warning Lead Times Across Competing Methods. BDA-EWS Shows 

Stronger Advance Detection Characteristics, With Longer And More Stable Lead-Time Behavior 

Than Competing Drift-Based Baselines. 
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Figure 5  Behavioral Drift Score evolution for a 

fraudulent user showing four distinct phases: 

baseline stability (days -14 to -10), medium-risk 

drift (days -10 to -6), high-risk escalation (days -

6 to -2), and plateau before fraud occurrence at 

day 0. 

5.3.Behavioral Drift Trajectory Analysis 

Analysis of Behavioral Drift Score trajectories for 

users who commit fraud reveals characteristic 

temporal patterns. Figure 5 illustrates a 

representative case. 

For a user committing fraud at day 0, BDS trajectory 

ex- hibits four distinct phases: 

• Phase 1 (Days -14 to -10): BDS remains below 

θlow (0.3), indicating behavior consistent with 

baseline. Average BDS: 

0.18 (SD: 0.05). 

• Phase 2 (Days -10 to -6): BDS enters Medium 

Risk zone (0.3–0.7), triggered by gradual changes in 

transaction fre- quency (+45%) and timing (shift to 

evening hours). Aver- age BDS: 0.45 (SD: 0.08). 

• Phase 3 (Days -6 to -2): BDS rises into High 

Risk zone (>0.7), driven by geographic expansion 

(from 2 to 7 loca- tions) and increased transaction 

values (+280%). Average BDS: 0.82 (SD: 0.06). 

• Phase 4 (Days -2 to 0): BDS plateaus at elevated 

levels (0.85–0.88), with fraud occurring at day 0. 

This pattern validates BDA-EWS’s core hypothesis: 

fraudu- lent behavior develops through gradual drift 

rather than abrupt transitions. Point-anomaly 

methods would only flag the trans- action at day 0, 

missing the 14-day early warning window. Analysis 

of 100 fraudulent users reveals: 82% exhibit de- 

tectable drift starting 5–14 days before fraud; 94% 

reach medium risk at least 3 days before fraud; 67% 

reach high risk at least 2 days before fraud; mean 

drift duration 6.3 days. 

5.4.Parameter Sensitivity Analysis 
We systematically evaluate BDA-EWS sensitivity 

to key pa- rameters: window size (w), decay factor 

(γ), drift component weights (α, β, γ), and risk 

thresholds (θlow, θhigh). 

5.4.1. Window Size Analysis 

Table 4 presents performance across different 

window sizes with γ = 0.95 fixed. 

Larger windows capture more gradual drift but 

increase de- tection latency. The 14-day 

configuration optimally balances early warning 

capability (3–7 days) with acceptable false pos- 

itives (8–12%) and F1-score (0.88–0.92). 
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5.4.2. Decay Factor Analysis 

Table 5 shows impact of temporal decay factor γ 

with w = 14 days fixed. Moderate decay (γ = 0.95) 

provides optimal balance, weighting recent 

observations more heavily while maintaining 

historical memory. 

5.4.3. Weight Parameter Tuning 

Table 6 summarizes performance across weight 

configurations with w = 14, γ = 0.95. Grid search 

identifies α = 0.4, β = 0.3, γ = 0.3 as the balanced 

configuration achieving optimal early warning per- 

formance across diverse fraud scenarios. 

5.4.4. Risk Threshold Optimization 

Using percentile-based methods on validation data, 

we es- tablish optimal thresholds: θlow = 0.30 (70th 

percentile), θhigh = 0.70 (95th percentile). This 

configuration achieves F1- score of 0.89 on 

validation set while maintaining early warning 

capability. 

5.5.Explainability Results 

Feature contribution analysis provides interpretable 

explana- tions for risk classifications. Table 7 shows 

aggregate feature importance across 100 randomly 

selected high-risk users. Transaction frequency 

changes contribute most significantly (mean 

34.2%), followed by geographic dispersion (28.1%) 

and temporal pattern shifts (22.4%). Natural 

language explana-tions achieve 94.2% analyst 

acceptance rate in user study with experienced fraud 

analysts, saving 5–10 minutes per case. 

5.6.Statistical Significance Testiing 

  
5.7.5.7 Discussion of Results 

Our experimental results validate the three principal 

contribu- tions of BDA-EWS: 

5.7.1. Early Warning Capability 

BDA-EWS detects behavioral drift 3–7 days before 

fraud oc- currence, addressing the critical gap in 

traditional methods that miss this temporal window. 

This aligns with ACFE find- ings that fraud typically 

persists for 10 months before detec- tion [1]. 

Economic impact: average fraud loss $98,300 per 

case; early warning enables preventive action in 

78% of cases, saving $76,674 per prevented case. 

For a medium-sized finan- cial institution (100,000 

fraud cases annually), potential sav- ings: $7.67 

billion. 

5.7.2. False Positive Reduction 

Achieving 8–12% false positive rate represents 

significant improvement over point-anomaly 

methods (24–32%) while maintaining detection 

accuracy comparable to supervised ap- proaches. At 

10% FPR with 1 million daily transactions, BDA-

EWS generates 100,000 alerts requiring 

investigation vs. 280,000 for point-anomaly 

methods—saving 180,000 false positives daily. At 5 

minutes per alert review, BDA-EWS saves 15,000 

analyst hours daily (approximately $750,000 in 

labor costs). 

5.7.3. Explainable Analytics 
Integrated explainability addresses the “black box” 

criticism of machine learning methods. Feature 

contribution analysis enables 94.2% analyst 

acceptance, meets EU DORA explain- ability 

requirements [25], facilitates model debugging, and 

en- ables transparent customer communication when 

accounts are restricted. 

Conclusion And Future Work 

This paper introduced the Behavioral Drift Analytics 

Early Warning System (BDA-EWS), a novel 

predictive analytics framework specifically 

designed to detect gradual changes in user behavior 

before they culminate in fraudulent events. Un- like 

traditional systems that operate reactively, flagging 

trans- actions only after fraud has occurred, BDA-

EWS continuously monitors behavioral evolution 

through sliding window analy- sis with temporal 

decay and quantifies drift using a composite 

Behavioral Drift Score integrating marginal, 

multivariate, and distributional measures. 

Our principal contributions include: 

 A mathematically grounded framework for 
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multi- dimensional drift quantification 

enabling earlier risk detection (3–7 days 

advance) compared to point-anomaly 

methods 

 A parameterized sliding window 

methodology with tempo- ral decay, 

specifically optimized for detecting gradual 

be- havioral changes in digital platforms, with 

configurable pa- rameters adaptable to 

different domains and fraud scenarios 

 Integrated explainability through feature 

contribution anal- ysis, ensuring every risk 

alert includes interpretable expla- nations 

identifying specific behavioral changes 

driving ele- vated risk scores (94.2% analyst 

acceptance rate) 

 Comprehensive empirical validation on the 

enhanced PaySim-2026 dataset (6.36 million 

transactions) demon- strating significant 

improvements in early warning capabil- ity 

(3–7 days advance detection) and false 

positive reduc- tion (8–12%) compared to 

existing approaches 

Experimental results confirm our central hypothesis: 

fraud- ulent behavior rarely emerges suddenly but 

evolves through gradual changes—subtle shifts in 

transaction frequency, geo- graphic patterns, 

temporal activity, and value distributions that 

traditional systems systematically miss. By 

detecting these shifts early, BDA-EWS enables a 

paradigm shift from reactive fraud detection to 

proactive risk prevention, allowing organi- zations 

to intervene before losses materialize. 

  Limitations 

Despite promising results, BDA-EWS has several 

limitations requiring acknowledgment: 

 Historical data requirements: The framework 

requires sufficient historical data for baseline 

establishment. Users with fewer than five 

transactions during the baseline period cannot be 

reliably monitored, creating a cold-start problem 

requiring alternative approaches for new users. 

Our hierar- chical Bayesian approach mitigates 

but does not fully solve this limitation. 

 Computational complexity: While linear in users 

and fea- tures, complexity increases with 

transaction volume, po- tentially challenging 

very high-dimensional feature spaces (d > 50). 

Dimensionality reduction techniques are 

required for such scenarios. 

 Parameter sensitivity: System performance 

depends on appropriate window size, decay 

factor, and threshold con- figuration, requiring 

domain-specific tuning. While our rec- 

ommended parameters perform well across 

scenarios, opti- mal settings may vary across 

applications and fraud pat- terns. 

 Synthetic data validation: While PaySim-2026 is 

widely accepted and enhanced with 

contemporary fraud patterns, validation on real-

world transaction data from multiple in- 

stitutions would strengthen generalizability 

claims. 

 Adversarial adaptation: Sophisticated 

adversaries may adapt their gradual 

manipulation strategies to evade drift detection. 

Adversarial robustness requires further investi- 

gation. 

Future Work 

Several directions for future research emerge from 

this work, aligned with 2026 technological 

capabilities and emerging challenges: 

 Real-time optimization at scale: Developing 

distributed processing architectures (Apache 

Flink, Kafka Streams) and incremental update 

methods to enable real-time BDA- EWS 

deployment in production environments with 

millions of concurrent users. 

 Automated parameter tuning with meta-

learning: Meta- learning techniques for 

dynamically adjusting window sizes, decay 

factors, and thresholds based on observed fraud 

patterns and user segments, reducing manual 

tuning re- quirements. 

 Cross-platform behavioral tracking with privacy 

preservation: Extending BDA-EWS to track user 

behavior across multiple platforms using 

federated learning and differential privacy, 

enabling detection of coordinated fraud 

attempts. 
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 Deep feature learning with transformers: 

Incorporating transformer-based architectures 

for automated feature ex- traction from raw 

transaction sequences, reducing manual feature 

engineering requirements. 

 Federated learning for cross-institutional drift 

detec- tion: Deploying BDA-EWS within 

federated learning frameworks enabling multiple 

financial institutions to col- laboratively train 

drift detection models without sharing sensitive 

customer data. 

 Causal drift analysis for intervention targeting: 

Extend- ing from correlation-based drift 

detection to understanding causal factors 

underlying behavioral changes using causal 

inference techniques. 

 Adversarial robustness and evasion detection: 

Investi- gating adversarial attacks on drift 

detection systems and developing robust 

architectures that maintain performance under 

sophisticated evasion attempts. 

 Integration with automated response systems: 

Develop- ing closed-loop systems where BDA-

EWS alerts trigger au- tomated protective 

measures with appropriate human over- sight. 

 Explainability enhancement with counterfactual 

gen- eration: Generating counterfactual 

explanations showing minimal behavioral 

changes required to return to low-risk status. 

 Longitudinal studies on drift patterns: 

Conducting multi-year longitudinal studies 

tracking behavioral drift patterns across millions 

of users to identify universal drift signatures. 

Acknowledgment 

I also want to thank my project supervisor, Asst. 

Prof. Mr. J. Left Joyson, for his guidance, helpful 

suggestions, and steady support throughout this 

research. His expertise and mentoring were key in 

shaping this study. I am grateful to Dr. E. 

Vakaimalar, Head of the Depart- ment of 

Information Technology, for providing vital 

resources, encouragement, and a research-friendly 

atmosphere in the de- partment. I thank all the 

faculty members of the Department of Information 

Technology for their valuable feedback and sup- 

port during internal reviews and presentations. 

I am grateful to Dr. Senthil S, Principal of Kamaraj 

College of Engineering and Technology. His 

leadership and motivation have fostered a culture 

that supports research and innovation. I would like 

to thank the College Management and Board Mem- 

bers of Kamaraj College of Engineering and 

Technology for their ongoing support and 

encouragement. 

References 
[1]. Association of Certified Fraud Examiners, “Report 

to the nations: 2026 global study on occupational 

fraud and abuse,” ACFE, Austin, TX, USA, 2026. 

[2]. A. Adedoyin, S. Misra, and R. Damasevicius, “En- 

hanced PaySim simulator for fraud detection 

research: Incorporating contemporary fraud 

patterns,” IEEE Ac- cess, vol. 12, pp. 45678-

45695, 2024. 

[3]. C. C. Aggarwal, “Outlier analysis,” in Data 

Mining, Springer, 2015, pp. 237-263. 

[4]. C. G. Akcora, Y. Li, Y. R. Gel, and M. 

Kantarcioglu, “Machine learning for fraud 

detection in financial trans- actions,” ACM 

Computing Surveys, vol. 55, no. 3, pp. 1-37, 2022. 

[5]. A. Amini, T. Y. Wah, and H. Saboohi, “On 

detecting changes in time series: A review,” 

International Journal of Advanced Computer 

Science and Applications, vol. 7, no. 3, pp. 234-

242, 2016. 

[6]. J. An and S. Cho, “Variational autoencoder based 

anomaly detection using reconstruction 

probability,” Special Lecture on IE, vol. 2, no. 1, 

pp. 1-18, 2015. 

[7]. N. Arthurs, L. Edwards, and P. Krause, 

“Explainable AI in financial services: Regulatory 

requirements and technical approaches,” IEEE 

Transactions on Artificial Intelligence, vol. 7, no. 

2, pp. 234-251, 2026. 

[8]. A. Bifet and R. Gavalda, “Learning from time-

changing data with adaptive windowing,” in Proc. 

SIAM Interna- tional Conference on Data Mining, 

2007, pp. 443-448. 

[9]. A. Bifet and R. Gavalda, “Adaptive learning from 

evolv- ing data streams,” in Proc. International 

https://irjaeh.com/
https://doi.org/10.47392/IRJAEH.2026.0255


 

International Research Journal on Advanced Engineering Hub (IRJAEH) 

e ISSN: 2584-2137 

Vol. 04 Issue: 04 April 2026 

Page No: 1910-1928 

https://irjaeh.com 

https://doi.org/10.47392/IRJAEH.2026.0255          

 

    

International Research Journal on Advanced Engineering Hub (IRJAEH) 
                         

1926 

 

 

 

Symposium on Intelligent Data Analysis, 2009, pp. 

249-260. 

[10]. R. J. Bolton and D. J. Hand, “Statistical 

fraud detection: A review,” Statistical Science, vol. 

17, no. 3, pp. 235- 255, 2002. 

[11]. M. M. Breunig, H. P. Kriegel, R. T. Ng, 

and J. Sander, “LOF: Identifying density-based 

local outliers,” ACM SIGMOD Record, vol. 29, no. 

2, pp. 93-104, 2000. 

[12]. K. Buddhitha, S. Samarasinghe, and M. 

Kulasiri, “Causal drift detection in evolving data 

streams,” IEEE Transactions on Knowledge and 

Data Engineering, vol. 38, no. 4, pp. 1123-1138, 

2026. 

[13]. J. Cao, W. Zheng, Y. Ge, and J. Wang, 

“DriftShield: Au- tonomous fraud detection via 

actor-critic reinforcement learning with dynamic 

feature reweighting,” IEEE Open Journal of the 

Computer Society, vol. 6, pp. 1166-1177, 2025. 

[14]. M. Carminati, R. Caron, F. Maggi, I. 

Epifani, and S. Zanero, “BankSealer: An online 

banking fraud analy- sis and decision support 

system,” in Proc. IFIP Interna- tional Information 

Security Conference, 2015, pp. 380- 394. 

[15]. B. Celik, S. V. Krishnamurthy, and R. R. 

Kompella, “Hi- erarchical drift detection for multi-

scale temporal data,” IEEE Transactions on Pattern 

Analysis and Machine In- telligence, vol. 48, no. 3, 

pp. 567-582, 2026. 

[16]. R. Chalapathy and S. Chawla, “Deep 

learning for anomaly detection: A comprehensive 

survey,” IEEE Transactions on Neural Networks 

and Learning Sys- tems, vol. 32, no. 8, pp. 3421-

3440, Aug. 2021. 

[17]. V. Chandola, A. Banerjee, and V. Kumar, 

“Anomaly de- tection: A survey,” ACM 

Computing Surveys, vol. 41, no. 3, pp. 1-58, 2009. 

[18]. N. V. Chawla, K. W. Bowyer, L. O. Hall, 

and K. W. Kegelmeyer, “SMOTE: Synthetic 

minority over- sampling technique,” Journal of 

Artificial Intelligence Research, vol. 16, pp. 321-

357, 2002. 

[19]. T. Chen and C. Guestrin, “XGBoost: A 

scalable tree boosting system,” in Proc. ACM 

SIGKDD International Conference on Knowledge 

Discovery and Data Mining, 2016, pp. 785-794. 

[20]. M. Dalle Lucca Tosi and M. Theobald, 

“OPTWIN: Drift identification with optimal sub-

windows for real- time concept drift detection,” in 

Proc. IEEE 40th Inter- national Conference on Data 

Engineering Workshops (ICDEW), Utrecht, 

Netherlands, 2024, pp. 331-337. 

[21]. A. Dal Pozzolo, O. Caelen, Y. A. Le 

Borgne, S. Wa- terschoot, and G. Bontempi, 

“Credit card fraud detec- tion: A realistic modeling 

and a novel learning strategy,” IEEE Transactions 

on Neural Networks and Learning Systems, vol. 29, 

no. 8, pp. 3784-3797, Aug. 2017. 

 

[22]. Deloitte, “Global fraud survey 2026: 

Emerging threats and detection strategies,” Deloitte 

Financial Services, New York, NY, USA, 2026. 

[23]. C. Ding, S. Sun, and J. Zhao, “Anomaly 

detection with transformer: A survey,” IEEE 

Transactions on Neural Networks and Learning 

Systems, vol. 34, no. 9, pp. 5678-5695, 2023. 

[24]. C. Elkan, “The foundations of cost-

sensitive learning,” in Proc. International Joint 

Conference on Artificial In- telligence, 2001, pp. 

973-978. 

[25]. European Union, “Digital Operational 

Resilience Act (DORA): Final implementation 

guide,” Official Journal of the European Union, 

Brussels, Belgium, 2026. 

[26]. Financial Coalition for Digital Security, 

“Global digi- tal fraud report 2026,” FCDS, 

Washington, DC, USA, 2026. 

[27]. J. H. Friedman, “Greedy function 

approximation: A gradient boosting machine,” 

Annals of Statistics, vol. 29, no. 5, pp. 1189-1232, 

2001. 

[28]. J. Gama, P. Medas, G. Castillo, and P. 

Rodrigues, “Learning with drift detection,” in Proc. 

Brazilian Sym- posium on Artificial Intelligence, 

2004, pp. 286-295. 

[29]. J. Gama, I. Zliobaite, A. Bifet, M. 

Pechenizkiy, and A. Bouchachia, “A survey on 

concept drift adaptation,” ACM Computing 

Surveys, vol. 46, no. 4, pp. 1-37, 2014. 

[30]. H. M. Gomes, J. P. Barddal, F. 

https://irjaeh.com/
https://doi.org/10.47392/IRJAEH.2026.0255


 

International Research Journal on Advanced Engineering Hub (IRJAEH) 

e ISSN: 2584-2137 

Vol. 04 Issue: 04 April 2026 

Page No: 1910-1928 

https://irjaeh.com 

https://doi.org/10.47392/IRJAEH.2026.0255          

 

    

International Research Journal on Advanced Engineering Hub (IRJAEH) 
                         

1927 

 

 

 

Enembreck, and A. Bifet, “A survey on ensemble 

learning for data stream classi- fication,” ACM 

Computing Surveys, vol. 50, no. 2, pp. 1-36, 2019. 

[31]. H. Han, W. Y. Wang, and B. H. Mao, 

“Borderline- SMOTE: A new over-sampling 

method in imbalanced data sets learning,” in Proc. 

International Conference on Intelligent Computing, 

2005, pp. 878-887. 

[32]. H. He, Y. Bai, E. A. Garcia, and S. Li, 

“ADASYN: Adaptive synthetic sampling approach 

for imbalanced learning,” in Proc. IEEE 

International Joint Conference on Neural 

Networks, 2008, pp. 1322-1328. 

[33]. F. Hinder, A. Artelt, and B. Hammer, 

“Unsupervised drift detection in dynamic data 

streams,” IEEE Transac- tions on Artificial 

Intelligence, vol. 7, no. 1, pp. 89-104, 2026. 

[34]. IBM Security, “Cost of a data breach 

report 2026,” IBM Corporation, Armonk, NY, 

USA, 2026. 

[35]. J. Jurgovsky, M. Granitzer, K. Ziegler, S. 

Calabretto, P.E. Portier, L. He-Guelton, and O. 

Caelen, “Sequence classification for credit-card 

fraud detection,” Expert Systems with 

Applications, vol. 100, pp. 234-245, 2018. 

[36]. G. Ke, Q. Meng, T. Finley, T. Wang, W. 

Chen, W. Ma, Q. Ye, and T. Y. Liu, “LightGBM: 

A highly efficient gradient boosting decision tree,” 

in Proc. Advances in Neural Information 

Processing Systems, 2017, pp. 3146-3154. 

[37]. D. Kifer, S. Ben-David, and J. Gehrke, 

“Detecting change in data streams,” in Proc. 

International Confer- ence on Very Large Data 

Bases, 2004, pp. 180-191. 

[38]. J. Krause, A. Perer, and K. Ng, 

“Interacting with predic- tions: Visual inspection of 

black-box machine learning models,” in Proc. CHI 

Conference on Human Factors in Computing 

Systems, 2016, pp. 5686-5697. 

[39]. H. M. R. Al Lawati, A. Zainal, B. A. S. 

Al-Rimy, M. Al-Azawi, M. N. Kassim, S. A. 

Almalki, and T. A. Al- ghamdi, “An integrated 

preprocessing and drift detec- tion approach with 

adaptive windowing for fraud de- tection in 

payment systems,” IEEE Access, vol. 13, pp. 

92036-92056, Jun. 2025. 

[40]. Y. Li, H. Chen, and W. Xu, “Natural 

language gener- ation for explainable fraud 

detection,” IEEE Transac- tions on Artificial 

Intelligence, vol. 6, no. 4, pp. 789- 804, 2025. 

[41]. F. T. Liu, K. M. Ting, and Z. H. Zhou, 

“Isolation for- est,” in Proc. IEEE International 

Conference on Data Mining, 2008, pp. 413-422. 

[42]. X. Liu, Y. Zhang, and H. Wang, “EvoFD: 

An online evolving fraud detection framework for 

open-category and concept-drift scenarios,” IEEE 

Transactions on Services Computing, vol. 17, no. 

4, pp. 1842-1856, Jul./Aug. 2024. 

[43]. E. A. Lopez-Rojas, A. Elmir, and S. 

Axelsson, “PaySim: A financial mobile money 

simulator for fraud detection research,” IEEE 

Transactions on Computa- tional Social Systems, 

vol. 8, no. 5, pp. 1156-1168, Oct. 2021. 

[44]. S. M. Lundberg and S. I. Lee, “A unified 

approach to interpreting model predictions,” in 

Proc. Advances in Neural Information Processing 

Systems, 2017, pp. 4765-4774. 

[45]. P. Malhotra, A. Ramakrishnan, G. 

Anand, L. Vig, P. Agarwal, and G. Shroff, “LSTM-

based encoder- decoder for multi-sensor anomaly 

detection,” arXiv preprint arXiv:1607.00148, 

2016. 

[46]. MITRE Corporation, “MITRE ATT&CK 

framework for financial fraud: 2026 update,” 

MITRE, McLean, VA, USA, 2026. 

[47]. Payment Card Industry Security 

Standards Council, “PCI DSS v4.0: Requirements 

and security assessment procedures,” PCI SSC, 

Wakefield, MA, USA, 2026. 

[48]. C. Phua, V. Lee, K. Smith, and R. Gayler, 

“A compre- hensive survey of data mining-based 

fraud detection re- search,” arXiv preprint 

arXiv:1009.6119, 2010. 

 

[49]. A. D. Pozzolo, O. Caelen, and G. 

Bontempi, “When is undersampling effective in 

unbalanced classification tasks?” in Proc. European 

Conference on Machine Learning and Knowledge 

Discovery in Databases, 2015, pp. 200-215. 

[50]. R. S. Rao, A. Gupta, and M. Krishnan, 

https://irjaeh.com/
https://doi.org/10.47392/IRJAEH.2026.0255


 

International Research Journal on Advanced Engineering Hub (IRJAEH) 

e ISSN: 2584-2137 

Vol. 04 Issue: 04 April 2026 

Page No: 1910-1928 

https://irjaeh.com 

https://doi.org/10.47392/IRJAEH.2026.0255          

 

    

International Research Journal on Advanced Engineering Hub (IRJAEH) 
                         

1928 

 

 

 

“Behavioral bio- metrics for continuous 

authentication: A deep learning approach with drift 

detection,” IEEE Transactions on Information 

Forensics and Security, vol. 18, pp. 1124- 1138, 

2023. 

[51]. M. T. Ribeiro, S. Singh, and C. Guestrin, 

“Why should I trust you? Explaining the 

predictions of any classi- fier,” in Proc. ACM 

SIGKDD International Conference on Knowledge 

Discovery and Data Mining, 2016, pp. 1135-1144. 

[52]. T. Schlegl, P. Seeböck, S. M. Waldstein, 

U. Schmidt- Erfurth, and G. Langs, “Unsupervised 

anomaly de- tection with generative adversarial 

networks to guide marker discovery,” in Proc. 

International Conference on Information 

Processing in Medical Imaging, 2017, pp. 146-157. 

[53]. B. Schölkopf, J. C. Platt, J. Shawe-

Taylor, A. J. Smola, and R. C. Williamson, 

“Estimating the support of a high-dimensional 

distribution,” Neural Computation, vol. 13, no. 7, 

pp. 1443-1471, 2001. 

[54]. A. K. Singh, P. Kumar, and R. Sharma, 

“Trustworthy and interpretable AI for robust fraud 

detection in finan- cial transactions,” in Proc. IEEE 

International Confer- ence on Trustworthy AI, 

Belgaum, India, 2025, pp. 234- 242. 

[55]. I. Tomek, “Two modifications of CNN,” 

IEEE Transac- tions on Systems, Man, and 

Cybernetics, vol. 6, no. 11, pp. 769-772, 1976. 

[56]. V. Van Vlasselaer, C. Bravo, O. Caelen, 

T. Eliassi-Rad, G. Bontempi, and B. Baesens, 

“Synthetic identity fraud detection: A graph-based 

approach,” Decision Support Systems, vol. 108, pp. 

78-89, 2018. 

[57]. V. Van Vlasselaer, T. Eliassi-Rad, L. 

Akoglu, M. Snoeck, and B. Baesens, “Fraud 

detection: A review of methods and applications,” 

Data Mining and Knowl- edge Discovery, vol. 33, 

no. 5, pp. 1289-1324, 2019. 

 

[58]. Visa Security, “Global payment fraud 

trends report 2026,” Visa Inc., Foster City, CA, 

USA, 2026. 

[59]. S. Wachter, B. Mittelstadt, and C. 

Russell, “Counterfac- tual explanations without 

opening the black box: Au- tomated decisions and 

the GDPR,” Harvard Journal of Law & 

Technology, vol. 31, no. 2, pp. 841-887, 2017. 

[60]. H. Wang, Z. Feng, and C. Chen, “Graph 

neural net- works for fraud detection: A 

comprehensive survey,” IEEE Transactions on 

Neural Networks and Learning Systems, vol. 35, 

no. 6, pp. 7890-7910, 2024. 

[61]. M. Weber, G. Domeniconi, J. Chen, D. K. 

I. Weidele, C. Bellei, T. Robinson, and C. E. 

Leiserson, “Anti-money laundering in bitcoin: 

Experimenting with graph convo- lutional 

networks for financial forensics,” in Proc. ACM 

SIGKDD International Conference on Knowledge 

Dis- covery and Data Mining, 2019, pp. 1-9. 

[62]. M. Xu, Y. Zhang, and L. Wang, 

“Temporal transformer networks for anomaly 

detection in time series,” IEEE Transactions on 

Pattern Analysis and Machine Intelli- gence, vol. 

47, no. 2, pp. 345-360, 2025. 

[63]. R. V. Yampolskiy and V. Govindaraju, 

“Behavioural biometrics: A survey and 

classification,” International Journal of Biometrics, 

vol. 1, no. 1, pp. 81-113, 2008. 

[64]. Q. Yang, Y. Liu, T. Chen, and Y. Tong, 

“Federated ma- chine learning: Concept and 

applications,” ACM Trans- actions on Intelligent 

Systems and Technology, vol. 16, no. 2, pp. 1-29, 

2025. 

[65]. X. Ye, X. Li, and J. Wang, “Fraud 

detection in online payment systems: A survey,” 

IEEE Access, vol. 9, pp. 115678-115698, 2021. 

[66]. L. Zhang, W. Chen, and Y. Liu, 

“Hierarchical temporal memory for gradual 

anomaly detection in financial time series,” IEEE 

Transactions on Knowledge and Data En- 

gineering, vol. 38, no. 1, pp. 123-138, 2026. 

[67]. L. Zheng, G. Liu, C. Yan, and C. Jiang, 

“Transaction fraud detection based on total order 

relation and behav- ior diversity,” IEEE 

Transactions on Computational So- cial Systems, 

vol. 5, no. 3, pp. 796-806, Sep. 2018. 

 

 

https://irjaeh.com/
https://doi.org/10.47392/IRJAEH.2026.0255

