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Abstract

Customer support is a critical component of modern digital businesses, where rapid response, personalization,
and scalability are essential. Traditional support systems often struggle with high operational costs, limited
scalability, and inconsistent user experience. This paper presents Nexa, a modern Al-powered customer
support platform developed as a multi-tenant B2B SaaS solution integrating Al chatbots, voice assistants,
real-time dashboards, and subscription-based access control. Nexa leverages a monorepo architecture using
Turbo Repo, Next.js, Convex, Clerk, and Vapi, enabling seamless real-time communication and Al-driven
automation. The platform supports multi-modal conversations through chat and voice, dynamic knowledge
base creation via embeddings, and secure per-organization APl key management using AWS Secrets Manager.
Experimental deployment demonstrates that Nexa significantly improves response efficiency, operational
scalability, and system reliability, making it suitable for real-world enterprise customer support applications.
Keywords: Al Customer Support, Multi-Tenant SaaS, Voice Assistant, Convex, Knowledge Base, Real-Time

Systems, AWS Secrets Manager, SaaS Architecture.

1. Introduction

With the rapid digital transformation of businesses,
customer expectations regarding service quality,
availability, and responsiveness have increased
significantly. Traditional customer support systems
rely heavily on human agents, resulting in high
operational costs and limited scalability. The
introduction of Al-powered conversational systems
has revolutionized this domain by automating routine
queries and enabling 24/7 support. However, existing
Al-based platforms face challenges related to multi-
tenancy, secure APl management, real-time data
synchronization, and flexible deployment. To address
these limitations, we propose Nexa, an Al-powered
customer support platform designed as a scalable,
secure, and extensible multi-tenant SaaS solution.
Nexa integrates Al chat, voice agents, real-time
operator dashboards, subscription enforcement, and
embedded widget deployment into a single unified
system. By leveraging modern  full-stack
technologies such as Convex for reactive databases,
Clerk for authentication, and Vapi for voice
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assistants, Nexa enables organizations to deploy
customized support systems with minimal overhead.
This work focuses on designing, implementing, and
evaluating a production-ready Al support platform
that emphasizes modularity, security, scalability, and
usability. [1]

2. Ease of Use

The Nexa platform is designed with a user-centric
approach, ensuring minimal learning effort and
smooth interaction across all components. For
customers, Nexa provides an embedded chat widget
and voice interface that requires no account creation.
Session-based anonymous access allows users to
initiate conversations instantly, reducing friction and
improving engagement. The widget interface is
intuitive, responsive, and lightweight, making it
suitable for integration across various websites and
devices. For operators, the real-time dashboard offers
a unified view of all conversations, including user
context, session history, and device metadata.
Features such as infinite scrolling, status-based
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filtering, and manual takeover enable efficient
handling of customer queries with minimal effort.
The seamless transition between Al-handled and
human-assisted conversations further improves
operator productivity. From an organizational
perspective, Nexa simplifies configuration through
centralized authentication, billing, and plugin
management. The ability to manage API keys,
subscription plans, and widget customization through
a single interface enhances usability for
administrators. Overall, Nexa’s modular design,
clean user interface, and real-time responsiveness
ensure a smooth and accessible user experience for
customers, operators, and organizations alike. [2]

3. Related Work

Recent advancements in artificial intelligence have
led to widespread adoption of chatbots and voice
assistants in customer service systems. Prior research
highlights that Al-based chatbots can effectively
automate routine interactions, improve response
times, and influence user compliance through natural
language interactions. However, studies also report
limitations in trust-building and handling emotionally
complex queries. Several works have explored the
use of chatbots to enhance customer service
efficiency by automating repetitive tasks. While these
systems reduce workload and operational costs, they
often struggle with contextual understanding and
emotional intelligence, leading to reduced user
satisfaction in complex scenarios. To address these
challenges, hybrid intelligence models have been
proposed, where Al systems collaborate with human
agents. Such approaches enable mutual learning
between humans and Al, although determining
optimal control transfer remains challenging. More
recent studies investigate the role of chatbots in
business process management, emphasizing their
potential to automate workflows such as customer
support, order tracking, and service coordination.
Despite these advantages, integration with complex
enterprise systems and continuous maintenance
requirements remain significant challenges. In
contrast to existing approaches, Nexa combines Al
chat, voice assistants, real-time human intervention,
and secure multi-tenant SaaS architecture within a
unified platform. By integrating retrieval-augmented
generation, real-time dashboards, and subscription-

International Research Journal on Advanced Engineering Hub (IRJAEH)

International Research Journal on Advanced Engineering Hub (IRJAEH)

e ISSN: 2584-2137
Vol. 04 Issue: 02 February 2026
Page No: 945-951

https://irjaeh.com
https://doi.org/10.47392/IRJAEH.2026.0136

based access control, Nexa addresses key limitations
identified in previous studies, offering a scalable,
secure, and user-friendly solution for modern
customer support environments. [3]

4. Existing System

Although Al-powered customer service systems
improve response speed and automate routine
queries, they exhibit notable limitations. Many
systems fail to build user trust or effectively handle
complex and emotionally sensitive conversations due
to limited contextual understanding and lack of
empathy. Accuracy issues, including hallucinated or
incorrect responses, are common in domain-specific
scenarios, and integration with complex enterprise
systems often requires continuous maintenance.
Additionally, hybrid Al-human support models
struggle with smooth control transitions, leading to
inefficient handoffs and user frustration. These
challenges highlight the need for more reliable,
context-aware, and seamlessly integrated Al-driven
customer support solutions. [4]

5. Proposed System

The proposed system, Nexa, is designed as a modern
hybrid intelligence customer support platform that
directly addresses the limitations of existing Al-
based service systems. Nexa combines Al-driven
automation with real-time human intervention to
deliver accurate, scalable, and user-centric customer
support. To improve conversation quality and ensure
seamless handoffs, Nexa incorporates proactive
escalation logic that continuously monitors user
sentiment and automatically transfers conversations
to human operators when frustration or explicit
assistance requests are detected. During handoff, the
operator dashboard provides complete conversational
and contextual information, enabling informed
responses without repetitive clarification. Nexa
addresses accuracy and knowledge limitations
through a retrieval-augmented generation (RAG)
approach, grounding Al responses strictly in
organization-specific documentation. Additionally,
the platform supports a secure multi-tenant “Bring
Your Own Key” (BYOK) model, ensuring data
isolation, privacy, and ethical use of Al models across
tenants. Figure 1 shows Layered Architecture

6. System Architecture and Core Components
Figure: 1- Layered Architecture of the Proposed
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System The proposed system follows a layered
architecture that ensures modularity, scalability, and
secure integration of Al-driven services.

NEXA

LAYERED ARCHITECTURE
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Figure 1 Layered Architecture

As illustrated in Fig. 1.1, the architecture is divided
into four logical layers: Frontend, Application,
Intelligence Integration, and Infrastructure. The
Frontend layer provides user-facing interfaces,
including the operator dashboard, chat widget, and
embeddable script. These components enable
seamless interaction for customers, operators, and
developers, supporting both web-based chat and
voice-enabled communication. The  operator
dashboard allows real-time monitoring and manual
intervention, while the embed script ensures easy
integration of the support widget into external
websites. The Application layer manages core
platform functionality and enforces system-wide
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policies. It adopts a monorepo architecture to
promote code reuse and maintain consistency across
services. This layer handles state management,
authentication, and authorization, ensuring secure
access control for multi-tenant organizations.
Subscription enforcement mechanisms are also
implemented at this level to restrict premium features
based on active plans. The Intelligence Integration
layer is responsible for Al-driven capabilities. It
integrates multiple Al models, supports Al tool
calling for automated workflows, and incorporates
voice assistants for multi-channel  customer
interaction. A knowledge base with retrieval-
augmented generation (RAG) ensures that Al
responses are grounded in organization-specific
documentation, improving accuracy and reducing
hallucinations. The Infrastructure layer provides
backend services and deployment support. It includes
the Convex Dbackend for real-time data
synchronization, AWS Secrets Manager for secure
storage of per-organization API keys, Sentry for error
monitoring, and Vercel for scalable deployment.
Together, these services ensure reliability, security,
and production readiness of the platform. Overall,
this layered architecture enables clear separation of
concerns, efficient development, and scalable
operation, making the proposed system suitable for

enterprise-grade  Al-powered customer support
applications. [5]

7. System Implementation

Nexa follows a monorepo-based modular

architecture built using Turbo Repo and PNPM
workspace management Summary of Nexa Al. The
system consists of three main applications:

© e s

Figure 2 Operator Dashboard — for Monitoring
Conversations and Managing Organizations
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Figure 3 Customer”\"Nidgef— Embeddable Al Chat
and Voice Interface

7.1 Al Chat System
Nexa integrates Al chat using the Convex Agent
component powered by OpenAl GPT-4-mini.
Messages are stored and fetched using pagination
with infinite scrolling support. Figure 4 shows Al
Chat System [6]
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Figure”zir Al Chatfsystem

Al tool calling enables:

e Automatic escalation

e Conversation resolution

e Prompt enhancement [8]

7.2 Voice Assistant using Vapi
Vapi is integrated to build Al voice agents for
customer calls. A sample banking assistant (“Rose”)
supports:

e Balance lookup

e Transaction history

e Account verification
Each tenant can bring its own Vapi APl keys,
enabling white-labeled voice assistants with
independent phone numbers and assistants
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Figure"S Voice Assistant

7.3 Knowledge Base and RAG System

Nexa supports dynamic knowledge base creation
through document embeddings using Convex’s
Retrieval-Augmented Generation (RAG) component.
File Management [7]
Supported file types include:

e PDF, HTML, text

e JPEG, PNG, WEBP, GIF
Features include:

e Duplicate detection via content hash

e Metadata tracking

e Upload, list, delete APIs

e Secure tenant namespaces

Figure 6 Knowledge Base RAG System

7.4 Secure APl Key Management
To support white-labeled Al and voice services, Nexa
integrates AWS Secrets Manager for per-
organization API key storage.
Key Functionalities Include:

e Scoped IAM permissions

e Secret creation, update, retrieval

e Plugin-based Ul (Vappy plugin)
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e Secure connection and disconnection flows
Figure 7 shows APl Key Management

rDeveIoper Toolkit —
Customization

This ensures isolation of sensitive credentials and
prevents cross-tenant data leakage. [9]

7.5 Backend and Data Synchronization
Nexa uses Convex, a reactive database platform,
which enables real-time synchronization between
frontend and backend without manual WebSocket
handling. Convex supports queries, mutations, and
actions, simplifying state management while
ensuring consistency across clients.

7.6 Authentication and Multi-Tenancy
Clerk is used for authentication and authorization
with JWT templates configured for Convex
integration. Each organization is treated as a tenant,
with scoped data access enforced using organization
IDs embedded in JWT claims. Organizations are
enabled as premium features, allowing subscription-
based access control.

7.7 Real-Time Dashboard
Operators are provided with a real-time dashboard
featuring: User session context

e Message escalation controls

¢ Infinite scrolling conversation inbox

e Status filters (unresolved, escalated, resolved)
This enables human agents to seamlessly intervene
when Al confidence is low.
8. User Interface and Widget Embedding

8.1 Ul Framework
Nexa uses Shadcn Ul with Tailwind CSS v4 for
consistent, accessible Ul design. The dashboard
includes:

o Organization switcher
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o Sidebar navigation

o Gradient-based active states

8.2 Widget Session Management
Anonymous users authenticate through session-based
access valid for 24 hours. Metadata such as browser,
location, and device info are captured and displayed
in the operator dashboard.

8.3 Embed Script
A standalone Vite-based app generates an
embeddable widget script supporting:

¢« HTML
o React
e Nextjs

e JavaScript

Figure 8 Setup and Integrations

The script loads the widget inside an iframe with
configurable position and exposes a global API for
control. [10]

8.4 Subscription Enforcement and Billing
Nexa integrates Clerk Billing to support Free and Pro
subscription plans.

o Real-time validation of subscription status at
both the Ul and backend levels prevents
unauthorized access to premium features,
improving system security.

e The flexible subscription model enables
organizations to scale their usage seamlessly
as their customer support demands grow,
supporting long-term SaaS sustainability.

Table 1 Plan and Features

Plan Features
Single user, limited Al and voice
Free
features
Pro | Multiple users, full Al & voice support
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Figure 9 Plans and Billing

Backend
protecting:
e Al generation
e File uploads
e Response enhancement
Webhook events update subscription status and
organization member limits dynamically.
9. Experimental Results and Observations
Nexa was deployed on Vercel with independent
deployments for:
e Dashboard
e Widget
e Embed script

APIs enforce subscription status,
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Figure 11 Connect with Customer
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Key Observations:
e Real-time sync eliminated latency issues
common in REST-based systems
o Al-assisted workflows reduced human agent
workload significantly
e Subscription enforcement
restricted premium features
e Widget embedding worked seamlessly across
different web frameworks
The use of Convex and Al tools drastically simplified
real-time and Al integration complexity compared to
traditional architectures.
Conclusion and Future Work
This paper presented Nexa, a production-ready Al-
powered multi-tenant customer support platform
integrating Al chat, voice agents, real-time
dashboards, knowledge base search, and subscription
enforcement in a unified SaaS solution.
Nexa demonstrates how modern full-stack
technologies can be combined to build scalable,
secure, and extensible Al systems for real-world
enterprise use. The platform ensures:
e Strong tenant isolation
e Secure credential management
e Real-time responsiveness
e High usability
Future Enhancements
o Integration of multimodal Al (image + voice
+ text)
e Explainable Al for transparency
o Edge deployment for low-latency regions
e Fine-tuned domain-specific Al models
e Advanced analytics and sentiment detection
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